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Executive Summary

INTRODUCTION

[1] The Commission was asked to recommend whether Queensland should
consider legislation to appropriately protect the privacy of individuals in the context
of civil surveillance technologies.’

[2] Over time, surveillance device technologies have become increasingly
sophisticated, accessible and affordable. Different surveillance devices capture
different types of information, and may be used for different purposes. Whatever the
purpose of their use, surveillance devices have the potential to impact on individual
privacy.

[3] In Queensland, there is limited regulation of the use of surveillance devices.
The Invasion of Privacy Act 1971 regulates the use of a listening device to overhear,
listen to, monitor or record private conversations, and the communication or
publication of information obtained from such use. However, it does not extend to
other types of surveillance devices. In contrast, in most other Australian jurisdictions,
surveillance devices legislation regulates the use of listening devices, optical
surveillance devices, tracking devices and, in some jurisdictions, data surveillance
devices.

[4] In addition, surveillance devices legislation in Queensland and other
jurisdictions does not provide a civil response to an unjustified interference with an
individual’s privacy caused by the use of a surveillance device.

[5] Other general laws, including information privacy legislation, the criminal
law and some civil causes of action, offer only piecemeal and limited protection for
the privacy of individuals in this context.

THE COMMISSION’S APPROACH

[6] In view of the gaps and uncertainties in the current laws in Queensland that
regulate the use of surveillance devices, there is a need for a more comprehensive
legislative response to appropriately protect the privacy of individuals in relation to
the use of surveillance devices in civil society.

7] The Commission therefore recommends that the Invasion of Privacy Act
1971 be repealed and replaced by new legislation which implements the
Commission’s recommendations in the form of the draft Surveillance Devices Bill
2020 (the ‘draft Bill’) in Appendix F.

[8] In developing its recommendations for the draft Bill, the Commission has
been informed by a number of principles and considerations, including:

The terms of reference are set out in Appendix A. The terms of reference exclude Queensland’s existing law
regulating the use of surveillance devices for State law enforcement purposes and workplace surveillance from
the review: see terms of reference, paras E-F.
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. the importance of community expectations;

. the need to balance the protection of an individual’s privacy and the justified
use of surveillance devices;

o the importance of consent as an authorising concept:

- if there is consent, the use of a surveillance device, or the
communication or publication of information obtained from the use of
a surveillance device, should be lawful;

- in the absence of consent, the use, communication or publication
should be unlawful unless an exception applies;

. that objective standards should form the basis for the justified use of
surveillance devices in the absence of consent;

. that the regulation of surveillance devices should be practical, and include:

- a criminal law response where the seriousness of a person’s conduct
in using a surveillance device justifies the intervention of the State in
imposing criminal sanctions; and

- a civil law response to promote the responsible use of surveillance
devices in everyday contexts and to empower individuals whose
privacy is affected to seek civil redress in appropriate circumstances;

. the desirability of reasonable consistency with surveillance devices legislation
in other Australian jurisdictions; and

. that the operation of other laws regulating the use of surveillance devices
should not be affected.

[9] The Commission also recognises that surveillance devices legislation may
overlap with but has a different focus from legislation that regulates information
privacy and data protection.

[10] An overview of the Commission’s principal recommendations and
corresponding provisions of the draft Bill is set out below.

THE SCOPE AND PURPOSE OF THE DRAFT BILL

[11] The main purpose of the draft Bill is to provide for an individual’s privacy to
be protected from unjustified interference from the use, or the communication or
publication of information obtained from the use, of surveillance devices (cl 2(1)).

[12] Consistently with the surveillance devices legislation in other Australian
jurisdictions, the draft Bill adopts a ‘recognised categories’ approach to regulating
surveillance devices. This approach takes into account that different types of devices
give rise to different privacy concerns and considerations.
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[13] For the purposes of the draft Bill, a ‘surveillance device’ is defined as a
listening device, an optical surveillance device, a tracking device, a data surveillance
device or a device that is a combination of two or more of those devices (cl 6).

CRIMINAL PROHIBITIONS
The use prohibitions

[14] The draft Bill contains four prohibitions on the use of a surveillance device
(‘the use prohibitions’). Specifically, it provides that a person must not use, install or
maintain:

. a listening device to listen to, monitor or record a private conversation, without
the consent of each party to the conversation (cl 18);

. an optical surveillance device to observe, monitor or visually record a private
activity, without the consent of each party to the activity (cl 19);

o a tracking device to find, monitor or record the geographical location of:
- an individual, without the consent of the individual (cl 20(1)); or

- a vehicle or other thing, without the consent of each person who owns,
or is in lawful control of, the vehicle or thing (cl 20(2)); or

. a data surveillance device to access, monitor or record information that is
input into, output from or stored in a computer, without the consent of each
person who owns, or is in lawful control of, the computer (cl 21).

[15] There are exceptions to the use prohibitions. It is not an offence for a person
to use, install or maintain a surveillance device if:

. use of the device is reasonably necessary to protect the lawful interests of
that person, or of another person who has authorised the person to use the
surveillance device on their behalf (cl 22);

. use of the device is reasonably necessary in the public interest (cl 23);

. it is to obtain evidence of, or information about, a serious threat to the life,
health safety or wellbeing of an individual, or a serious threat of substantial
damage to property, if the person believes, on reasonable grounds, it is
necessary for the device to be used immediately to obtain the evidence or
information (cl 24); or

. the use, installation or maintenance is authorised under another Act of the
State or an Act of the Commonwealth, or in circumstances prescribed by
regulation (cl 26).

[16] There is an additional exception for the use of a surveillance device to locate
a lost or stolen vehicle or other thing (cl 25).

[17] In contrast to the Invasion of Privacy Act 1971, the draft Bill does not
generally permit participant monitoring; in the absence of consent, the use of
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surveillance device should be unlawful unless an exception (for a specific purpose
which justifies the use) applies.

The communication or publication prohibitions

[18]

The draft Bill contains three prohibitions on the communication or

publication of information obtained from the use of a surveillance device (‘the
communication or publication prohibitions’). Specifically, it prohibits a person from
communicating or publishing surveillance information? about:

[19]

a private conversation or a private activity if the person knows, or ought
reasonably to know, the information is surveillance information, and the
person does not have the consent of each party to the conversation or activity
to communicate or publish the information (cl 28);

the geographical location of an individual, a vehicle or another thing if the
person knows, or ought reasonably to know, the information is surveillance
information, and the person does not have the consent of the following person
or persons to communicate or publish the information:

- for information about the location of an individual—that individual;

- for information about the location of a vehicle or other thing—each
person who owns, or is in lawful control of, the vehicle or thing
(cl 29); or

information that is input into, output from or stored in a computer, if the person
knows, or ought reasonably to know, the information is surveillance
information, and the person does not have the consent of each person who
owns, or is in lawful control of, the computer to communicate or publish the
information (cl 30).

There are exceptions to the communication or publication prohibitions. It is

not an offence for a person to communicate or publish surveillance information if the
communication or publication is:

in a legal proceeding (cl 31(1)(a));

reasonably necessary to protect the lawful interests of the person, or of
another person who has authorised the person to communicate or publish the
information on their behalf (cl 31(1)(b));

reasonably necessary in the public interest (cl 31(1)(c));

reasonably necessary to lessen or prevent a serious threat to the life, health,
safety or wellbeing of an individual, or of substantial damage to property
(cl 31(1)(d)); or

Under the draft Bill, ‘surveillance information’ is defined to mean information obtained, directly or indirectly,
using a surveillance device (cl 14).
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. authorised under another Act of the State or an Act of the Commonwealth, or
in circumstances prescribed by regulation (cl 31(1)(e), (f)).

[20] In addition, a person does not contravene the communication or publication
prohibitions if the use of a surveillance device to obtain the surveillance information
the subject of the communication or publication was authorised under another
Act (cl 31(2)).

[21] The maximum penalty for a contravention of the use prohibitions or the
communication or publication prohibitions is 60 penalty units ($8007) or three years
imprisonment.

Prohibition on possessing surveillance information

[22] The draft Bill also makes it an offence for a person, without the consent of
each relevant person, to possess information that the person knows is surveillance
information obtained in contravention of a use prohibition (cl 27(1)).

[23] This offence does not apply if the person possesses the information in
relation to proceedings for an offence against the draft Bill, or because the
information was communicated to the person or published in a way that does not
contravene the draft Bill (cl 27(2)). The maximum penalty for a contravention of the
prohibition on possessing surveillance information is 20 penalty units ($2669) or one
year’s imprisonment.

Ancillary orders relating to the criminal prohibitions

[24] The court is empowered to make ancillary orders relating to proceedings for
a contravention of the criminal prohibitions:

. in a proceeding for an offence against Part 2 of the legislation, the court may,
at any time during the proceeding and if it considers it necessary in the
interests of justice, make an order prohibiting the publication of evidence
before the court, other than in the way and to the persons stated in the
order (cl 32);

. if a person is convicted of an offence against the legislation, the court may
order that:

- a surveillance device used in connection with the commission of the
offence, or a document, device or other thing that contains or stores
related information (that is, information to which the offence relates, or
obtained using a surveillance device to which the offence relates) is
forfeited to the State; or

- related information be destroyed (cl 33).

GENERAL OBLIGATIONS NOT TO INTERFERE WITH SURVEILLANCE
PRIVACY OF INDIVIDUALS

[25] To address situations where a person’s conduct interferes with an
individual’s surveillance privacy, the draft Bill imposes a general obligation on a user
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of a surveillance device not to use the device in a way that interferes with an
individual’s surveillance privacy (where the individual has a reasonable expectation
of surveillance privacy and has not consented to such use) (cl 36). A similar general
obligation applies in relation to the communication or publication of surveillance
information (cl 37).

[26] In this context, ‘surveillance privacy’, of an individual, means:

o in relation to a particular use of a surveillance device—the individual is not the
subject of surveillance from that use of a surveillance device; or

. in relation to surveillance information obtained when the individual was the
subject of surveillance—the surveillance information is not communicated or
published (cl 34).

[27] A ‘reasonable expectation’, of surveillance privacy for an individual, means
that the individual is reasonably entitled to expect surveillance privacy in relation to
a particular use of a surveillance device, or in relation to surveillance information
obtained when the individual was the subject of surveillance (cl 34). Only those
expectations that are reasonable in the circumstances will fall within the scope of the
general obligations.

[28] The matters that are relevant for deciding whether an individual has a
reasonable expectation of surveillance privacy include, but are not limited to:

. the individual’s location when the surveillance device is used;

. the subject matter of the use, or of the surveillance information;

. the type of device used;

o the nature and purpose of the use, communication or publication;

. the nature and extent of any notice given about the use;

. whether the individual has an opportunity to avoid the surveillance; and

. the individual’s attributes and conduct (cl 35).

[29] There are exceptions to the general obligation provisions. A person does
not contravene a general obligation if the use, communication or publication is:

. authorised or required by law, or by an order or process of a court or tribunal,
. incidental to, and reasonably necessary for, the exercise of a lawful right to

defend a person or property, including to prosecute or defend a civil or
criminal proceeding; or

. reasonably necessary in the public interest and the relevant public interest
outweighs the interference with the individual’s surveillance privacy (cl 38).
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CIVIL COMPLAINTS PROCESS AND REMEDIES

[30] The draft Bill provides a civil mechanism for the resolution of a complaint
about an alleged contravention of a general obligation made by or for an individual
who is the subject of the alleged contravention (a ‘surveillance device
complaint’) (cl 39).

[31] The Commission recommends a three-stage approach for the resolution of

a surveillance device complaint (cll 39-65):

. a complaint may be made to the Surveillance Devices Commissioner
(established under the legislation) for mediation;

. an unresolved complaint may be referred to QCAT for hearing and decision;
and,

. if appropriate, QCAT may order remedial relief (including an order that the

respondent must not repeat or continue a stated act or practice, or must
compensate the complainant for loss or damage suffered because of the
respondent’s act or practice by engaging in a stated act or practice or paying
an amount of not more than $100 000).

[32] These provisions have been generally modelled on the mechanism for
resolving privacy complaints under the Information Privacy Act 2009, with
appropriate modifications.

A NEW REGULATOR

[33] The Commission recommends the establishment of a new independent
regulator—the Surveillance Devices Commissioner—and a Surveillance Devices
Commission.

[34] In addition to dealing with surveillance device complaints, the Surveillance
Devices Commissioner will provide an avenue for education, expert advice and
monitoring and best practice guidance to promote community understanding and
encourage compliance with the legislation.

[35] Accordingly, the Surveillance Devices Commissioner’s functions include:

. receiving surveillance device complaints and dealing with them under the
legislation (cl 72);

. providing guidance (including, promoting understanding of and compliance
with the general obligations and the operation of the legislation, and providing
best practice for the use of surveillance devices and the communication or
publication of surveillance information, in a way that respects individuals’
privacy) (cl 73);

. undertaking research, providing advice and monitoring particular matters,
including research about whether the legislation is achieving its purpose, how
surveillance devices and surveillance device technologies are used in civil
society and developments in surveillance device technology, and identifying
and commenting on any issues arising in relation to those matters (cl 74);
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[36]

examining the practices of relevant entities (including local and State
government agencies and other entities performing functions of a public
nature, and private sector organisations or individuals who regularly or
routinely use or publish information from surveillance devices)3 to monitor
their compliance with the legislation (cl 75).

The Commission also recommends reporting requirements relating to the

Surveillance Device Commissioner’s functions to ensure transparency, integrity and
accountability (cll 84—-85).

PROTECTIONS AND OFFENCES

[37]

To ensure the effective operation of the Surveillance Devices

Commissioner’s functions, the Commission recommends a small number of standard
protective provisions (including protection from civil liability) and offences relating to
the actions of and dealings with the Surveillance Devices Commissioner (cll 88-92).

GENERAL MATTERS

[38]

The Commission recommends that the Minister be required to complete a

review of the effectiveness of the legislation within 5 years after its commencement.
The review must consider:

whether the legislation is achieving its purpose;

how surveillance devices and surveillance device technologies are used in
civil society;

developments in surveillance device technology; and

whether the legislation should be amended to provide for new types of
surveillance devices or new uses of surveillance devices and surveillance
devices technologies in civil society (cl 95).

This monitoring function does not apply, however, to the Queensland Police Service, the Crime and Corruption
Commission or another entity to the extent its practices relate to enforcing a State law.
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CHAPTER 3: A NEW APPROACH TO REGULATING THE USE OF
SURVEILLANCE DEVICES

3-1

The Invasion of Privacy Act 1971 should be repealed, and replaced by
new legislation which implements the Commission’s recommendations
in the form of the draft Bill.

[See Surveillance Devices Bill 2020 cl 96]

CHAPTER 4: PRELIMINARY MATTERS

4-1

Application of the Act

The draft Bill should provide that the legislation binds all persons,
including the State. The provision should also make it clear that the
State cannot be prosecuted for an offence against the legislation.

[See Surveillance Devices Bill 2020 cl 3]
The draft Bill should not affect—
(a) the operation of the Information Privacy Act 2009; or

(b) the operation of another law regulating the use of surveillance
devices.

[See Surveillance Devices Bill 2020 cl 4(a), (b)]

Definition of ‘surveillance device’ and related definitions

4-3

The draft Bill should define ‘surveillance device’ as:

(a) a listening device, an optical surveillance device, a tracking
device, a data surveillance device; or

(b) a device that is a combination of any two or more of those
devices.

[See Surveillance Devices Bill 2020 cl 6]
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4-5

4-6

4-7

4-8

4-9

4-10

The draft Bill should define ‘listening device’ as a device that is capable
of being used to listen to, monitor or record words spoken to, or by, an
individual in a conversation. However, it should expressly exclude a
hearing aid or a similar device used by an individual with impaired
hearing.

[See Surveillance Devices Bill 2020 cl 7]

The draft Bill should define ‘optical surveillance device’ as a device
capable of being used to observe, monitor or visually record an activity.
However, it should expressly exclude spectacles, contact lenses or a
similar device used by an individual with impaired vision.

[See Surveillance Devices Bill 2020 cl 8]

The draft Bill should define ‘tracking device’ as a device capable of
being used to find, monitor or record the geographical location of an
individual, vehicle or other thing.

[See Surveillance Devices Bill 2020 cl 9]

The draft Bill should define ‘data surveillance device’ as a device or
program capable of being used to access, monitor or record information
that is input into, output from, or stored in a computer.

[See Surveillance Devices Bill 2020 cl 10]

The draft Bill should define ‘computer’ as an electronic device for
storing and processing information.

[See Surveillance Devices Bill 2020 sch 1 (definition of ‘computer’)]

The draft Bill should define ‘surveillance information’ as information
obtained, directly or indirectly, using a surveillance device.

[See Surveillance Devices Bill 2020 cl 14]
The draft Bill should define ‘information’ to include:
(a) a record in any form; and

(b) a document.

[See Surveillance Devices Bill 2020 sch 1 (definition of ‘information’)]
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Definition of consent

4-11 The draft Bill should define ‘consent’ as express or implied consent.

[See Surveillance Devices Bill 2020 sch 1 (definition of ‘consent’)]

CHAPTER 5: CRIMINAL PROHIBITIONS ON THE USE OF SURVEILLANCE
DEVICES

Definitions
5-1 The draft Bill should define ‘private conversation’ as:

(a) Words spoken by an individual are a private conversation if the
words are spoken in circumstances that may reasonably be taken
to indicate that—

(i) for words not spoken to anyone else—the individual does
not want anyone else to listen to the words; or

(i) for words spoken to another individual, or other
individuals—the individual, or at least one of the
individuals to whom the words are spoken, does not want
the words to be listened to by anyone other than—

(A) the individual speaking the words; and
(B) the individuals to whom the words are spoken; and

(C) any other individual who has the consent of all of
the individuals mentioned in subparagraphs (A)
and (B).

(b) However, a private conversation does not include words spoken
by an individual in circumstances in which the individual, and all
of the individuals to whom the words are spoken, ought
reasonably to expect that someone else may listen to, monitor or
record the words.

[See Surveillance Devices Bill 2020 cl 11]
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5-2  The draft Bill should define ‘private activity’ as:

(a) An activity is a private activity if it is carried out in circumstances
that may reasonably be taken to indicate that—

(i) for an activity carried out by one individual—the individual
does not want anyone else to observe the activity; or

(i) for an activity carried out by two or more individuals—at
least one of the individuals does not want the activity to be
observed by anyone other than—

(A) the individuals carrying out the activity; and

(B) any other individual who has the consent of all of
the individuals carrying out the activity.

(b) However, a private activity does not include an activity carried
out by one or more individuals in circumstances in which all of
the individuals carrying out the activity ought reasonably to
expect that someone else may observe, monitor or visually
record the activity.

[See Surveillance Devices Bill 2020 cl 12]
5-3  The draft Bill should define ‘party’ as:
(a) Each of the following is a party to a private conversation—

(i) an individual who speaks, or is spoken to, during the
conversation;

(i) an individual who listens to the conversation with the
consent of all of the individuals mentioned in paragraph (i).

(b) Each of the following is a party to a private activity—
(i) an individual carrying out the activity;

(i) an individual who observes the activity with the consent of
all of the individuals mentioned in paragraph (i).

[See Surveillance Devices Bill 2020 cl 13]

5-4 The draft Bill should explain that, in the legislation, a reference to
installing a surveillance device includes doing anything to, or in relation
to, a device to enable it to be used as a surveillance device.

[See Surveillance Devices Bill 2020 cl 15]
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5-6

The draft Bill should define ‘maintain’, in relation to a surveillance
device, to include:

(a) adjust, relocate, repair or service the device; and
(b) replace a faulty device.
[See Surveillance Devices Bill 2020 sch 1 (definition of ‘maintain’)]

The draft Bill should explain that a reference to a person who owns a
vehicle, computer or other thing does not include a person (an
‘excluded owner’) who owns the vehicle, computer or other thing if:

(a) another person has the use or control of the vehicle, computer or
other thing under a credit agreement, hiring agreement,
hire-purchase agreement, leasing agreement or another similar
agreement; and

(b) under the agreement, the excluded owner is not entitled to
immediate possession of the vehicle, computer or other thing.

[See Surveillance Devices Bill 2020 cl 16]

Prohibitions on the use, installation or maintenance of surveillance devices

5-7

5-9

The draft Bill provide that a person must not use, install or maintain a
listening device to listen to, monitor or record a private conversation
without the consent of each party to the conversation.

[See Surveillance Devices Bill 2020 cl 18]

The draft Bill should provide that a person must not use, install or
maintain an optical surveillance device to observe, monitor or visually
record a private activity without the consent of each party to the activity.

[See Surveillance Devices Bill 2020 cl 19]

The draft Bill should provide that a person must not use, install or
maintain a tracking device to find, monitor or record the geographical
location of:

(a) an individual without the consent of the individual; or

(b) a vehicle or other thing without the consent of each person who
owns, or is in lawful control of, the vehicle or thing.

[See Surveillance Devices Bill 2020 cl 20]
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5-10

5-11

The draft Bill should provide that a person must not use, install or
maintain a data surveillance device to access, monitor or record
information that is input into, output from or stored in a computer
without the consent of each person who owns, or is in lawful control of,
the computer.

[See Surveillance Devices Bill 2020 cl 21]

The draft Bill should provide that a person who contravenes a
prohibition in Recommendations 5-7 to 5-10 commits an offence, which
is punishable by a maximum penalty of 60 penalty units or three years
imprisonment.

[See Surveillance Devices Bill 2020 cll 18, 19, 20, 21]

Exceptions to the prohibitions on the use, installation or maintenance of

surveillance devices

5-12

5-13

The draft Bill should provide that a person who uses, installs or
maintains a surveillance device does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if use of the device is
reasonably necessary to protect the lawful interests of:

(a) the person; or

(b) if another person has authorised the person to use the
surveillance device on the other person’s behalf—the other
person.

[See Surveillance Devices Bill 2020 cl 22]

The draft Bill should provide that a person who uses, installs or
maintains a surveillance device does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if use of the device is
reasonably necessary in the public interest.

[See Surveillance Devices Bill 2020 cl 23(1)]

For the purposes of Recommendation 5-13, in deciding whether the use
of a surveillance device is reasonably necessary in the public interest,
a court must consider the following matters as they existed when the
person used, installed or maintained the device:

(a) the subject matter of the use of the device;

(b) the information that the person reasonably expected would be
obtained from the use of the device;

(c) the purpose for which the person intended to use information that
the person reasonably expected would be obtained from the use
of the device;
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5-15

5-17

(d) the nature of the public interest that arose in the circumstances;

(e) whether the public interest could have been served in another
reasonable way;

(f) the extent to which the use, installation or maintenance of the
device affected, or was likely to affect, the privacy of an
individual;

(9) whether, on balance in the circumstances, the public interest
justified the interference with the privacy of an individual.

[See Surveillance Devices Bill 2020 cl 23(2)]

The draft Bill should provide that a person who uses, installs or
maintains a surveillance device to obtain evidence of, or information
about, a serious threat does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if the person believes, on
reasonable grounds, it is necessary for the device to be used
immediately to obtain the evidence or information.

[See Surveillance Devices Bill 2020 cl 24(1)]

For the purposes of Recommendation 5-15, the draft Bill should define
the term ‘serious threat’ to mean:

(a) a serious threat to the life, health, safety or wellbeing of an
individual; or

(b) a serious threat of substantial damage to property.
[See Surveillance Devices Bill 2020 cl 24(2)]

The draft Bill should provide that a person who uses a surveillance
device to locate a vehicle or other thing does not commit an offence
against the prohibitions in Recommendations 5-7 to 5-10 if the person:

(a) is not in possession or control of the vehicle or thing; and

(b) believes, on reasonable grounds, that the vehicle or thing is lost
or stolen; and

(c) is an owner of the vehicle or thing or, before the vehicle or thing
was lost or stolen, was in lawful control of it.

[See Surveillance Devices Bill 2020 cl 25]
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5-18 The draft Bill should provide that a person who uses, installs or

maintains a surveillance device does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if the use, installation or
maintenance is:

(a) authorised under another Act of the State or an Act of the
Commonwealth; or

(b) in circumstances prescribed by regulation.

[See Surveillance Devices Bill 2020 cl 26]

CHAPTER 6: CRIMINAL PROHIBITIONS ON THE COMMUNICATION OR
PUBLICATION OF SURVEILLANCE INFORMATION

Communicating or publishing surveillance information

6-1

The draft Bill should provide that a person must not communicate or
publish surveillance information about a private conversation or private
activity if the person:

(a) knows, or ought reasonably to know, the information is
surveillance information; and

(b) the person does not have the consent of each party to the
conversation or activity to communicate or publish the
information.

[See Surveillance Devices Bill 2020 cl 28]

The draft Bill should provide that a person must not communicate or
publish surveillance information about the geographical location of an
individual, a vehicle or another thing if the person:

(a) knows, or ought reasonably to know, the information is
surveillance information; and

(b) the person does not have the consent of the following person or
persons to communicate or publish the location:

(i) for information about the location of an individual—that
individual;
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(i) for information about the location of the vehicle or other
thing—each person who owns, or is in lawful control of,
the vehicle or thing.

[See Surveillance Devices Bill 2020 cl 29]

The draft Bill should provide that a person must not communicate or
publish surveillance information about information that is input into,
output from or stored in a computer, if the person:

(a) knows, or ought reasonably to know, the information is
surveillance information; and

(b) the person does not have the consent of each person who owns,
or is in lawful control of, the computer to communicate or publish
the information.

[See Surveillance Devices Bill 2020 cl 30]

The draft Bill should provide that a person who contravenes a
prohibition in Recommendations 6-1 to 6-3 above commits an offence,
which is punishable by a maximum penalty of 60 penalty units or three
years imprisonment.

[See Surveillance Devices Bill 2020 cll 28, 29 and 30]

Exceptions to the communication or publication prohibitions

6-5

The draft Bill should provide that a person does not commit an offence
against the prohibitions in Recommendations 6-1 to 6-3 above if the
communication or publication of surveillance information is:

(a) in a legal proceeding; or
(b) reasonably necessary to protect the lawful interests of:

(i) the person who is making the communication or
publication; or

(i) another person who has authorised the person making the
communication or publication to do so on their behalf; or

(c) reasonably necessary in the public interest; or
(d) reasonably necessary to lessen or prevent a serious threat:

(i) to the life, health, safety or wellbeing of an individual; or

(i) of substantial damage to property; or
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6-6

6-7

(e) authorised under another Act of the State or an Act of the
Commonwealth; or

(F) in circumstances prescribed by regulation.
[See Surveillance Devices Bill 2020 cl 31(1)]

The draft Bill should provide that a person does not commit an offence
against the prohibitions in Recommendations 6-1 to 6-3 above if the use
of a surveillance device to obtain the surveillance information the
subject of the communication or publication was authorised under
another Act of the State or an Act of the Commonwealth.

[See Surveillance Devices Bill 2020 cl 31(2)]

The draft Bill should provide that, for deciding whether the
communication or publication of surveillance information is ‘reasonably
necessary in the public interest’ for Recommendation 6-5(c) above, a court
must consider the following matters as they existed when the person
communicated or published the information:

(a) the subject matter of the surveillance information;
(b) the scope of the communication or publication;
(c) the nature of the public interest that arose in the circumstances;

(d) whether the public interest could have been served in another
reasonable way;

(e) the extent to which the communication or publication affected, or
was likely to affect, the privacy of an individual; and

(f) whether, on balance in the circumstances, the public interest
justified the interference with the privacy of an individual.

[See Surveillance Devices Bill 2020 cl 31(3)]
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CHAPTER 7: ANCILLARY MATTERS

Possessing surveillance information

71

The draft Bill should provide that a person must not, without the consent
of each relevant person, possess information that the person knows is
surveillance information obtained in contravention of the use
prohibitions in the legislation.

[See Surveillance Devices Bill 2020 cl 27(1)]

For the purposes of the offence in Recommendation 7-1 above, a
‘relevant person’, in relation to surveillance information, means—

(a) if the surveillance information is about a private conversation
obtained using a listening device—each party to the
conversation;

(b) if the surveillance information is about a private activity obtained
using an optical surveillance device—each party to the activity;

(c) if the surveillance information is about the geographical location
of an individual obtained using a tracking device—the individual;

(d) if the surveillance information is about the geographical location
of a vehicle or other thing obtained using a tracking device—each
person who owns, or is in lawful control of, the vehicle or
thing; or

(e) if the surveillance information is about the information input into,
output from or stored in a computer obtained using a data
surveillance device—each person who owns, or is in lawful
control of, the computer.

[See Surveillance Devices Bill 2020 cl 27(3)]

However, for the purposes of the offence in Recommendation 7-1 above,
a person does not commit an offence if the person possesses
the information:

(a) in relation to proceedings for an offence against the
legislation; or

(b) because it was communicated to the person, or published, in a
way that does not contravene the legislation.

[See Surveillance Devices Bill 2020 cl 27(2)]
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7-4  The draft Bill should provide that the maximum penalty for the offence
in Recommendation 7-1 above is 20 penalty units or one year’s
imprisonment.

[See Surveillance Devices Bill 2020 cl 27(1)]

Admissibility of evidence obtained from the use of a surveillance device

7-5 The draft Bill should expressly state that it does not affect the power of
a court to make a decision about the admissibility of information
obtained using a surveillance device as evidence in a proceeding.

[See Surveillance Devices Bill 2020 cl 4(c)]

Non-publication orders

7-6  The draft Bill should provide that, in proceedings for an offence against
Part 2 of the legislation (which deals with the criminal prohibitions), the
court may, at any time during the proceeding and only if it considers it
necessary in the interests of justice, make an order prohibiting the
publication of evidence given before the court, other than in the way and
to the persons stated in the order.

[See Surveillance Devices Bill 2020 cl 32(1)—(4)]

7-7  The draft Bill should provide that a person must not contravene an order
made under the provision in Recommendation 7-6 above, unless the
person has a reasonable excuse. The maximum penalty for such a
contravention is 60 penalty units or three years imprisonment.

[See Surveillance Devices Bill 2020 cl 32(5)]

Forfeiture or destruction of surveillance device or information

7-8  The draft Bill should provide that:

(1) if a person is convicted of an offence against the legislation, the
court before which the person is convicted may make an order
that:

(a) a surveillance device used in connection with the
commission of the offence is forfeited to the State;

(b) a document, device or other thing that contains related
information, or on which related information is stored, is
forfeited to the State; or

(c) related information be destroyed,;

(2) before making an order for forfeiture or destruction, the court
may require notice to be given to, and hear from, a person the
court considers appropriate;
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(3) the power to order forfeiture or destruction should apply whether
or not the surveillance device, document, device or thing to be
forfeited, or related information to be destroyed, has been seized,;

(4) the court may also make any order that it considers appropriate
to enforce the forfeiture;

(5) the provision in Recommendation 7-8(1) above does not limit the
court’s powers under the Penalties and Sentences Act 1992, the
Criminal Proceeds Confiscation Act 2002 or another law;

(6) when forfeited to the State, the surveillance device, document,
device or thing becomes the State’s property and may be dealt
with as directed by the chief executive.

[See Surveillance Devices Bill 2020 cl 33(1)—(6)]

7-9  For the purposes of Recommendation 7-8 above, ‘related information’,
for an offence, should be defined to mean ‘information to which the
offence relates, or obtained using a surveillance device to which the
offence relates’.

[See Surveillance Devices Bill 2020 cl 33(7)]

CHAPTER 8: GENERAL OBLIGATIONS NOT IN INTERFERE WITH
SURVEILLANCE PRIVACY OF INDIVIDUALS

General obligations not to interfere with surveillance privacy of individuals

8-1 The draft Bill should include civil provisions, separate from the criminal
prohibitions in the legislation, that:

(a) impose obligations on the use of, or the communication or
publication of information obtained from the use of, a
surveillance device, within the meaning of the draft Bill, to avoid
interference with an individual’s surveillance privacy; and

(b) form the basis for the complaints mechanism in
Recommendations 9-1 to 9-32 below.

The civil provisions should have the features set out below.

[See Surveillance Devices Bill 2020 pts 3 and 4]
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Statement and scope of the general obligations

8-2

The draft Bill should provide that, if an individual has a reasonable
expectation of surveillance privacy:

(a) a person must not use a surveillance device in a way that
interferes with the individual’s surveillance privacy; and

(b) a person must not communicate or publish the surveillance
information in a way that interferes with the individual’s
surveillance privacy.

[See Surveillance Devices Bill 2020 cll 36(1)—(2) and 37(1)—(2)]

However, a person does not contravene a general obligation in
Recommendation 8-2 above if:

(a) the individual concerned has consented to the surveillance
device being used in that way or, relevantly, to the
communication or publication; or

(b) the person did not know, and ought not reasonably to have
known, that the particular use of the surveillance device or,
relevantly, the communication or publication would interfere with
the individual’s surveillance privacy.

[See Surveillance Devices Bill 2020 cll 36(3) and 37(3)]

The draft Bill should provide that, for the purpose of this part of the draft
Bill:

(a) ‘surveillance privacy’, of an individual, means:

(i) in relation to a particular use of a surveillance device—the
individual is not the subject of surveillance from that use
of a surveillance device; or

(i) in relation to surveillance information obtained when the
individual was the subject of surveillance—the
surveillance information is not communicated or
published; and

(b) ‘reasonable expectation’, of surveillance privacy for an
individual, means the individual is reasonably entitled to expect
surveillance privacy—

(i) in relation to a particular use of a surveillance device; or,

(i) in relation to surveillance information obtained when the
individual was the subject of surveillance.

[See Surveillance Devices Bill 2020 cl 34]
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The draft Bill should provide that the matters that are relevant for
deciding whether an individual has a reasonable expectation of
surveillance privacy include (but are not limited to) the following:

(a) the individual’s location when the surveillance device is used;

(b) the subject matter of the use, or of the surveillance information,
including whether it is of an intimate, familial, health-related or
financial nature;

(c) the type of device used;

(d) the nature and purpose of the use, communication or publication,
including:

(i) the extent to which the use, communication or publication
targets the individual;

(i) whether the use is covert;

(iii)  in relation to the communication or publication, how the
information is communicated or published; and

(iv) whether the use, communication or publication
contravenes a provision of an Act;

(e) the nature and extent of any notice given about the use;

(F) whether the individual has an opportunity to avoid the
surveillance;

(9) the attributes and conduct of the individual, including:

(i) the extent to which the individual has a public profile,
invites or encourages publicity or shows a wish for
privacy;

(i) the extent to which the individual is in a position of
vulnerability;

(iii)  the nature of any relationship between the individual and
the person using the surveillance device, or making the
communication or publication; and

(iv) the effect that the use, communication or publication is
reasonably likely to have on the individual’s health, safety
or wellbeing.

[See Surveillance Devices Bill 2020 cl 35]
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Exceptions to the general obligations

86 A person does not contravene a general obligation in
Recommendation 8-2 above if the person’s use of a surveillance device
or, relevantly, communication or publication of surveillance
information:

(a) is authorised or required by law or by an order or process of a
court or tribunal;

(b) is incidental to, and reasonably necessary for, the exercise of a
lawful right to defend a person or property, including to
prosecute or defend a criminal or civil proceeding; or

(c) is reasonably necessary in the public interest and the public
interest outweighs the interference with the individual’s
surveillance privacy.

[See Surveillance Devices Bill 2020 cl 38]

CHAPTER 9: CIVIL COMPLAINTS PROCESS AND REMEDIES

A complaints mechanism

9-1 The draft Bill should provide a mechanism for complaints about alleged
contraventions of the general obligations in Recommendation 8-2 above
(‘surveillance device complaints’) to the effect that:

(a) complaints may be made to the Surveillance Devices
Commissioner (the ‘commissioner’) established under
Recommendation 10-2(b) below for mediation;

(b) complaints not resolved by mediation may be referred to QCAT
for hearing and decision; and

(c) if appropriate, the tribunal may order remedial relief.

The complaints mechanism should have the features set out below.

[See Surveillance Devices Bill 2020 pt 4, cl 39]
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Making and referring complaints to the commissioner

9-2

9-3

A complaint under Recommendation 9-1 above:
(a) may be made to the commissioner:

(i) by an individual who is the subject of the alleged
contravention;

(i) by an agent of the individual; or

(iii) by a person authorised by the commissioner in writing to
make the complaint for the individual; and

(b) may be made under paragraph (a) jointly by or for two or more
individuals.

[See Surveillance Devices Bill 2020 cl 40]

A complaint may be referred to the commissioner by any of the following
entities, if they consider that the complaint may also be a complaint
under this legislation:

(a) the Information Commissioner, in relation to a complaint received
under the Information Privacy Act 2009;

(b) the Human Rights Commissioner, in relation to a complaint
received under the Human Rights Act 2019;

(c) the Ombudsman, in relation to a complaint received under the
Ombudsman Act 2001;

(d) the Health Ombudsman, in relation to a complaint received under
the Health Ombudsman Act 2013; or

(e) any other entity that has received the complaint in performing its
functions under a law [including a law of another State or the
Commonwealth].

[See Surveillance Devices Bill 2020 cl 41, sch 1 (definitions of ‘referral Act’ and
‘referral entity’)]

A complaint made or referred to the commissioner under
Recommendation 9-2 or 9-3 above must be in writing, state the
complainant’s name and contact details (including, for example, the
complainant’s postal or email address), state the respondent’s name,
address or other contact details if they are known, and include enough
information to identify the alleged contravention to which the complaint
relates.

[See Surveillance Devices Bill 2020 cl 42(1)]
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9-5

A complaint made or referred to the commissioner under
Recommendation 9-2 or 9-3 above must be made or referred within six
months after the alleged contravention that is the subject of the
complaint came to the complainant’s knowledge, or within a further
period that the commissioner considers is reasonable in all the
circumstances.

[See Surveillance Devices Bill 2020 cl 43]

For a complaint made to the commissioner by an individual under
Recommendation 9-2 above, the commissioner must give reasonable
help to the complainant to put the complaint in writing.

[See Surveillance Devices Bill 2020 cl 42(2)]

Dealing with complaints

9-7

The draft Bill should set out the way in which the commissioner is to
deal with a complaint made or referred to the commissioner under
Recommendation 9-2 or 9-3 above.

[See Surveillance Devices Bill 2020 cl 44]

Preliminary notice and inquiries

9-8

As soon as practicable after receiving a complaint made or referred to
the commissioner under Recommendation 9-2 or 9-3 above, the
commissioner must give a notice to the complainant and respondent
stating:

(a) the substance of the complaint;
(b)  the role of the commissioner in dealing with the complaint; and

(c) that the commissioner may seek information or documents from
the complainant or respondent in relation to the complaint.

The notice to the respondent must also require the respondent to advise
the commissioner of the respondent’s contact details, including, for
example, the respondent’s postal or email address.

[See Surveillance Devices Bill 2020 cl 46]

Where a complaint is made or referred to the commissioner under
Recommendation 9-2 or 9-3 above, the commissioner may make
preliminary inquiries about the complaint to decide how to deal with the
complaint and, if the complaint does not include enough information to
do so, to identify the respondent to the complaint.

[See Surveillance Devices Bill 2020 cl 45]
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The Queensland Government should take steps to facilitate a
memorandum of understanding between CASA and the commissioner
about the sharing of information by CASA about registered owners and
accredited flyers of drones for the purpose of complaints under the
legislation.

Direction to protect privacy of complainant or respondent

9-11

In dealing with a complaint, the commissioner may, by notice, direct a
person not to communicate or publish information that identifies, or is
likely to identify, the complainant or respondent to a complaint if the
commissioner is satisfied on reasonable grounds that it is necessary to
do so to protect the privacy of the complainant or respondent.
Non-compliance with a direction, without reasonable excuse, should be
an offence with a maximum penalty of 10 penalty units.

[See Surveillance Devices Bill 2020 cl 47]

Refusing to deal with a complaint

9-12

9-13

The commissioner may refuse to deal with a complaint, or part of a
complaint, if:

(a) the commissioner considers that:

(i) the complaint does not comply with the requirements at
Recommendation 9-4 above about the matters that must
be stated in the complaint;

(i) there is a more appropriate course of action available
under another law to deal with the subject of the complaint
or part;

(iii)  the subject of the complaint or part has been appropriately
dealt with by another entity; or

(b) the complaint or part was not made or referred to the
commissioner within the time stated at Recommendation 9-5
above; or

(c) the complaint or part is frivolous, trivial, vexatious, misconceived
or lacking in substance;

[See Surveillance Devices Bill 2020 cll 17, 48(1)]

The commissioner may refuse to continue to deal with a complaint, or
part of a complaint, under any of the grounds in Recommendation 9-12
above or if:

(a) the complainant does not comply with a reasonable request
made by the commissioner in dealing with the complaint or part;
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(b)

(c)

the commissioner is satisfied on reasonable grounds that the
complainant, without a reasonable excuse, has not cooperated in
the commissioner’s dealing with the complaint or part; or

the commissioner can not make contact with the complainant.

[See Surveillance Devices Bill 2020 cll 17, 48(2)]

9-14 If the commissioner refuses to deal with a complaint or to continue
dealing with a complaint under Recommendation 9-12 or 9-13 above:

(a)

(b)

the commissioner must give notice of the refusal, with reasons,
to the complainant and, unless the commissioner considers it is
not necessary to do so in the circumstances, to the respondent;
and

the complaint lapses, and the complainant cannot make a further
complaint under this legislation about the same alleged
contravention.

[See Surveillance Devices Bill 2020 cll 49 and 50]

Referral of complaints to other entities

9-15 The commissioner may refer a complaint to another entity as follows, if
it considers the complaint would be more appropriately dealt with by the
other entity and if the complainant consents:

(a)

(b)

(c)

(d)

if the subject of the complaint could be the subject of a privacy
complaint under the Information Privacy Act 2009, the
commissioner may refer the complaint to the Information
Commissioner;

if the subject of the complaint could be the subject of a human
rights complaint under the Human Rights Act 2019, the
commissioner may refer the complaint to the Human Rights
Commissioner;

if the subject of the complaint could be the subject of a complaint
under the Ombudsman Act 2001, the commissioner may refer the
complaint to the Ombudsman;

if the subject of the complaint could be the subject of a health
service complaint under the Health Ombudsman Act 2013, the
commissioner may refer the complaint to the Health
Ombudsman.

[See Surveillance Devices Bill 2020 cl 51(1)—(2)]
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9-16 If the commissioner refers a complaint under Recommendation 9-15
above to another entity, the commissioner:

(a) may, with the complainant’s consent, give the entity information
about the complaint obtained by the commissioner; and

(b) must give notice of the referral, with reasons, to the complainant
and, unless the commissioner considers it is not necessary to do
so in the circumstances, to the respondent.

[See Surveillance Devices Bill 2020 cl 51(3)—(4)]

Arrangements with other entities

9-17 The commissioner may enter into an arrangement with the Information
Commissioner, the Human Rights Commissioner, the Ombudsman or
the Health Ombudsman (a ‘referral entity’) to provide for:

(a) the types of complaint under the legislation that the
commissioner should refer to the referral entity (under
Recommendation 9-15 above), and how the referral is made;

(b) the types of complaint made under a referral Act that the referral
entity should refer to the commissioner (under Recommendation
9-3 above), and how the referral is made;

(c) dealing with a complaint or other matter under a referral Act that
could also form the basis of a complaint under the legislation; or

(d) cooperating in the performance by the commissioner and the
referral entity in their respective functions to ensure the effective
operation of the legislation and the referral entity’s legislation.

[See Surveillance Devices Bill 2020 cl 52, sch 1 (definitions of ‘referral Act’ and
‘referral entity’)]

Mediation of complaints

9-18 The draft Bill should specify that the purpose of mediation is to identify
and clarify the issues in the complaint and to promote the resolution of
the complaint in a way that is informal, quick and efficient.

[See Surveillance Devices Bill 2020 cl 53]
9-19 The commissioner must try to mediate the complaint if:

(a) in the commissioner’s opinion, it is reasonably likely the
complaint could be resolved by mediation; and

(b) the commissioner does not:
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9-20

9-21

(i) refuse to deal with, or to continue to deal with, the
complaint, under Recommendation 9-12 or 9-13 above; or

(i) refer the complaint to another entity under
Recommendation 9-15 above.

[See Surveillance Devices Bill 2020 cl 54(1)]

Where Recommendation 9-19 applies, the commissioner must give
notice of the mediation to the complainant and respondent stating:

(a) the substance of the complaint;

(b) the powers the commissioner may exercise in trying to resolve
the complaint by mediation; and

(c) that the commissioner may seek information or documents from
the complainant or respondent in relation to the complaint.

The notice to the respondent must also state that the respondent will
have an opportunity to respond to the complaint in writing.

[See Surveillance Devices Bill 2020 cl 55]

The commissioner may take the reasonable action the commissioner
considers appropriate to try to resolve the complaint by mediation.
Without Ilimiting the steps the commissioner may take, the
commissioner may:

(a) ask the respondent to respond in writing to the complaint;

(b) give the complainant a copy of the respondent’s written
response;

(c) ask or direct the complainant or respondent to give the
commissioner information relevant to the complaint, including
by notice given under Recommendation 10-8(c) below;

(d) make enquiries of, and discuss the complaint with, the
complainant and respondent;

(e) provide information to the complainant and respondent about the
legislation and how it applies to the complaint; or

(f) facilitate a meeting between the complainant and respondent.

[See Surveillance Devices Bill 2020 cl 54(2)—(3), sch 1 (definition of ‘information’)]




QLRC Report No 77 (2020) XXX

Confidentiality of mediation

9-22 A person who is or has been the commissioner or a staff member of the
commission must not disclose information coming to their knowledge
during a mediation. However, this does not apply if the disclosure is
made:

(a) with the consent of the complainant and respondent to the
complaint;

(b) for the purpose of giving effect to the commissioner’s complaints
handling or reporting functions under the legislation;

(c) for statistical purposes without identifying a person to whom the
information relates;

(d) for an inquiry or proceeding about an offence happening during
the mediation;

(e) for a proceeding founded on fraud alleged to be connected with,
or to have happened during, the mediation; or

(f) under a requirement imposed by an Act.
[See Surveillance Devices Bill 2020 cl 56]

9-23 Evidence of anything said or done, or an admission made, in the course
of the mediation of a complaint is admissible in a civil proceeding only
if the complainant and respondent agree. However:

(a) This provision does not apply to a mediated agreement filed with
QCAT under Recommendation 9-25 below; and

(b) A ‘civil proceeding’ for this provision does not include a civil
proceeding founded on fraud alleged to be connected with, or to
have happened, during the mediation.

[See Surveillance Devices Bill 2020 cl 57]

Mediated agreement

9-24 If, after mediation, the complainant and respondent agree to resolve the
complaint:

(a) the agreement is not binding, as a ‘mediated agreement’, until it
is written down, signed by the complainant and respondent and
certified by the commissioner as the agreement signed by the
parties in accordance with these requirements;

(b) the commissioner must keep a copy of the mediated agreement.

[See Surveillance Devices Bill 2020 cl 58]
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9-25

9-26

The complainant or respondent may file a copy of the mediated
agreement prepared under Recommendation 9-24 above with QCAT.

[See Surveillance Devices Bill 2020 cl 59(1)]

If a mediated agreement is filed with QCAT under Recommendation 9-25
above, the tribunal may make orders necessary to give effect to the
agreement if the tribunal is satisfied that:

(a) the order is consistent with an order the tribunal may make under
Recommendation 9-31 below or the QCAT Act; and

(b) it is practicable to implement the order.

An order made by the tribunal under this provision is, and may be
enforced as, an order of the tribunal under the QCAT Act.

[See Surveillance Devices Bill 2020 cl 59(2)—(3)]

Referral of complaints to tribunal

9-27

9-28

The draft Bill should provide that, if:
(a) the commissioner does not:

(i) refuse to deal with, or to continue to deal with, the
complaint, under Recommendation 9-12 or 9-13 above; or

(i) refer the complaint to another entity under
Recommendation 9-15 above; and

(b) in the commissioner’s opinion, the complaint is unlikely to be
resolved:

(i) by mediation of the complaint; or
(i) despite attempts to mediate the complaint

the commissioner must give notice to the complainant and respondent
that these provisions apply and that the commissioner will, if asked to
do so by the complainant, refer the complaint to QCAT to decide.

[See Surveillance Devices Bill 2020 cll 60 and 61]

The complainant may, in writing to the commissioner, ask for the
referral of the complaint to QCAT within 20 business days after
receiving notice under Recommendation 9-27 above.

[See Surveillance Devices Bill 2020 cl 62(1)]
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9-29 The commissioner must refer the complaint to QCAT within 20 business
days after receiving a request made under Recommendation 9-28 above.

[See Surveillance Devices Bill 2020 cl 62(2)]

Tribunal’s jurisdiction and procedure

9-30 Where a complaint is referred to QCAT under Recommendation 9-29
above:

(a) the tribunal must exercise its original jurisdiction under the
QCAT Act to hear and decide the complaint;

(b) the complainant and respondent to the complaint are both parties
to the proceeding;

(c) the complainant is taken to be the applicant for the proceeding;
(d) the respondent is taken to be the respondent for the proceeding;

(e) subject to para (f) below, the rules and procedures applying to
QCAT under the QCAT Act apply to the proceeding; and

(f) for a hearing conducted by the tribunal in relation to the
complaint, the tribunal is to be constituted by at least one legally
qualified member.

[See Surveillance Devices Bill 2020 cll 62(3), 63 and 64]

9-31 After the hearing of a complaint referred to QCAT under
Recommendation 9-29 above, the tribunal may make one or more of the
following final decisions to decide the complaint:

(a) an order that declares the respondent’s use, communication or
publication contravened a general obligation in Recommendation
8-2(a) or (b) above in relation to the complainant and, if QCAT
considers appropriate, includes one or more of the following—

(i) an order that the respondent must not repeat or continue
a stated act or practice;

(i) an order that the respondent must compensate the
complainant for loss or damage (including for injury to the
complainant’s feelings or humiliation) suffered because of
the respondent’s act or practice by:

(A) engaging in a stated act or practice; or

(B) paying the complainant a stated amount of not more
than $100 000;
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9-32

9-33

(b) an order dismissing the complaint, or part of the complaint;

(c) an order that the complainant be reimbursed for expenses
reasonably incurred in connection with making the complaint.

[See Surveillance Devices Bill 2020 cll 17, 65(1)—(2)]

An order made by the tribunal under Recommendation 9-31(a)(ii) above
must state the reasonable time within which the relevant action must be
taken.

[See Surveillance Devices Bill 2020 cl 65(3)]

Resourcing

QCAT should be provided with any additional resources necessary to
ensure the effective operation of the new jurisdiction conferred on the
tribunal by the legislation.

CHAPTER 10: ANEW REGULATOR

A new independent regulator

10-1

There should be an independent regulator. For the purpose of the draft
Bill, the independent regulator is established as a separate entity under
Recommendation 10-2 below. If the independent regulator’s functions
were instead to be conferred on an existing entity, some of the
recommended provisions would need appropriate modification.
Whichever way the independent regulator is established, it should have
the functions, powers and main features set out below.

[See Surveillance Devices Bill 2020 pt 5]

Establishment of the requlator

10-2

There should be a Surveillance Devices Commission (the
‘commission’). The commission:

(a) is a statutory body for the Financial Accountability Act 2009 and
the Statutory Bodies Financial Arrangements Act 1982; and

(b) consists of the Surveillance Devices Commissioner appointed
under Recommendation 10-3 below, and the staff of the
commission employed under Recommendation 10-7 below.

[See Surveillance Devices Bill 2020 cll 66, 67]
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10-3

10-4

10-5

10-6

The Surveillance Devices Commissioner (the ‘commissioner’):

(a) is appointed by, and holds office on the terms and conditions
decided by, the Governor in Council;

(b) holds office for a term of not more than five years stated in the
instrument of appointment and, if a person is reappointed as
commissioner, may hold office for not more than ten years
continuously; and

(c) controls the commission.
[See Surveillance Devices Bill 2020 cll 71, 77, 78(1)—(3)]

The draft Bill should also include standard provisions dealing with leave
of absence as commissioner, vacancy in office, the grounds on which a
person may be removed from office as commissioner, and the
preservation of certain rights of public service employees. Other
relevant provisions of general application in the Acts Interpretation Act
1954 will also apply.

[See Surveillance Devices Bill 2020 cll 78(4), 79, 80, 81, 82]

The draft Bill should ensure the independence of the commissioner by
providing that:

(a) in performing the commissioner’s functions, the commissioner
must act independently, impartially and in the public interest; and

(b) the commissioner is not subject to direction by any person about
how the commissioner performs the commissioner’s functions.

Under Recommendation 10-12(d), (e), (f) and 10-16(b) below, the Minister
may, however, request advice, assistance or an examination, and may
require a report, about particular matters.

[See Surveillance Devices Bill 2020 cll 69 and 70]

The commissioner may delegate to an appropriately qualified staff
member of the commission the commissioner’s functions or powers
under the legislation or another Act. Provisions of general application
in the Acts Interpretation Act 1954 will apply to the delegation.

[See Surveillance Devices Bill 2020 cl 93]
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10-7 Staff of the commission:
(a) are employed under the Public Service Act 2008; and

(b) are not subject to direction, other than from the commissioner or
a person authorised by the commissioner, about how the
commissioner’s functions are to be performed.

[See Surveillance Devices Bill 2020 cl 83]

Functions and powers

10-8 The draft Bill should provide the following in relation to the
commissioner’s general functions and powers:

(a) The commissioner has the functions and powers given by the
legislation;

(b) The commissioner has power to do all things that are necessary
or convenient to be done to perform the commissioner’s
functions under the legislation; and

(c) If the commissioner believes on reasonable grounds that a
person may have information relevant to a complaint being dealt
with by the commissioner or to another function being performed
by the commissioner, the commissioner may, by written notice,
ask or direct the person to give the information to the
commissioner within a reasonable period.

[See Surveillance Devices Bill 2020 cll 68 and 76(1)—(4)]

10-9 The commissioner’s functions include receiving and dealing with
complaints under Recommendations 9-1 to 9-29 above. There should be
a clear administrative division, supported by formal policies and
procedures, between the commissioner’'s complaints handling and
mediation functions and the other functions of the commissioner.

[See Surveillance Devices Bill 2020 cl 72]
10-10 The commissioner’s guidance functions include:

(a) promoting understanding of and compliance with the legislation,
including the general obligations in Recommendation 8-2 above;

(b) providing information and guidance about the operation of the
legislation;

(c) providing education and training about the legislation, including
the general obligations in Recommendation 8-2 above and the
lawful use of surveillance devices;
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(d)

(e)

issuing guidelines about any matter related to the
commissioner’s functions, including guidelines on any of the
following matters:

(i) how the legislation applies;

(i) how an exception in Recommendation 5-12 to 5-18 or 6-5
to 6-7 above applies, including examples;

(iii)  best practice for the use of surveillance devices, and the
communication or publication of surveillance information,
in a way that respects individuals’ privacy; and

(iv) making, referring and dealing with complaints under
Recommendation 9-1 above; and

giving information and reasonable help to complainants and
respondents in relation to their complaints and the processes
under the legislation.

[See Surveillance Devices Bill 2020 cl 73(1)]

10-11 The draft Bill should additionally provide that the guidelines issued
under Recommendation 10-10(d) above must be published on the
commissioner’s website.

[See Surveillance Devices Bill 2020 cl 73(2)]

10-12 The commissioner’s research, advice and monitoring functions include:

(a)

(b)

(c)

(d)

(e)

undertaking or commissioning research to monitor:
(i) whether the legislation is achieving its purpose;

(i) how surveillance devices and surveillance device
technologies are used in civil society;

(iii) developments in surveillance device technology;

identifying and commenting on any issues relating to the use of
surveillance devices in civil society, and the communication or
publication of surveillance information;

identifying and commenting on legislative and administrative
changes that would improve the operation of the legislation;

on request of the Minister or on the commissioner’s own
initiative, advising the Minister about matters relevant to the
operation and administration of the legislation;

on request of the Minister, assisting the Minister to review the
legislation under Recommendation 11-2 below; and
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(f) on request of the Minister, examining other Acts and proposed
legislation to determine whether they are, or would be, consistent
with the purpose of the legislation and the general obligations in
Recommendation 8-2 above.

[See Surveillance Devices Bill 2020 cl 74]

10-13 The commissioner’'s compliance monitoring functions include
examining—on the commissioner’s own initiative or otherwise—the
practices of relevant entities, in relation to the following matters, to
monitor whether the practices comply with the legislation:

(a) how the entities use surveillance devices, and communicate or
publish surveillance information;

(b) the surveillance device, and communication or publication,
technologies used by the entities; and

(c) the programs, policies and procedures of the entities in relation
to each of the matters in paragraphs (a) and (b).

[See Surveillance Devices Bill 2020 cl 75(1)]
10-14 For the purpose of Recommendation 10-13 above:
(a) ‘relevant entity’ means:

(i) a ‘public entity’ within the meaning of the Human Rights
Act 2019;

(i) an entity with an annual turnover of more than $5 million
for the current or previous financial year;

(iii) an entity that regularly or routinely uses a surveillance
device, or communicates or publishes surveillance
information;

(iv)  an entity that uses a surveillance device to monitor crowds
in places that are open to or used by the public, whether
or not on the payment of a fee; and

(v) another entity prescribed by regulation.

(b) ‘relevant entity’ does not include an entity to the extent its
practices relate to enforcing a law of the State, including, for
example, the Queensland Police Service or the Crime and
Corruption Commission.

[See Surveillance Devices Bill 2020 cl 75(2)]
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Reporting requirements

10-15 In addition to the annual financial reporting requirements that will apply
under the Financial Accountability Act 2009, the draft Bill should
provide that:

(a) as soon as practicable after the end of each financial year, the
commissioner must give the Minister an annual report about the
operation of the legislation;

(b) without limiting paragraph (a), the annual report must include
information for the financial year about the following matters:

(i) the number of complaints made or referred to the
commissioner;

(i) the types of complaints made or referred to the
commissioner, including:

(A) the categories of entities to which the complaints
relate;
(B) the uses of surveillance devices to which the

complaints relate;

(C) the provisions of Recommendation 8-2 ff above to
which the complaints relate;

(iii) the outcome of complaints made or referred to the
commissioner, including:

(A) the number of complaints the commissioner
refused to deal with, or to continue to deal with, and
the grounds for refusing under Recommendations
9-12 and 9-13 above;

(B) the number and type of complaints referred to
another entity under Recommendation 9-15 above;

(C) the number and type of complaints resolved by the
commissioner by mediation under Recommend-
ation 9-19 above;

(D) the number and type of complaints referred to QCAT
under Recommendation 9-29 above;

(iv)  the outcome of complaints referred to QCAT;

(V) another matter prescribed by regulation.
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(c) the Minister must table a copy of the annual report in the
Legislative Assembly within 14 sitting days after receiving the
report.

[See Surveillance Devices Bill 2020 cl 84]

10-16 The draft Bill should also provide that:

(a) the commissioner may at any time prepare a report about a matter
relevant to the performance of the commissioner’s functions
under the legislation and give the report to the Minister;

(b) the commissioner must, if asked by the Minister, prepare a report
about a matter mentioned in paragraph (a) and give the report to
the Minister as soon as practicable after it is prepared; and

(c) the Minister must table a copy of a report given to the Minister
under paragraph (a) or (b) in the Legislative Assembly within 14
sitting days after receiving the report.

[See Surveillance Devices Bill 2020 cl 85]

10-17 The draft Bill should also provide the following safeguards in relation to

a report of the commissioner prepared under Recommendation 10-15 or
10-16 above:

(a) the report must not include personal information about an
individual unless the individual has previously published the
information, or gave the information for the purpose of
publication; and

(b) the report must not make an adverse comment about a person
unless the commissioner has given the person an opportunity to
respond, in writing, to the proposed comment and any response
from the person is fairly stated in the report.

For paragraph (a), ‘personal information’ has the same meaning as
under the Information Privacy Act 2009, section 12.

For paragraph (b), ‘adverse comment’ does not include a statement that
a person did not participate in resolving a complaint under the
legislation.

[See Surveillance Devices Bill 2020 cll 86 and 87]
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Protections and offences

10-18 The draft Bill should include the following protective provisions and
offences relating to the actions of and dealings with the commissioner,
to ensure the effective operation of the commissioner’s functions:

(@)

(b)

(c)

The commissioner is protected from civil liability for acts done or
omissions made honestly and without negligence under the
legislation.

Where a person, acting honestly, gives information or a written
response to the commissioner under a provision of the
legislation:

(i) the person is not liable (civilly, criminally or under an
administrative process) because the person gave the
information or written response; and

(i) the person cannot be held to have breached a code of
professional etiquette or ethics or departed from accepted
standards of professional conduct because the person
gave the information or written response.

A person who is or has been the commissioner or a staff member
of the commission and who, in that capacity, acquires or has
access to or custody of confidential information must not make a
record of or disclose the information to another person. This
does not apply if the record is made or the information is
disclosed with the consent of each person to whom the record or
information relates, in performing a function under the
legislation, or as required or permitted under another Act.
‘Confidential information’ means any information that:

(i) relates to a complaint made under the legislation;

(i) is personal information about a complainant, respondent
or another individual;

(iii)  is about a person’s financial position or background; or

(iv) if disclosed, would be likely to damage the commercial
activities of a person to whom the information relates.

This does not include information that is publicly available or to
statistical or other information that is not likely to identify the
person to whom it relates.
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(d) A person who is or has been the commissioner, or a staff member
of the commission, cannot be required to give information related
to the performance of functions under the legislation to a court.
This does not apply if the information is given in performing a
function under the legislation, or as required or permitted by
another Act.

(e) It is an offence, with a maximum penalty of 10 penalty units:

(i) for a person, in the administration of the legislation, to give
information to the commissioner or a staff member of the
commission that the person knows is false or misleading
in a material particular; or

(i) for a person to fail, without reasonable excuse, to comply
with a direction of the commissioner, given in a notice,
requiring the person to give information to the
commissioner. It is a reasonable excuse for this provision
if compliance would require disclosure of information that
is the subject of legal professional privilege, or information
that might tend to incriminate the individual.

[See Surveillance Devices Bill 2020 cll 76(5)—(6), 88, 89, 90, 91 and 92, sch 1
(definition of ‘information’)]

CHAPTER 11: GENERAL MATTERS

Regulation-making power

11-1 The draft Bill should provide that the Governor in Council may make
regulations under the legislation.

[See Surveillance Devices Bill 2020 cl 94]

Review of Act

11-2 The draft Bill should provide that the Minister must complete a review of
the effectiveness of the legislation within five years after the
commencement. In completing the review, the Minister must consider:

(a) whether the legislation is achieving its purpose; and

(b) how surveillance devices and surveillance device technologies
are used in civil society; and

(c) developments in surveillance device technology; and
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(d) whether the legislation should be amended to provide for:
(i) new types of surveillance devices; or

(i) new uses of surveillance devices and surveillance device
technologies in civil society.

In addition, the Minister must table in the Legislative Assembly a report
on the outcome of the review as soon as practicable after the review is
completed.

[See Surveillance Devices Bill 2020 cl 95]

Consequential provisions

11-3 If legislation based on the draft Bill is enacted, the references to the
‘Invasion of Privacy Act 1971 in the following Acts should be omitted
and replaced by references to the legislation, as appropriate:

(a) the Commissions of Inquiry Act 1950;
(b) the Fisheries Act 1994;
(c) the Police Powers and Responsibilities Act 2000;

(d) the Public Safety Preservation Act 1986; and

(e) the Youth Justice Act 1992.
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THE TERMS OF REFERENCE

1.1 On 24 July 2018, the Attorney-General referred to the Queensland Law
Reform Commission (the ‘Commission’) ‘the issue of modernising Queensland’s
laws relating to civil surveillance and the protection of privacy in the context of current
and emerging technologies’ for review.'

1.2 The Commission’s terms of reference require it to ‘recommend whether
Queensland should consider legislation to appropriately protect the privacy of
individuals in the context of civil surveillance technologies’, including to:?2

1. regulate the use of surveillance devices (such as listening devices,
optical surveillance devices, tracking devices and data surveillance
devices) and the use of emerging surveillance device technologies
(including remotely piloted aircraft (or ‘drones’) fitted with surveillance
devices) to appropriately protect the privacy of individuals;

2. regulate the communication or publication of information derived from
surveillance devices;

3. provide for offences relating to the unlawful use of surveillance devices
and the unlawful communication or publication of information derived
from a surveillance device;

4. provide appropriate regulatory powers and enforcement mechanisms in
relation to the use of surveillance devices;

5. provide appropriate penalties and remedies; and

6. otherwise appropriately protect the privacy of individuals in relation to the
use of surveillance devices.

The QDS (2018), which was released by the Queensland Government in June 2018, recommended that a
number of actions be taken to promote national and international investment, increase industry and workforce
capability, increase research and development, support community-friendly drone policies and improve
government service delivery. The recommended actions included that the Queensland Government refer the
question of ‘whether Queensland’s legislation adequately protects individuals’ privacy in the context of modern
and emerging technologies’ to the Commission: QDS (2018) 31-3, 40.

The terms of reference are set out in Appendix A.
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1.3 The terms of reference exclude Queensland’s existing law regulating the
use of surveillance devices for State law enforcement purposes from the review.3

1.4 The terms of reference also exclude the issue of whether there should be a
legislative framework to regulate the surveillance of workers by employers using
surveillance devices.* This issue is the subject of a separate reference to the
Commission.®

1.5 The Commission is required to report on the outcomes of the review by
28 February 2020, and to provide draft legislation based on its recommendations.®

The Consultation Paper

1.6 In December 2018, the Commission released a Consultation Paper
outlining the key issues raised in the review and calling for submissions on a number
of specific questions in relation to those and other issues.

1.7 A media statement to publicise the release of the Consultation Paper and
call for submissions was issued to the print and electronic media on 21 December
2018.

1.8 An advertisement calling for submissions in response to the Consultation
Paper was placed in The Weekend Australian and The Courier Mail newspapers and
in 12 Queensland regional newspapers on 22 December 2018, and in two other
Queensland regional newspapers on 4 January 2019 and 12 January 2019.

1.9 In January 2019, notices calling for submissions were also placed on the
Commission’s website, on the Queensland Government ‘gld.gov.au’ website and
‘Get Involved’ website. The Queensland Law Society also published the call for
submissions in the QLS Update (an electronic newsletter of the Queensland Law
Society) on 23 January 2019.

1.10 The closing date for submissions was 31 January 2019.
Submissions

1.11 The Commission received 47 written submissions from respondents,
including Queensland Government departments, local governments, the OIC and

See terms of reference, para E in Appendix A. See, in relation to other laws regulating surveillance devices for
State law enforcement purposes, [2.40] ff below.

See terms of reference, para F in Appendix A.

The terms of reference for the review of Queensland’s laws relating to workplace surveillance are available on
the Commission’s website at <https://www.qlrc.qld.gov.au/ data/assets/pdf file/0005/589514/Amended-
Workplace-surveillance-ToRs.pdf>. The reporting date for that review is 30 April 2021.

On 7 December 2018, the Attorney-General amended the terms of reference, at the Commission’s request, to
ask the Commission to prepare draft legislation based on its recommendations and, accordingly, to extend the
reporting date from 1 July 2019 to 31 October 2019: Letter from the Attorney-General and Minister for Justice,
Leader of the House, the Hon Yvette D’Ath MP, to the Chair of the Queensland Law Reform Commission, the
Hon Justice David Jackson, dated 7 December 2018. On 3 October 2019, the Attorney-General amended the
terms of reference to extend the reporting date from 31 October 2019 to 28 February 2020: Letter from the
Attorney-General and Minister for Justice, Leader of the House, the Hon Yvette D’Ath MP, to the Chair of the
Queensland Law Reform Commission, the Hon Justice David Jackson, dated 3 October 2019.
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other statutory bodies, legal profession bodies, industry representative bodies,
academics and members of the public.”

1.12 The Commission was also assisted by the provision of information on
matters relating to surveillance technologies and practices from organisations and
individuals, including the Queensland Police Service and other Queensland
Government departments, the Office of Fair Trading (Queensland), a number of
approved security industry associations and the Civil Aviation Safety Authority.

1.13 The Commission wishes to thank everyone who has provided information
or made a submission, or otherwise assisted with this review.8

The structure of this Report

1.14 Chapter 2 provides an overview of the role of privacy and the use of
surveillance devices and technologies in civil society, and the current legal
framework for the regulation of surveillance devices.

1.15 Chapter 3 explains the Commission’s view that there should be new
legislation—in the form of the draft Bill based on the Commission’s
recommendations—to regulate the use, and the communication or publication of
information obtained from the use, of a surveillance device.

1.16 Chapter 4 discusses the intended scope of the draft Bill and important
definitions, including those for particular categories of surveillance devices covered
by the draft Bill.

1.17 Chapters 5 and 6 respectively deal with the proposed criminal prohibitions
on the use of a surveillance device (the ‘use prohibitions’), and criminal prohibitions
on the communication or publication of information obtained from the use of a
surveillance device (the ‘communication or publication prohibitions’). These chapters
also deal with the circumstances in which a person would not commit an offence
against those prohibitions, because an exception applies.

1.18 Chapter 7 deals with other matters that are ancillary to the proposed use
prohibitions and the communication or publication prohibitions, as well as other
issues considered in the review.

1.19 Chapter 8 deals with the proposed new civil provisions imposing general
obligations not to interfere with the surveillance privacy of individuals.

1.20 Chapter 9 discusses the proposed process for complaints about
contraventions of the general obligations, and civil remedies.

1.21 Chapter 10 deals with the establishment and functions of the proposed new
regulator.

1.22 Chapter 11 considers general operational aspects of the draft Bill.

The respondents are listed in Appendix B.

In particular, the Commission wishes to acknowledge the valuable contribution made to the review by the late
Professor Des Butler, the author of Submission 19.
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1.23 The terms of reference are set out in Appendix A.
1.24 The respondents to the review are listed in Appendix B.

1.25 Appendix C contains comparative tables of the main provisions of the draft
Bill and the surveillance devices legislation in each Australian jurisdiction.

1.26 Appendix D summarises other laws relevant to surveillance and privacy.

1.27 Appendix E summarises selected civil surveillance law reform reviews and
other relevant inquiries in other jurisdictions.

1.28 The draft Bill, which gives effect to the Commission’s recommendations, is
contained in Appendix F.

TERMINOLOGY

1.29 A list of Abbreviations and Glossary of terms commonly used in this Report
is set out at the beginning of the Report
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SURVEILLANCE AND SURVEILLANCE DEVICE TECHNOLOGIES

2.1 In ordinary usage, ‘surveillance’ means ‘watching over’ a person." In the
context of surveillance devices legislation, it is generally understood to involve the
monitoring of a person, a group of people, a place or an object for some purpose,
usually to obtain certain information about the person who is the subject of the
surveillance. It may occur on a single occasion or be a systematic activity.? Further,
it may be overt or covert, or a combination of both.3

2.2 Different forms of surveillance capture different types of information, for
example:*
. Listening technologies, such as directional microphones, voice recorders or

‘bugs’, capture conversations or other sounds. They could also be used to
intercept communications, such as phone conversations or voice
communications over the internet.

. Optical technologies, such as telescopes or binoculars, can be used to
monitor a person or place. Some can also be used to record or stream
images, such as cameras, video recorders or CCTV.

Macquarie Dictionary (online at 10 January 2020) ‘Surveillance’. See also D Lyon, ‘Surveillance, power, and
everyday life’ in C Avgerou et al (eds), The Oxford Handbook of Information and Communication Technologies
(Oxford University Press, 2009) 449, 450; and QLRC Consultation Paper No 77 (2018) [2.21]-{2.22].

2 See ALRC Report No 108 (2008) [9.89]; VLRC Report No 18 (2010) [1.11]-[1.14]; NSWLRC Report No 108
(2005) [1.8]; ACT Review (2016) [3.1].

3 The distinction between overt and covert surveillance is not always clear: NSWLRC Issues Paper No 12
(1997) [2.3]. See further NSWLRC Interim Report No 98 (2001) [2.78]-[2.79], [2.86]-[2.88], pts 2, 3; NSWLRC
Report No 108 (2005) [3.12]-[3.21], chs 4 and 5.

4

See, eg, RClarke, A Framework for Surveillance Analysis (Xamax Consultancy Pty Ltd, 2012)
<http://www.rogerclarke.com/DV/FSA.html>; K Michael and R Clarke, ‘Location and Tracking of Mobile
Devices: Uberveillance Stalks the Streets’ (2013) 29(3) Computer Law & Security Review 216, [3]; VLRC
Consultation Paper No 7 (2009) [1.13]-[1.16]; NSWLRC Issues Paper No 12 (1997) [2.3]-[2.8].
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. Data surveillance technologies, such as spyware and keystroke monitors,
capture data and can be used to monitor the actions or communications of an
individual, including email communications or internet activities.

. Location and tracking technologies, such as GPS and radio frequency
identification (‘RFID’), are used to observe or record the location of an
individual, vehicle or thing.

2.3 Surveillance device technologies have become increasingly sophisticated,
with advanced capabilities and internet connectivity.> At the same time, they are
becoming smaller, less expensive, more accessible and widely available. It is
anticipated that surveillance devices will become increasingly autonomous,
intelligent and connected in the future, and that the trend towards convergence will
continue.®

2.4 Surveillance devices include those that are developed specifically for
surveillance purposes, as well as those that are capable of being used for
surveillance. A smartphone is an example of a device that is capable of being used
as a surveillance device because of its camera, video and audio recording
capabilities, GPS and location tracking software and internet connectivity. A drone is
another example of an emerging technology capable of being used as a surveillance
device, given its potential capabilities for recording images, videos and sounds.’

2.5 Civil surveillance is conducted by numerous agencies, organisations,
businesses and individuals for a variety of purposes, including for public health and
safety, emergency response, traffic management, crowd control, protection of
personal safety and private property, marketing and research or workplace
monitoring.8

2.6 It is also possible, however, for surveillance device technologies to be used
for improper or harmful purposes such as theft, stalking, harassment, bullying,
peeping or prying, and a range of commercial activities from espionage to covert
consumer targeting.

Technological advancements, including in relation to computers, sensors, data storage, location tracking and
networking, have significantly contributed to the development and proliferation of new surveillance capabilities.

See, eg, European Group on Ethics in Science and New Technologies, Ethics of Security and Surveillance
Technologies, Opinion No 28 (20 May 2014) ch 1; J Waldo, HS Lin and LI Millett (eds), Engaging Privacy and
Information Technology in a Digital Age (National Academies Press, 2007); AAUS and Liberty Victoria Paper
(2015) 8-10; VLRC Consultation Paper No7 (2009) ch2; and QLRC Consultation Paper No 77
(2018) [2.27]-[2.36].

7 QDS (2018) 9, 31.

Workplace surveillance is excluded from this review: see terms of reference, para F in Appendix A. It is the
subject of a separate reference to the Commission.
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2.7 Whatever the purpose, surveillance device technologies have the potential
to impact on individual privacy.® Research shows generally high levels of community
concern about privacy and surveillance. 1°

PRIVACY

2.8 Privacy is complex, multifaceted and difficult to define. It may mean different
things to different people and in different contexts. As society changes, expectations
of privacy may also change.'’!

2.9 Privacy may be described in a general way as the interest an individual has
in controlling what others know about them, in being left alone and in being free from
interference or intrusion.'? It is often understood in terms of ‘boundaries’: '3

Privacy enables us to create barriers and manage boundaries to protect
ourselves from unwarranted interference in our lives, which allows us to negotiate
who we are and how we want to interact with the world around us. Privacy helps
us establish boundaries to limit who has access to our bodies, places and things,
as well as our communications and our information.

2.10 It does not depend on the classification of a physical space as ‘private’
rather than ‘public’.’ Nor does it necessarily imply secrecy. Rather, privacy is the
interest an individual has in controlling who has access to different aspects of their
lives and when. s

2.11 There are many related and overlapping categories of privacy, including: 16

. Bodily privacy (or ‘privacy of the person’)—the interest in restricting
interference with the individual’s physical person and bodily integrity.

9 See further QLRC Consultation Paper No 77 (2018) [2.37] ff.

10 Ibid [2.52] ff. See also M Riedlinger, C Chapman and P Mitchell, Location awareness and geodata sharing
practices of Australian smartphone users (QUT Digital Media Research Centre, September 2019); ACCC Digital
Platforms Inquiry Report (2019) 382 ff, referring to Roy Morgan Research, Consumer Views and Behaviours on

Digital Platforms (November 2018).

1 There is a considerable literature on privacy, but no fixed definition. It is often observed that a precise and

exhaustive definition of privacy is difficult: see, eg, D Lindsay, ‘An Exploration of the Conceptual Basis of Privacy
and the Implications for the Future of Australian Privacy Law’ (2005) 29(1) Melbourne University Law Review
131, 135. See generally JL Mills, Privacy: The Lost Right (Oxford University Press, 2008) 13-22.

See further the discussion in QLRC Consultation Paper No 77 (2018) [2.1]-[2.20].

12 See, eg, International Association of Privacy Professionals (‘IAPP’), What does privacy mean? (2018)
<https://iapp.org/about/what-is-privacy/>. Privacy has long been expressed as the ‘right to be let alone’: see
SD Warren and LD Brandeis, ‘The Right to Privacy’ (1890) 4(5) Harvard Law Review 193, 195.

13 Privacy International, What is privacy? <https://privacyinternational.org/explainer/56/what-privacy>. See
also, eg, VLRC Occasional Paper (2002) 5; S Wong, ‘The concept, value and right of privacy’ (1996) 3 UCL
Jurisprudence Review 165, 167-9.

14 ‘There is no bright line which can be drawn between what is private and what is not’: ABC v Lenah Game Meats
Pty Ltd (2001) 208 CLR 199, [42] (Gleeson CJ).

15 See, eg, LP Francis and JG Francis, Privacy: What Everyone Needs to Know (Oxford University Press,
2017) 15-16.

16

See, eg, IAPP, Glossary of Privacy Terms (2018) (definitions of ‘privacy, four classes of’ and related definitions)
<https://iapp.org/resources/glossary/>; RL Finn, M Friedewald and D Wright, ‘Seven types of privacy’ in
S Gutwirth et al (eds), European Data Protection: Coming of Age (Springer, 2013) 3.
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2.14

Territorial privacy (or ‘privacy of personal space’)—the interest in limiting
intrusion into personal spaces, including in the home, workplace and in public.
This concerns an individual’s sense of personal safety and dignity as well as
their property rights.

Information and data privacy—the interest in controlling access to, use and
disclosure of information about the individual, including images and
information ‘derived from analysis’ of other data.’”

Locational or tracking privacy—the interest in controlling the extent to which
information about an individual’s current or past location(s) is accessed and
used by others.®

Behavioural privacy—the interest in not being unduly observed or interfered
with in relation to the individual’s activities, movements, associations and
preferences, including sensitive matters such as sexual preferences, political
activities and religious practices.®

Of central concern in the present review is the specific category of:20

Privacy from surveillance (including ‘communications privacy’)—the interest
in not being subject to surveillance and in not having the individual’s
communications intercepted.

The ALRC observed that breaches of this category of privacy:?!

may, but will not necessarily, involve breaches of territorial privacy, privacy of the
person and information privacy. Communications privacy may be breached by
use of listening devices, telephone taps or by mail opening. Surveillance privacy
also includes, for example, surreptitious optical surveillance.

The LRC Ireland explained that privacy from surveillance:?2

is based on the idea of a legal shield or boundary, the penetration of which by
outside persons is prohibited except under specific circumstances laid down by
law, which protects the individual from privacy-invasive surveillance ... in all of
the spheres recognised [as privacy interests]. Moreover, an unlawful crossing of
that boundary ([for example] by placing an electronic device in a person’s home,
by tapping his telephone or by systematically spying on his movements even in
public places) may occur even though no private or intimate information is in fact
obtained as a result.

17

18

19

20

21
22

See Waldo, Lin and Millett (eds), above n 6, 22.

See, eg, K Michael and R Clarke, ‘Location and Tracking of Mobile Devices: Uberveillance Stalks the Streets’
(2013) 29(3) Computer Law & Security Review 216, [5.1].

See, eg, R Clarke, ‘The regulation of civilian drones’ impacts on behavioural privacy’ (2014) 30(3) Computer
Law & Security Review 286, [2.2].

See, eg, ALRC Report No 22 (1983) [46]; LRC Ireland Report No 57 (1998) [2.4], [2.10]. The LRC Ireland
referred to this as ‘freedom from privacy-invasive surveillance’.

ALRC Report No 22 (1983) [46].

LRC Ireland Report No 57 (1998) [2.5].
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2.15 As with other aspects of privacy, the extent of an individual’s interest in not
being subject to surveillance will depend on the particular circumstances, including
whether the individual has a ‘reasonable expectation’ of privacy.??

2.16 Privacy is recognised as a fundamental value of importance to individual
autonomy and dignity, and as a core element of modern liberal democracy.?*

217 It has been characterised variously as a value, an interest, a claim and, in
some circumstances, a right. A right to privacy is recognised under international
human rights law, in the Human Rights Act 2019 and in the human rights statutes of
some other jurisdictions.?®

2.18 Privacy is not absolute.?® It must be balanced against other countervailing
rights and interests. This includes freedom of expression and opinion which, like
privacy, is recognised as a human right.%’

SURVEILLANCE DEVICES LEGISLATION

2.19 In each Australian jurisdiction, legislation regulates the use of particular
categories of surveillance devices and the communication or publication of
information resulting from their use (‘surveillance devices legislation’).28

Queensland: Invasion of Privacy Act 1971

2.20 In Queensland, the Invasion of Privacy Act 1971 regulates listening devices.
Section 4 of the Act defines a ‘listening device’ as:2°

23 ALRC Report No 22 (1983) [1186]; LRC Ireland Report No 57 (1998) [2.10]; ALRC Report No 123 (2014) [6.5].

24 See, eg, JL Mills, Privacy: The Lost Right (Oxford University Press, 2008) 26—7; ALRC Report No 123

(2014) [2.6]; VLRC Occasional Paper (2002) 17-20, 22; and T Sorell and J Guelke, ‘Chapter 3: Liberal
Democratic Regulation and Technological Advance’ in R Brownsword, E Scotford and K Yeung (eds), The
Oxford Handbook of Law, Regulation, and Technology (Oxford University Press, 2017) 90, 90-91. Privacy can
be conceived as a public and collective value: see, eg, ALRC Report No 123 (2014) [2.16] ff.

The AHRC has proposed that the Australian Government develop a national strategy for the protection of human
rights, including the right to privacy, in the design, development and use of new and emerging technologies:
AHRC Discussion Paper (2019) 39—41, Proposal 1. A final report is due in 2020.

25 See the discussion of the Human Rights Act 2019 (Qld) at [D.15]-[D.17] below.

26 See generally Waldo, Lin and Millett (eds), above n 6, 22-5.

Some interests are complementary to privacy, such as confidentiality, reputation and non-discrimination. Others
potentially conflict with privacy, including freedom of expression, the promotion of open justice, national security,
the prevention and detection of crime and fraud, and freedom from violence: see ALRC Report No 22 (1983)
[68]-[74]; and ALRC Report No 123 (2014) [2.22].

27 In the context of arts 17, 19(2) of the ICCPR, see QLRC Consultation Paper No 77 (2018) App E. On the other
hand, privacy can also enhance freedom of expression and innovation: JE Cohen, ‘What Privacy is For’ (2013)
126(7) Harvard Law Review 1904, 1905-06. See also, eg, NSWLRC Report No 108 (2005) [3.28].

28 See Table 1 in Appendix C below.

29 However, s 42(1) of the Invasion of Privacy Act 1971 (Qld) provides that a reference to a ‘listening device’:

does not include a reference to a hearing aid or similar device used by a person with
impaired hearing to overcome the impairment and to permit the person only to hear sounds
ordinarily audible to the human ear.
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any instrument, apparatus, equipment or device capable of being used to
overhear, record, monitor or listen to a private conversation simultaneously with
its taking place.

2.21 The use of a listening device is regulated only to the extent that it is used in
relation to a private conversation. Section 4 of the Act defines a ‘private conversation’
to mean:

any words spoken by one person to another person in circumstances that
indicate that those persons desire the words to be heard or listened to only by
themselves or that indicate that either of those persons desires the words to be
heard or listened to only by themselves and by some other person, but does not
include words spoken by one person to another person in circumstances in which
either of those persons ought reasonably to expect the words may be overheard,
recorded, monitored or listened to by some other person, not being a person who
has the consent, express or implied, of either of those persons to do so.

2.22 It is an offence for a person to use a listening device to overhear, record,
monitor or listen to a private conversation unless that person is a party to the
conversation (the ‘use prohibition’).3° Use by a party without the consent of the other
parties—referred to as ‘participant monitoring’'—is therefore permitted. 3"

2.23 A reference to a ‘party’ is a reference:32

(a) to a person by or to whom words are spoken in the course of a private
conversation; and

(b) to a person who, with the consent, express or implied, of any of the
persons by or to whom words are spoken in the course of a private
conversation, overhears, records, monitors or listens to those words.

2.24 There are also prohibitions on communicating or publishing information (the
‘communication or publication prohibitions’). In particular:

o a party to a private conversation who uses a listening device is prohibited from
communicating or publishing any record of the conversation made, directly or
indirectly, by that use of the listening device;33 and

o a person is prohibited from communicating or publishing a private
conversation that has come to that person’s knowledge as a direct or indirect
result of the unlawful use of a listening device.3*

30 Invasion of Privacy Act 1971 (Qld) s 43(1), (2)(a). The offence does not apply to ‘the unintentional hearing of a
private conversation by means of a telephone’, or in a variety of situations relating to use by law enforcement
or particular government entities: s 43(2)(b)—(e).

31 See also [2.36] below.

32 Invasion of Privacy Act 1971 (Qld) s 42(2). In other jurisdictions, a person who is speaking or spoken to during
the course of a conversation is sometimes referred to as a ‘principal party’, and another person who is present
with consent is referred to as a ‘party’: see [2.34]-[2.35] below. Each of those terms is used where relevant in
this Report.

33

Invasion of Privacy Act 1971 (Qld) s 45(1). A party is also prohibited from communicating a statement prepared
from a record of the conversation.

34 Invasion of Privacy Act 1971 (Qld) s 44(1).
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2.25 There are exceptions to each of these prohibitions, including if the
communication or publication is made with the consent of a party to the
conversation.3%

2.26 The Invasion of Privacy Act 1971 also contains ancillary prohibitions,
including that: 36

o where a private conversation has come to a person’s knowledge as the direct
or indirect result of the unlawful use of a listening device, it is an offence to
give evidence of the conversation in civil or criminal proceedings, unless an
exception applies;3” and

. it is an offence to advertise a listening device of a prescribed class or
description.38

Other jurisdictions

2.27 Like Queensland, the surveillance devices legislation in the Australian
Capital Territory and Tasmania regulates the use of listening devices in relation to
private conversations.39

2.28 In contrast, the surveillance devices legislation in New South Wales, the
Northern Territory, South Australia, Victoria and Western Australia extends to
additional categories of surveillance devices.*°

2.29 In those jurisdictions, a ‘surveillance device’ is defined to mean a listening
device, an optical surveillance device, a tracking device or, except in Western
Australia, a data surveillance device.*' A ‘listening device’ is defined in similar terms

35 See Invasion of Privacy Act 1971 (Qld) ss 44(2), 45(2).

36 See also, in relation to unlawful entry of a dwelling, Invasion of Privacy Act 1971 (Qld) s 48A, which is discussed

at [7.47] ff below.

37 Invasion of Privacy Act 1971 (Qld) s 46, which is discussed at [7.64] ff below.

38 Invasion of Privacy Act 1971 (Qld) s 48, which is discussed at [7.9] ff below. No devices have been prescribed.

39 Listening Devices Act 1992 (ACT); Listening Devices Act 1991 (Tas).

40 See the Surveillance Devices Act 2007 (NSW), which replaced the Listening Devices Act 1984 (NSW); the
Surveillance Devices Act (NT) of 2007, which replaced an earlier Act of the same name of 2000, which in turn
replaced the Listening Devices Act (NT) of 1990; the Surveillance Devices Act 2016 (SA), which replaced the
Listening and Surveillance Devices Act 1972 (SA); the Surveillance Devices Act 1999 (Vic), which replaced the
Listening Devices Act 1969 (Vic); and the Surveillance Devices Act 1998 (WA), which replaced the Listening
Devices Act 1978 (WA).

41

Surveillance Devices Act 2007 (NSW) s 4(1); Surveillance Devices Act (NT) s 4; Surveillance Devices Act 2016
(SA) s 3(1); Surveillance Devices Act 1999 (Vic) s 3(1); Surveillance Devices Act 1998 (WA) s 3(1).
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to the legislation in Queensland.#? The other categories of surveillance devices are
defined as follows:*3

. Optical surveillance device—any instrument, apparatus, equipment or device
that can be used to monitor, record visually or observe an activity, excluding
spectacles, contact lenses or a similar device used by a person to overcome
a vision impairment. In South Australia, the term is more specifically defined
to also include observing or recording visually a person, place or activity and
to also exclude telescopes, binoculars or similar devices.

o Tracking device—any instrument, apparatus, equipment or device (or, in New
South Wales, the Northern Territory and Victoria, an electronic device) that
can be used to determine or monitor the geographical location of a person or
an object (or, in Victoria, the ‘primary purpose’ of which is to determine the
geographical location of a person or an object).

o Data surveillance device—any instrument, apparatus, equipment or device
(and, in New South Wales and South Australia, a program) that can be used
to monitor or record the input of information into or output of information from
a computer (or the information that is being put onto or retrieved from a
computer).#* This does not include an optical surveillance device. In South
Australia, it is also defined as a device that can access or track the input or
output of that information and associated equipment.4®

2.30 The legislation in New South Wales, the Northern Territory, South Australia
and Victoria also defines a surveillance device to mean a combination of any two or
more of those devices, and enables other kinds of devices to be prescribed by
regulation.46

2.31 The regulation of each category of surveillance device is subject to various
limitations. In particular:

42 See [2.20] above. None of the other jurisdictions, except Tasmania, expressly provide as part of the definition

that a listening device is capable of being used ‘simultaneously’ with the conversation taking place. Tasmania
does not exclude a hearing aid or similar device. See the references in n 43 below.

43 Surveillance Devices Act 2007 (NSW) s 4(1) (definitions of ‘computer’, ‘device’, ‘listening device’, ‘optical

surveillance device’, ‘tracking device’ and ‘data surveillance device’); Surveillance Devices Act (NT) s 4
(definitions of ‘computer’, ‘device’, ‘listening device’, ‘optical surveillance device’, ‘tracking device’ and ‘data
surveillance device’); Surveillance Devices Act 2016 (SA) s 3(1) (definitions of ‘listening device’, ‘optical
surveillance device’, ‘tracking device’ and ‘data surveillance device’); Surveillance Devices Act 1999 (Vic) s 3(1)
(definitions of ‘computer’, ‘device’, ‘listening device’, ‘optical surveillance device’, ‘tracking device’ and ‘data
surveillance device’); Surveillance Devices Act 1998 (WA) s 3(1) (definitions of ‘listening device’, ‘optical
surveillance device’ and ‘tracking device’). See also Listening Devices Act 1992 (ACT) s 2, Dictionary
(definitions of ‘listening device’ and ‘hearing aid’); Listening Devices Act 1991 (Tas) s 3(1) (definition of
‘listening device’).

44 In New South Wales, the Northern Territory and Victoria, ‘computer’ is defined to mean any electronic device

for storing or processing (and, in New South Wales, for transferring) information.

45 ‘Associated equipment’ is defined to mean equipment or things used for, or in connection with, the operation of

the surveillance device: Surveillance Devices Act 2016 (SA) s 3(1) (definition of ‘associated equipment’).

46 See n 41 above. No other kind of device has been prescribed by regulation in those jurisdictions.
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A listening device is regulated in each jurisdiction only to the extent that it is
used in relation to a ‘private conversation’ (similar to Queensland).4’

An optical surveillance device is regulated:
— only in relation to a ‘private activity’ (except in New South Wales);*8

- in New South Wales and South Australia, only where the use of the
device is on or in premises, a vehicle or other thing and (in New South
Wales) only if it involves entry onto or into the premises or vehicle, or
interference with the vehicle or other object, without consent.4?

A tracking device is regulated in Victoria only if the ‘primary purpose’ of the
device is to determine the geographical location of a person or an object.5°

A data surveillance device is regulated:

— in the Northern Territory and Victoria, only in relation to law
enforcement officers;>"

- in New South Wales, only where the use involves entry onto or into the
premises without the express or implied consent of the owner or
occupier of the premises, or interference with the computer or a
computer network on the premises without the express or implied
consent of the person having lawful possession or lawful control of the
computer or computer network;52

- in South Australia, only where a person installs, uses or maintains a
data surveillance device to access, track, monitor or record the input
of information into, the output of information from, or information stored
in, a computer without the express or implied consent of the owner, or
person with lawful control or management, of the computer.53

47

48

49

50

51

52

53

Listening Devices Act 1992 (ACT) s 4(1); Surveillance Devices Act 2007 (NSW) s 7(1); Surveillance Devices
Act (NT) s 11(1); Surveillance Devices Act 2016 (SA)s 4(1); Listening Devices Act 1991 (Tas) s 5(1);
Surveillance Devices Act 1999 (Vic) s 6(1);Surveillance Devices Act 1998 (WA) s 5(1).

Surveillance Devices Act (NT) s 12(1); Surveillance Devices Act 2016 (SA) s 5(1)—(3); Surveillance Devices Act
1999 (Vic) s 7(1); Surveillance Devices Act 1998 (WA) s 6(1). See also n 56 below.

See Surveillance Devices Act 2007 (NSW) ss 4(1) (definition of ‘premises’), 8(1); Surveillance Devices Act 2016
(SA) ss 3(1) (definition of ‘premises’), 5(1)—(3). ‘Premises’ is defined to include land, a building, part of a building
and any place whether built on or not, whether in or outside the jurisdiction.

Surveillance Devices Act 1999 (Vic) s 3(1) (definition of ‘tracking device’). Consequently, in Victoria, a device
that is capable of tracking, but is not primarily used for that purpose (such as a smartphone with GPS capability),
is not a tracking device covered by the Act: VLRC Report No 18 (2010) [6.29] ff. The VLRC recommended that
the ‘primary purpose’ requirement in the definition of tracking device should be removed and the definition be
made consistent with the other jurisdictions ‘that are concerned with the capacity of the device rather than its
primary purpose’. However, it also recommended that the legislation should include exceptions to permit
legitimate uses of tracking devices.

Surveillance Devices Act (NT) s 14; Surveillance Devices Act 1999 (Vic) s 9. In the Northern Territory, the
legislation also regulates the use of a data surveillance device by an ICAC officer.

Surveillance Devices Act 2007 (NSW) s 10(1). For the meaning of ‘premises’, see n 49 above.

Surveillance Devices Act 2016 (SA) s 8(1).
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Definitions of ‘private conversation’, ‘private activity’ and ‘party’

2.32 The regulation of a listening device is linked to the concept of a ‘private
conversation’ and, except in New South Wales, the regulation of an optical
surveillance device is linked to the concept of a ‘private activity’. Consistently with
the legislation in Queensland,®* these concepts are defined as follows: >

. Private conversation—a conversation between parties (or words spoken by
one person to others) carried on in circumstances that may reasonably be
taken to indicate that one or all of the parties want the words to be heard or
listened to only by themselves (or only by themselves and some other
person); and

. Private activity—an activity carried on in circumstances that may reasonably
be taken to indicate that one or all of the parties do not want the activity to be
observed, except by themselves. %6

2.33 Except in the Australian Capital Territory and Tasmania, this does not
include a conversation or activity carried on in circumstances where one or all of the
parties ought reasonably to expect that the conversation might be overheard or the
activity observed.%”

2.34 A ‘party’ to a private conversation is defined:58

54 See [2.21] above.

55 Listening Devices Act 1992 (ACT) s 2 Dictionary (definition of ‘private conversation’); Surveillance Devices Act

2007 (NSW) s 4(1) (definition of ‘private conversation’); Surveillance Devices Act (NT) s 4 (definitions of ‘private
conversation’ and ‘private activity’); Surveillance Devices Act 2016 (SA) s 3(1) (definitions of ‘private
conversation’ and ‘private activity’); Listening Devices Act 1991 (Tas) s 3(1) (definition of ‘private conversation’);
Surveillance Devices Act 1999 (Vic) s 3(1) (definitions of ‘private conversation’ and ‘private activity’);
Surveillance Devices Act 1998 (WA) s 3(1) (definitions of ‘private conversation’ and ‘private activity’).

56 In South Australia, a private activity does not include an activity carried on in a public place, or carried on in

premises or a vehicle if it can be readily observed from a public place. A ‘public place’ includes a place where
free access is permitted to the public; a place where the public are permitted on payment of money; or a road,
street, footway, court, alley or thoroughfare that the public are allowed to use even though it is on private
property: Surveillance Devices Act 2016 (SA) s 3(1) (definition of ‘public place’). As to the definition of
‘premises’, see n 49 above.

In Victoria, a private activity does not include an activity carried on outside a building. The VLRC noted that,
consequently, there is no protection against highly intrusive visual surveillance in outdoor places, such as
beaches or backyards: VLRC Report No 18 (2010) [6.9]-{6.10].

57 See also ACT Review (2016) [6.7], in which it was recommended the surveillance devices legislation should

make it clear that a private conversation or activity is limited where the parties can reasonably expect to be
overheard or observed by others. It was explained that:

This reflects an approach that, although a broad range of devices might come within the
definition of a listening, optical, tracking or data surveillance device (given that any device
only has to be capable of those functions), their use in public places will generally not give
rise to privacy concerns.

58 Listening Devices Act 1992 (ACT) s 2 Dictionary (definitions of ‘consent’, ‘party’ and ‘principal party’);

Surveillance Devices Act 2007 (NSW) s 4(1) (definitions of ‘party’ and ‘principal party’); Surveillance Devices
Act (NT) s 4 (definition of ‘party’); Surveillance Devices Act 2016 (SA) s 3(1) (definition of ‘principal party’);
Listening Devices Act 1991 (Tas) s 3(1) (definitions of ‘party’ and ‘principal party’); Surveillance Devices Act
1999 (Vic) s 3(1) (definition of ‘party’); Surveillance Devices Act 1998 (WA) s 3(1) (definitions of ‘party’ and
‘principal party’).
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. in each jurisdiction, to mean a person by or to whom words are spoken in the
course of the conversation (referred to as a ‘principal party’ in the Australian
Capital Territory, New South Wales, South Australia, Tasmania and Western
Australia);

. in the Australian Capital Territory, New South Wales, Tasmania and Western
Australia (like Queensland) to also include a person who listens to, monitors
or records a conversation with the express or implied consent of any of the
principal parties to the conversation.

2.35 In the Northern Territory and Victoria, a ‘party’ to a private activity is defined
as a person who takes part in the activity.%® However, in Western Australia a person
who takes part in the activity is a ‘principal party’, and a ‘party’ is a person who takes
part in the activity or observes or records the activity with the express or implied
consent of a principal party.°

Participant monitoring

2.36 In the Northern Territory and Victoria (like Queensland), a party to a private
conversation or activity is permitted to use a listening device or optical surveillance
device to record the conversation or activity, without the knowledge or consent of the
other party or parties.®! In contrast, the majority of jurisdictions prohibit participant
monitoring, and instead include exceptions that set out the circumstances in which a
surveillance device may be used by a party.52

Communication or publication prohibitions

2.37 The surveillance devices legislation in each jurisdiction also includes
communication or publication prohibitions. Like Queensland, jurisdictions where the
legislation is limited to a listening device include separate offences that apply to a
party to a private conversation and to another person.8 Other jurisdictions include
more general offence provisions that apply to any user of a relevant surveillance
device.® The provisions vary in their application to information that was obtained
through the lawful or unlawful use of a device.

59 Surveillance Devices Act (NT) s 4 (definition of ‘party’); Surveillance Devices Act 1999 (Vic) s 3(1) (definition of
‘party’). See also Surveillance Devices Act 2007 (NSW) s 4(1) (definition of ‘party’), which applies in relation to
an ‘activity’.

60 Surveillance Devices Act 1998 (WA) s 3(1) (definitions of ‘party’ and ‘principal party’).

61 Surveillance Devices Act (NT) ss 11(1)(a), 12(1)(a); Surveillance Devices Act 1999 (Vic) ss 6(1), 7(1). The
provisions in New South Wales about an optical surveillance device, which do not require the consent of the
persons being recorded, may also have a similar effect: Surveillance Devices Act 2007 (NSW) s 8(1).

62 Listening Devices Act 1992 (ACT) s 4(1)(b), (2)—(4); Surveillance Devices Act 2007 (NSW) s 7(1)(b), (2)-(3);
Surveillance Devices Act 2016 (SA) ss 4(1)(b), (2)—(3), 5; Listening Devices Act 1991 (Tas) s 5(1)(b), (2)—(7);
Surveillance Devices Act 1998 (WA) ss 5(1)(b), (2)—(3), 6(1)(b), (2)—(3). In New South Wales, optical
surveillance devices are treated differently: see n 61 above.

63 Listening Devices Act 1992 (ACT) ss 5, 6; Listening Devices Act 1991 (Tas) ss 9, 10. For a discussion of the
Queensland provisions, see [2.24]-2.25] above.

64

Surveillance Devices Act 2007 (NSW) ss 11, 14; Surveillance Devices Act (NT) s 15; Surveillance Devices Act
2016 (SA) pt 2 div 2; Surveillance Devices Act 1999 (Vic) s 11; Surveillance Devices Act 1998 (WA) s 9.
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Exceptions
2.38 In each jurisdiction, the surveillance devices legislation includes exceptions

that permit the use of a surveillance device, or the communication or publication of

information obtained from the use of a surveillance device,

in particular

circumstances. This includes use, communication or publication with the consent of
the parties to the private conversation or activity.

Criminal penalties

2.39

The maximum penalties for the primary offences under surveillance devices

legislation are as follows:%5

Maximum penalty for a

Maximum penalty for an individual .
corporation

Communication or publication

Use prohibitions

Qid 40 penalty units ($5338) or
2 years imprisonment
ACT ' 50 penalty units ($8000)
NSW 100 penalty units ($11 000) or
5 years imprisonment or both
NT 250 penalty units ($39 250) or
2 years imprisonment
SA
$15 000 or 3 years imprisonment
Tas 40 penalty units ($6720) or
2 years imprisonment or both
Vic 240 penalty units ($39 652.80) or
2 years imprisonment or both
WA $5000 or 12 months
imprisonment or both
65

prohibitions

40 penalty units ($5338) or
2 years imprisonment

50 penalty units ($8000) or
6 months imprisonment or both

100 penalty units ($11 000) or
5 years imprisonment or both

250 penalty units ($39 250) or
2 years imprisonment

$15 000 or 3 years imprisonment
(where device used in
contravention of the Act) or

$10 000 (in other specified cases)

40 penalty units ($6720) or
2 years imprisonment or both

240 penalty units ($39 652.80) or
2 years imprisonment or both

$5000 or 12 months
imprisonment or both

200 penalty units ($26 690)

50 penalty units ($40 500)

500 penalty units ($55 000)

1250 penalty units ($196 250)

$75 000 (where device used in
contravention of the Act) or
$50 000 (in other specified cases)

500 penalty units ($84 000)

1200 penalty units ($198 264)

$50 000

See Listening Devices Act 1992 (ACT) ss 4(1), 5(1), 6(1) and Legislation Act 2001 (ACT) s 133 (value of penalty
unit $160 for individual and $810 for corporation); Surveillance Devices Act 2007 (NSW) ss 7(1), 8(1), 9(1),
10(1), 11(1) and Crimes (Sentencing Procedure) Act 1999 (NSW) s 17 (value of penalty unit $110); Surveillance
Devices Act (NT) ss 11(1), 12(1), 13(1), 15(1) and Penalty Units Regulation (NT) reg 2 (value of penalty unit
$157); Surveillance Devices Act 2016 (SA) ss 4(1), 5(1)—(3), 7(1), 8(1), 9(1)-(3), 10(1), 12(1); Invasion of Privacy
Act 1971 (QId) ss 43(1), 44(1), 45(1) and Penalties and Sentences Regulation 2015 (Qld) s 3 (value of penalty
unit $133.45); Listening Devices Act 1991 (Tas) s 12 and Tasmania, Government Gazette No 21885, 22 May
2019, 308 (value of penalty unit $168); Surveillance Devices Act 1999 (Vic) ss 6(1), 7(1), 8(1), 11(1) and
Victoria, Government Gazette No G14, 4 April 2019, 572 (value of penalty unit $165.22); Surveillance Devices
Act 1998 (WA) ss 5(1), 6(1), 7(1), 9(1).

The Invasion of Privacy Act 1971 (Qld) does not expressly provide for higher maximum penalties for
corporations. However, a higher maximum penalty for corporations—of five times the prescribed maximum—
applies by default pursuant to s 181B of the Penalties and Sentences Act 1992. Provision to similar effect
applies in the Northern Territory under the Interpretation Act (NT) s 38DB.
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Surveillance and law enforcement in Queensland

2.40 In Queensland, chapter 13 of the PPRA separately regulates the use of a
listening device, an optical surveillance device, a tracking device or a data
surveillance device by law enforcement officers.®® The Surveillance Devices Act
2004 (Cth) regulates the use of those devices by federal law enforcement officers.

2.41 Both Acts establish procedures for law enforcement officers to obtain
warrants and authorisations to use a surveillance device in criminal investigations
and other situations. They also restrict the use, communication or publication of
information obtained through the use of a surveillance device. The PPRA provides
for the recognition of warrants and authorisations issued in other Australian
jurisdictions.®”

2.42 The Surveillance Devices Act 2004 (Cth) and chapter 13 of the PPRA are
based on model legislation which was developed to achieve uniform regulation of the
use of surveillance devices by law enforcement agencies in Australian jurisdictions
and provide for the mutual recognition of warrants, in order to facilitate cross-border
investigations.% The model legislation was deliberately similar to existing state and
territory legislation because the intention was to achieve harmonisation and facilitate
cross-border operations.%°

2.43 The model legislation was implemented in Queensland by the insertion of
chapter 13 of the PPRA.7® Other jurisdictions, such as New South Wales, have
enacted a single Act, based on the model legislation, which regulates the use of a
surveillance device by both individuals and law enforcement officers.”"

OTHER LAWS RELEVANT TO SURVEILLANCE AND PRIVACY

2.44 In Queensland, surveillance and privacy are also regulated by other State
and Commonwealth legislation. As well, there are a few common law causes of
action that may be relevant in the context of civil surveillance. Some key aspects of
those laws are discussed in Appendix D below.

66 See also the Crime and Corruption Act 2001 (Qld) ch 3 pt 6, which regulates the use of a surveillance device
by authorised officers of the Crime and Corruption Commission. That Act also provides a process for obtaining
a warrant to use a surveillance device in particular circumstances.
The terms of reference exclude the existing law regulating the use of surveillance devices for State law
enforcement purposes from the review: see terms of reference, para E in Appendix A.

67 See generally Police Powers and Responsibilities Act 2005 (Qld) s 321; Surveillance Devices Act 2004
(Cth) s 3.

68 See Joint Working Group Report (2003) 345; Explanatory Note, Cross-Border Law Enforcement Legislation
Amendment Bill 2005 (Qld) 1-2; Explanatory Memorandum, Surveillance Devices Bill 2004 (Cth) 1.

69 Joint Working Group Report (2003) 347.

70

See Cross-Border Law Enforcement Legislation Amendment Act 2005 (Qld) s 28.

7 See, eg, Surveillance Devices Act 2007 (NSW); Explanatory Note, Surveillance Devices Bill 2007 (NSW) 1.

See also Explanatory Note, Surveillance Devices Amendment (Statutory Review) Bill 2018 (NSW) 1.
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INTRODUCTION
3.1 In Queensland, the Invasion of Privacy Act 1971 regulates the use of

listening devices; however, it does not apply to other categories of surveillance
devices.

3.2 In most other Australian jurisdictions, surveillance devices legislation has
been modernised and updated to regulate not only the use of listening devices, but
also the use of optical surveillance devices, tracking devices and, in some
jurisdictions, data surveillance devices.' This broader scope protects a greater range
of activities and information about which an individual may have a reasonable
expectation of privacy.

3.3 All existing surveillance devices legislation regulates the use of surveillance
devices through criminal prohibitions only; it does not provide a civil complaints
mechanism or civil remedy provisions.

3.4 Other laws offer only limited protection for the privacy of individuals in
relation to the use of surveillance devices.

The surveillance devices legislation in the Australian Capital Territory and Tasmania regulates the use of
listening devices only. However, it was recently recommended that the legislation in the Australian Capital
Territory should be ‘amended to include restrictions on other forms of surveillance activity, including visual
observation, tracking and data collection’: ACT Review (2016) [2.5](a). See also QLRC Consultation Paper
No 77 (2018) [D.23] ff.
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3.5 The IP Act and the Privacy Act each apply in limited circumstances and do
not generally protect the privacy of individuals against surveillance.? In particular, the
Acts collectively:3

. apply only to the collection and use of ‘personal information’;*

. apply to government agencies and a limited class of other entities;* and

o do not apply to all businesses, or to individuals acting in a private capacity.®
3.6 Criminal offences relating to the use of surveillance devices or information

obtained from such use operate to protect the privacy of an individual, but they do
not confer any right upon the individual to bring a civil proceeding or obtain redress.

3.7 Whilst there are some civil causes of action that may indirectly protect an
individual’s privacy in relation to the use of surveillance devices, such as trespass,
nuisance or breach of confidence, they are not intended specifically to deal with
breaches of privacy and provide ‘only ... piecemeal, limited protection’.”

The need for new surveillance devices legislation in Queensland

3.8 In the Commission’s view, there are gaps and uncertainties in the current
laws in Queensland regulating the use of surveillance devices.

3.9 In light of the limitations of the Invasion of Privacy Act 1971, a more
comprehensive legislative response to the use of surveillance devices is required.
This response should address the range of devices and activities that should be
regulated; the range of information that should be protected; and the rights of, and
remedies available to, individuals whose privacy should be protected.

3.10 Accordingly, the Commission recommends the repeal of the Invasion of
Privacy Act 1971 and proposes the introduction of new legislation to protect the

The ACCC has recommended that the reform of the Privacy Act 1988 (Cth) to address gaps in the regulatory
framework, and to extend it to apply to user data collected by digital platforms: ACCC Digital Platforms Inquiry
Report (2019) Rec 16, 456ff. The Government has committed to introduce draft legislation to amend the Privacy
Act, including to introduce a binding privacy code of practice that will apply to digital platforms that trade in
personal information and committed to undertake a broader review of the Privacy Act: Australian Government,
‘Regulating in the Digital Age: Government Response and Implementation Roadmap for the Digital Platforms
Inquiry’ (2019). See further [4.73] below.

Cf the EU General Data Protection Regulation which applies more broadly to data protection.

See, eg, A Allgrove and L Grimwood-Taylor, ‘Privacy in the drone era: applying the Privacy Act to new
technologies’ (2016) 13(2) Privacy Law Bulletin 32, 35; Eyes in the Sky Report (2014) [4.12]. See also further
discussion in A Hutchens and J Perier, ‘Privacy in the digital era: the case for reform’ (2017) 14(1) Privacy Law
Bulletin 10, 10-11; VLRC Report No 18 (2010) [3.15].

See, eg, D Handel, ‘The clouds have eyes—protecting privacy in the drone age’ (2017) 14(4) Privacy Law
Bulletin 63—4.

See, eg, Eyes in the Sky Report (2014) [4.10]{4.11]; Hutchens and Perier, above n 4, 11; C Robertson,
‘CASA’s new drone regulations highlight the need for more robust privacy laws in Australia’ (2017) 14(3) Privacy
Law Bulletin 48, 49; Handel, above n 5, 63—4; S Hinchcliffe, ‘Drones—a “serious” invasion of privacy in the
digital era?’ (2014) 11(9) Privacy Law Bulletin 155, 156.

Aligrove and Grimwood-Taylor, above n 4, 35. See also, eg, Handel, above n 5, 64-5. See also QLRC
Consultation Paper (2018) No 77 [2.133] ff.
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privacy of individuals in relation to the use, and the communication or publication of
information obtained from the use, of surveillance devices in civil society.
The Commission’s recommendations are given effect by the draft Bill in
Appendix F below.

THE COMMISSION’S APPROACH

3.1 The Commission’s approach is informed by a number of principles and

considerations, including:

. the importance of community expectations;

. the need to balance the protection of privacy and the justified use of
surveillance devices;?8

. the importance of consent;®

. that objective standards should form the basis for the justified use of

surveillance devices in the absence of consent;°

. that the regulation of surveillance devices should be practical, and should
include both a criminal law and a civil law response;

o the desirability of reasonable consistency with surveillance devices legislation
in other Australian jurisdictions;

. that surveillance devices legislation may overlap with but has a different focus
from legislation that regulates information privacy and data protection;'? and

. that the draft Bill should not affect the operation of other laws regulating the
use of surveillance devices.3

Balancing surveillance and privacy

3.12 The Commission takes as its starting point the need to appropriately protect
an individual’s privacy in relation to the use, and the communication or publication of
information obtained from the use, of a surveillance device.'* The extent of that
privacy will depend on the particular circumstances.'®

8 See further [3.12]—[3.17] below.
9 See further [3.18]-[3.19] below.
10 See further [3.20]-[3.22] below.

" See further [3.23]-[3.25] below.

12 See further, eg, [3.43] below.

13 Some laws are expressly excluded from consideration by the terms of reference: see [1.3]-{1.4] above.

14 See the terms of reference, paras 1-2 in Appendix A.

15 See [2.15] above.
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3.13 Further, the draft Bill should also be compatible with the Human Rights Act
2019 and relevant human rights instruments which recognise that a person’s privacy
must be respected.

3.14 However, the right to privacy in relation to the use of surveillance devices
must be balanced against other countervailing rights and interests. In civil society,
there can be many reasons for the use of surveillance devices or for the
communication or publication of information obtained from such use.

3.15 The draft Bill should focus on the individual whose privacy interests are
relevant, coupled with objective standards of responsible use, communication or
publication that are flexible enough to respond to the circumstances of each case.

3.16 The criminal prohibitions in the draft Bill should apply to matters that are
private, including private conversations and private activities;'® and information about
the geographical location of a person, vehicle or thing, or information that is input
into, output from, or stored in a computer.'”

3.17 The civil provisions in the draft Bill should apply where the individual has a
‘reasonable expectation of surveillance privacy’.'® This is a question of fact, and will
depend on a range of factors.

Consent

3.18 Consent is a central authorising concept in information privacy law, '° as well
as under existing surveillance devices legislation. It is the appropriate concept
because it confers choice on the individual as to the extent of their privacy
protection.2°

3.19 If there is consent, the use, communication or publication should be lawful.
In the absence of consent, the use, communication or publication should be unlawful
unless an exception applies.

Exceptions for authorised use

3.20 The use of a surveillance device without consent should not be unlawful
under the draft Bill if it is authorised under another Act.2"

16 See the discussion of the meaning of ‘private conversation’ and ‘private activity’ at [5.158] ff below.

17 See the discussion of tracking devices and data surveillance devices at [5.191] ff below.

18 See the discussion at [8.61][8.80] below.

19 See, eg, Information Privacy Act 2009 (Qld) sch 3 IPP 10(1)(a), 11(1)(b); Privacy Act 1988 (Cth) sch 1
APP 3.3(a), APP 6.1(a). Consent is also a key principle of the EU General Data Protection Regulation: see
art 6(1)(a).

20 See [2.9]-[2.10] above.

2 See further [4.7] below.
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Exceptions for justified and ‘reasonably necessary’ purposes

3.21 The scope of other exceptions under the draft Bill should be limited, where
relevant, by a ‘reasonableness’ test. In general terms, the use of a surveillance
device without consent should be permitted only where there is a justified purpose
and, if relevant, where the use, communication or publication is ‘reasonably
necessary’ for that purpose.??

3.22 A ‘reasonably necessary’ test ensures that more is required than simply
identifying a relevant purpose, such as the public interest or a lawful interest, or that
the use is convenient or desirable for that purpose. A surveillance device should be
used only to the extent that is least restrictive of the individual’'s privacy.

A criminal law and a civil law response

3.23 The Commission considers that the draft Bill requires both a criminal and a
civil component.

3.24 A criminal law response is required where the seriousness of a person’s
conduct in using a surveillance device justifies the intervention of the State in
imposing criminal sanctions. This approach recognises the public interest in
responding to serious breaches of privacy from the unlawful use of surveillance
devices.

3.25 A civil law response is required to promote the responsible use of
surveillance devices in everyday contexts and to empower individuals whose privacy
is affected to seek civil redress in appropriate circumstances. This approach focuses
on the affected individuals who have the greatest interest in redressing breaches of
their surveillance privacy.

The draft Bill

3.26 The main purpose of the draft Bill is to provide for an individual’s privacy to
be protected from unjustified interference from the use, or the communication or
publication of information obtained from the use, of surveillance devices.23

3.27 To achieve this purpose, the draft Bill:

. applies to a wider range of surveillance devices than the existing legislation—
in addition to applying to listening devices, it also applies to optical
surveillance devices, tracking devices and data surveillance devices;

. regulates the use of surveillance devices, and the communication or
publication of information obtained from such use, through criminal
prohibitions;

. imposes civil law obligations not to use a surveillance device, or to

communicate or publish information obtained from such use, if that would

22 Unless, for example, the use, communication or publication is expressly authorised by another Act (in which

case the requirements of the authorising Act should apply, rather than an additional ‘reasonably necessary’
requirement).

23 See cl 2 of the draft Bill in Appendix F.



24 Chapter 3

interfere with an individual’s surveillance privacy (that is, where the individual
has a reasonable expectation of surveillance privacy and has not consented
to the use, communication or publication);

. provides for complaints about contraventions of those obligations to be made
and resolved by mediation or, if unresolved, heard and decided by QCAT; and

. establishes an independent regulator—the Surveillance Devices
Commissioner—to carry out the functions of complaints handling, research,
advice and monitoring, compliance monitoring and the provision of guidance
(including, promoting understanding of and compliance with the new
obligations and the operation of the legislation).

ALTERNATIVE APPROACHES

3.28 The Commission considered other possible approaches but, for the reasons
discussed in this Report, prefers the approach taken in the draft Bill.24

Public-private distinction

3.29 One alternative approach to regulation is to distinguish between the use of
surveillance devices in public and private places. This was the approach taken by
the VLRC, which was required by its terms of reference to consider legislative
reforms for the appropriate control of surveillance in public places.?5

3.30 Such an approach is based on the idea that different expectations of privacy
may arise in public places and that, accordingly, surveillance in public places should
be regulated differently.26

3.31 However, this is a matter of degree. Depending on the circumstances, a
person may have a reasonable expectation of surveillance privacy in a public place.?”
It may be reasonable, for example, to expect privacy from surveillance when using a
public bathroom or in relation to particular conversations in a secluded public area,
but not in relation to other activities in a shopping centre or crowded public mall.28

24 See especially [3.44]-[3.47] below.
25 See VLRC Report No 18 (2010) [1.2]; and [E.11] ff below.
26 See, eg, ALRC Report No 22 (1983) [1186], in which the ALRC recommended that there should be no regulation

of optical surveillance in public places, observing that:

It is not desirable, nor would it be feasible, to regulate the use of surveillance or recording
by means of optical devices in streets, parks and other such entirely public places. ...
People who are in a public place must anticipate that they may be seen, and perhaps
recorded, and must modify their behaviour accordingly. That is the essence of a
‘public’ place.

27 See also [8.78], [8.80] below.
28 See, eg, the discussion in D Butler, ‘A Tort of Invasion of Privacy in Australia?’ (2005) 29(2) Melbourne
University Law Review 339, 370.
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3.32 Different definitions of what is a ‘public place’ apply for different purposes.2°
A public-private distinction is not a clear or an easy one to draw in the context of
privacy.®0 As Gleeson CJ explained in ABC v Lenah Game Meats Pty Ltd:3’

There is no bright line which can be drawn between what is private and what is
not. Use of the term ‘public’ is often a convenient method of contrast, but there is
alarge area in between what is necessarily public and what is necessarily private.
An activity is not private simply because it is not done in public. It does not suffice
to make an act private that, because it occurs on private property, it has such
measure of protection from the public gaze as the characteristics of the property,
the nature of the activity, the locality, and the disposition of the property owner
combine to afford.

3.33 The regulation of surveillance devices on the basis of a public-private
distinction oversimplifies the context. An individual’s location may be one of several
relevant factors, but should not form the primary basis for regulation.32

Overt-covert distinction

3.34 Another alternative approach is to distinguish between the overt and covert
use of surveillance devices. This was the approach recommended by the NSWLRC
in its review of surveillance devices legislation.33

3.35 This is based on the idea that covert surveillance is a more significant
interference with privacy than overt surveillance and should accordingly be subject
to different regulatory controls.3* It has been suggested, for example, that covert
surveillance is more likely to target particular individuals or groups, to capture
unguarded or intimate conversations and activities, and to use more sophisticated
technology.3®

3.36 However, this does not reflect the capacity for overt surveillance to interfere
with privacy. What distinguishes covert from overt surveillance is not the subject of
the surveillance, its intrusiveness or even the sophistication of the technology

29 Cf the definitions of ‘public place’ in, for example, the Environmental Protection Act 1994 (Qld) s 7 sch 4;
Personal Injuries Proceedings Act 2002 (Qld) s 63; Liquor Act 1992 (Qld) s 11; Peaceful Assembly Act 1992
(QId) s 4; Police Powers and Responsibilities Act 2000 (Qld) sch 6; and Summary Offences Act 2005 (Qld) s 3
sch 2.
30 See, eg, NSWLRC Interim Report No 98 (2001) [2.22]-[2.23]; and [E.2] ff below.
31 (2001) 208 CLR 199, [42].
32 See also NSWLRC Interim Report No 98 (2001) [2.26], in which the NSWLRC observed that an approach based
on a public-private distinction:
is based on the flawed assumption that a person’s legitimate expectation of privacy and
freedom from surveillance depends on where they happen to be at any given time. Privacy
is a personal, not a property interest, and should not diminish because a person is in a
public place. (note omitted)
33 See NSWLRC Interim Report No 98 (2001) [2.77]-[2.79], [2.88], Recs 9, 10, 13.
34 A separate authorisation process for covert surveillance might be required, such as an application to a court for
a warrant. Under existing surveillance devices legislation, this is typically reserved for law enforcement officers.
35 NSWLRC Interim Report No 98 (2001) [3.29]. The NSWLRC recommended that overt surveillance should be

regulated by legislative principles with a civil complaints scheme, and that covert surveillance should ordinarily
require authorisation from a court or tribunal.
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employed—as may be evident from the capabilities of home security cameras which
may be used overtly—but the mere fact of whether notice of the surveillance is given.

3.37 However, notice does not necessarily equate with consent. Notice might be
given generally, to a wide audience, or to a specific individual or group. Even with
clear prior notice, there may be little opportunity for an individual to avoid becoming
the subject of the surveillance. Nor does the provision of notice itself indicate whether
the purpose of the use in the particular circumstances is justified.

3.38 In the Commission’s view, notice alone should not determine whether the
use is lawful. Such an approach would undermine the role of consent and the
importance of purpose. As explained above, in circumstances where the draft Bill
applies and it is impracticable to obtain consent (for example, in the case of mass
surveillance), the use of a surveillance device should be permitted only if it is for a
justified purpose (that is, where it falls within one of the exceptions).

Data protection approach

3.39 A different approach is to regulate the use of data collected from
surveillance devices, but not the use of the devices themselves. This approach would
focus only on data protection.

3.40 This is based on the idea that the ubiquity of surveillance technology makes
it impractical to regulate the use of surveillance devices. QGCIO submitted, for
example, that:

the regulation of surveillance devices in this modern digital world may prove
challenging, as any electronic device that collects data can be used as a
surveillance device, and ... there will continue to be new devices emerging that
collect an ever-expanding scope of personal and sensitive data.

It is on this basis that QGCIO suggests that the scope of the new legislative
framework avoid regulating for specific surveillance devices, or even specific
categories of surveillance devices. Rather, the new legislative framework should
look to regulate any data collected or recorded by an electronic device which is
subsequently used (or re-used) for surveillance purposes.

3.41 However, a data protection approach would fail to protect against the
interference with privacy from the use of surveillance devices. As the NSWLRC
observed, ‘[tlhe threshold problem with surveillance remains the act itself: being
watched or otherwise monitored. The potential intrusion on personal privacy through
the use of surveillance devices ... is the most immediate concern with surveillance
usage’.36

3.42 Further, a data protection approach does not take into account the fact that
the use of a surveillance device will not always result in the collection of ‘data’. For
example, a listening device might be used to listen to a private conversation without
making a recording or otherwise collecting data. Protection from privacy-invasive

36 NSWLRC Interim Report No 98 (2001) [3.29].
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surveillance should not depend on whether or not data is collected from the use of
the surveillance device.

3.43 Neither does all data collection relate to surveillance. Data protection and
information privacy raise wider and substantively different issues from the use of
surveillance devices. Data protection overlaps with privacy as well as with
competition law and consumer protection. This includes issues such as big data, the
use of artificial intelligence (‘Al’) in data analytics and the business practices of digital
platforms.3” Whilst it might be expected that progress toward a more comprehensive,
coordinated (and national) privacy and data protection framework might be made in
the future,8 this is not presently the case.3® These issues fall outside the scope of
the Commission’s review.

The Commission’s view

3.44 The Commission’s view is that each of the alternative approaches outlined
above is unsatisfactory. They oversimplify the subject matter without taking account
of other relevant contextual factors. This is likely to have unintended consequences
with arbitrary results.

3.45 The public-private distinction and the overt-covert distinction
over-emphasise where and how a surveillance device is used at the expense of other
relevant factors such as the subject matter and purpose of the surveillance (as well
as the role of consent).

3.46 The data protection approach discounts the incursion into privacy that
occurs from the use of a surveillance device itself, focusing instead only on the
subsequent use of any ‘data’ collected from such a device. This is a selective and
limited form of protection.

3.47 The Commission’s approach instead applies generally and focuses
primarily on purpose. In the absence of consent, the question is whether the use,
communication or publication is for a justified purpose (and whether it is reasonably
necessary for that purpose).*® It also continues to regulate both the use of a
surveillance device and the communication or publication of information obtained
from that use.

37 See, eg, ACCC Digital Platforms Final Report (2019) 5. See also [4.73] below. See also AHRC Discussion
Paper (2019) pts B and C.

38 See, eg, EU General Data Protection Regulation.

39 At the federal level, a more comprehensive data protection framework is still in progress: see, in relation to

reforms to the Privacy Act 1988 (Cth) and the sharing of public and private sector data, respectively: ACCC
Digital Platforms Inquiry Report (2019), Australian Government, ‘Regulating in the Digital Age: Government
Response and Implementation Roadmap for the Digital Platforms Inquiry’ (2019); and Australian Government,
Data Availability and Use, Productivity Commission Inquiry Report: Overview and Recommendations No 82 (31
March 2017); Department of the Prime Minister and Cabinet, The Australian Government’s response to the
Productivity Commission Data Availability and Use Inquiry (2018). See also, in relation to big data guidelines,
Australian Government, Australian Public Service Better Practice Guide for Big Data (Version 2.0, January
2015). In addition, the AHRC has proposed the introduction of a national strategy for the protection of human
rights in the development and use of new and emerging technologies, including Al informed decision-making.
Among other things, it has proposed the establishment of an Al Safety Commissioner: AHRC Discussion Paper
(2019) pts B and C.

40 There are also some additional exceptions for other authorised activities.
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RECOMMENDATION

3-1

The Invasion of Privacy Act 1971 should be repealed, and replaced by

new legislation which implements the Commission’s recommendations
in the form of the draft Bill.

[See Surveillance Devices Bill 2020 cl 96 and [3.10] above]
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THE APPLICATION OF THE DRAFT BILL
The application of the draft Bill to all persons

4.1 The draft Bill provides both criminal and civil provisions for the regulation of
the use of a surveillance device, and the communication or publication of information
obtained from the use of a surveillance device.

4.2 The Commission is of the view that the legislation based on the draft Bill
should apply to all persons, including the State (and also make it clear that the State
cannot be prosecuted for an offence against the legislation).

Relationship with other laws
The Information Privacy Act 2009

4.3 The IP Act protects the personal information of individuals, generally
through a set of ‘privacy principles’ that govern how Queensland Government
agencies collect, store, use and disclose personal information." It also allows an

Relevantly, an ‘agency’ is defined to mean a Minister, department, local government or public authority, and
includes a body comprised within the agency: Information Privacy Act 2009 (Qld) s 18(1), (3). However,
particular agencies are excluded, including: the Legislative Assembly and members and committees thereof;
commissions of inquiry; government owned corporations; and courts and tribunals, and officers or members of
a court or tribunal or its registry, in relation to the court’s or tribunal’s judicial functions: ss 18(2), 19, sch 2.

In certain circumstances, a service provider that has a service arrangement with an agency must also comply
with the IPPs in relation to the discharge of its obligations under the arrangement as if it were the entity that is
the contracting agency. If the arrangement involves an exchange of personal information, the agency must take
all reasonable steps to bind the contracted service provider to the IPPs and the National Privacy Principles
(‘NPPs’). As a result, the bound contracted service provider assumes privacy obligations as if they were a
government agency: ss 34-36, sch 5 (definition of ‘bound contracted service provider’).



30 Chapter 4

individual to make a complaint about an agency’s breach of the privacy principles.2

4.4 The draft Bill is intended to operate alongside the IP Act. Accordingly, the
draft Bill provides that ‘[the legislation] does not affect the operation of the Information
Privacy Act 2009’

Other laws regulating the use of surveillance devices

4.5 In Queensland, in addition to the general regulation of the use of a listening
device under the Invasion of Privacy Act 1971, there are other Acts that separately
regulate the use of one or more categories of surveillance devices for specific
purposes. These Acts include:

. the PPRA, which establishes procedures for police to obtain a warrant or
emergency authorisation for the use of a listening device, an optical
surveillance device, a tracking device or a data surveillance device in the
criminal investigation of a relevant offence;3

. the Crime and Corruption Act 2001, which regulates the use of a listening
device, an optical surveillance device, a tracking device or a data surveillance
device by authorised officers of the Crime and Corruption Commission;*

. the Commissions of Inquiry Act 1950, which authorises the use of a listening
device, on the approval of a Supreme Court judge;®

. the Public Safety Preservation Act 1986, which authorises a police officer to
use a surveillance device in certain emergency circumstances;® and

. the Fisheries Act 1994, which authorises an inspector to use a body-worn
camera to record images or sounds while exercising a power under the Act.”

4.6 Some of the authorising provisions under these Acts are for the purposes
of enforcing a State law, whilst others are for the protection of members of the public

Information Privacy Act 2009 (Qld) s 27. The IPPs are set out in sch 3 of the Act. All agencies, except
Queensland Health, must comply with the IPPs. Queensland Health must comply with the NPPs, which are set
out in sch 4 of the Act.

Police Powers and Responsibilities Act 2000 ch 13. Chapter 13 of the PPRA is not intended to affect other
Queensland laws that prohibit or regulate the use of surveillance devices entirely within Queensland: s 325(1).
Generally, a ‘relevant offence’ is an indictable offence for which the maximum penalty is at least seven years
imprisonment, or an offence included in schedule 2 of the Act. In relation to an application for a warrant that
authorises the use of a tracking device only and does not authorise covert entry to a building by the person
installing it, or a warrant of that type, a ‘relevant offence’ is an indictable offence for which the maximum penalty
is at least three years imprisonment, or an offence included in schedule 2 of the Act: s 323(1)—(3). Schedule 2
includes, for example, some offences that relate to objectionable computer games or films, child exploitation
material, prostitution, racing integrity and weapons.

See also s 609A, which authorises a police officer to wear a body-worn camera to record images or sounds
while the officer is acting in the performance of the officers’ duties.

Crime and Corruption Act 2001 (Qld) ch 3 pt 6. The Act provides a process for obtaining a warrant to use a
surveillance device in particular circumstances.

Commissions of Inquiry Act 1950 (Qld) s 19C.
6 Public Safety Preservation Act 1986 (Qld) pt 3B.

7 Fisheries Act 1994 (Qld) s 181A.
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or of the safety of public officers or other authorised persons in the performance of
their functions.

4.7 The Commission is of the view that the draft Bill should not affect the
operation of another law regulating the use of surveillance devices. Accordingly, a
provision to this effect is included in the draft Bill.

4.8 The separate regulation of the use of surveillance devices is also
recognised in the draft Bill through the operation of the exception for the use of a
surveillance device that is authorised under another Act. This exception applies in
relation to the use prohibitions and the communication or publication prohibitions.8
Where a person uses, or communicates or publishes information obtained from the
use of, a surveillance device in a way that is authorised under another Act, this
exception will apply and the use, communication or publication in those
circumstances will not be unlawful under the draft Bill.

Laws regulating the use of surveillance devices for State law enforcement
purposes

4.9 The terms of reference exclude from the scope of this review ‘Queensland’s
existing laws regulating the use of surveillance devices for State law enforcement
purposes’.? In this regard, the terms of reference explain that:

Queensland law already regulates the use of surveillance devices by law
enforcement agencies—for example, surveillance conducted pursuant to a
warrant or emergency authorisation under the Police Powers and
Responsibilities Act 2000. The review is not intended to extend to such provisions
in existing legislation.

4.10 The draft Bill provides that it is not an offence to use a surveillance device
where the use is authorised under another Act. Accordingly, the operation of a law
regulating the use of a surveillance device (including a law under which a surveillance
device is used for a ‘State law enforcement purpose’) will not be affected by the
draft Bill.

4.1 In particular, the PPRA separately regulates the use of surveillance devices
in criminal investigations of relevant offences.’® Under that Act, police officers may
obtain a warrant or an authorisation to use surveillance devices in particular
circumstances and for particular purposes.

412 At present, police officers are also assisted in their activities by recordings
made outside the scope of the PPRA by individuals using surveillance devices.
Under the Invasion of Privacy Act 1971, it is lawful for a person who is a party to a

See [5.339] ff and [6.116] ff below. The exceptions to the civil obligations not to interfere with an individual’s
surveillance privacy also include the circumstance in which the use, communication or publication was
authorised or required by law or by an order or a process of a court: see [8.95]-[8.100] below.

Terms of reference, para E in Appendix A.

10 The functions of the Queensland Police Service include protecting the community, preventing crime, and

detecting offenders and bringing them to justice: Police Service Administration Act 1990 (Qld) s 2.4.

" Police officers may also use a listening device (or another surveillance device) in ways that are not prohibited

by the Invasion of Privacy Act 1971, or by other laws.
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private conversation to use a listening device to record the conversation, without the
other party’s consent. Among other things, a person who was the victim of or a
witness to a criminal offence might record a conversation that they have with the
alleged offender, without that person’s consent, in order to gather evidence or obtain
corroboration of their version of events.

413 The regulation of the use of surveillance devices under the draft Bill is based
on different principles and policy settings from the Invasion of Privacy Act 1971. In
particular, the draft Bill does not retain participant monitoring, but instead includes a
number of general purpose-based exceptions. 12

414 This will have an impact on the circumstances in which a listening device,
or other surveillance device, may be used by an individual without consent to provide
information or evidence to assist with police inquiries or investigations.'3

4.15 Relevant exceptions under the draft Bill that permit the use, installation or
maintenance of a surveillance device include use that is: reasonably necessary to
protect a person’s lawful interests or in the public interest; or to obtain evidence of,
or information about, a serious threat to a person’s life, health, safety or wellbeing,
or a serious threat of substantial damage to property. 4

4.16 The draft Bill does not otherwise include specific exceptions for the use of
surveillance devices, without consent, by police or other public officers for State law
enforcement purposes. The regulation of such use raises policy questions that
should be considered in the specific context of their own legislation, and which fall
outside the scope of this review.

THE DEFINITION OF SURVEILLANCE DEVICE AND RELATED DEFINITIONS

417 A fundamental question for the review is what approach should be taken to
defining surveillance devices.

4.18 In the Consultation Paper, the Commission sought submissions on whether
the legislation should adopt the existing ‘recognised categories’ approach used in
other jurisdictions, or adopt an alternative ‘technology neutral’ approach.

Approaches to the definition of surveillance device
Recognised categories approach

4.19 The current approach of surveillance devices legislation is to regulate
recognised categories of surveillance devices (that is, a listening device, an optical

12 See [5.238] ff below.

13 The use of a surveillance device, and the subsequent communication or publication of any information obtained,

will not always be prohibited by the Invasion of Privacy Act 1971 or the draft Bill. For example, use of a security
camera by a business or a dashboard camera by an individual, and the communication or publication of
information captured, is generally not prohibited unless it relates to a private conversation or a private activity.

14 See [5.254] ff below. Similar exceptions apply to the communication or publication of surveillance information:

See [6.69] ff below.
15 QLRC Consultation Paper No 77 (2018) Q-3 to Q-5.
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surveillance device, a tracking device and a data surveillance device). These
categories are defined by reference to the general function or capability of the device
(for example, a device that can be used to listen to, observe, monitor, record, or
record visually).®

Alternative technology neutral approaches

4.20 Some law reform commissions have considered that surveillance devices
legislation should adopt a broad ‘technology neutral’ approach.'”

4.21 The NSWLRC recommended that ‘surveillance device’ should be defined
broadly to mean:'®

Any instrument, apparatus or equipment used either alone, or in conjunction with
other equipment, which is being used to conduct surveillance.

4.22 It also recommended that:®

The [legislation] should define ‘surveillance’ as the use of a surveillance device
in circumstances where there is a deliberate intention to monitor a person, a
group of people, a place or an object for the purpose of obtaining information
about a person who is the subject of surveillance.

The [legislation] should define ‘monitor’ (as used in the definition of surveillance)
as listening to, watching, recording, or collecting (or enhancing the ability to listen
to, watch, record or collect) words, images, signals, data, movement, behaviour
or activity.

4.23 The ALRC also considered that surveillance devices legislation should be
‘technology neutral’, so that it can ‘more readily be applied to any existing or
emerging technology that could be used for surveillance’.?° The ALRC recommended
that the surveillance devices legislation should, at least, define ‘surveillance device’
to include the types of devices recognised under existing laws; that is, a listening
device, an optical surveillance device, a tracking device or a data surveillance device.
It also considered that the legislation should ‘apply to technologies that may be
considered to fall outside the ordinary meaning of “device”, such as software or
networked systems’.?"

16 See further [2.20], [2.29] above.

7 See further QLRC Consultation Paper No 77 (2018) [3.33] ff. The existing recognised categories approach is

sometimes described as ‘technology neutral’ or ‘non-device specific’ to the extent that it applies to widely defined
categories of devices without being limited to specific types of technologies.

18 NSWLRC Interim Report No 98 (2001) [2.15]-{2.19], [2.33]-[2.36], Rec 1, endorsed in NSWLRC Report No 108
(2005) [1.21].

19 NSWLRC Interim Report No 98 (2001) [2.37]-[2.39], Recs 2, 3. See further QLRC Consultation Paper No 77
(2018) [3.36]-[3.37]. The NSWLRC explained that those definitions are ‘deliberately circular so as to exclude
the use of a surveillance device for purposes other than conducting surveillance’: NSWLRC Report 108 (2005)
[1.8]. In this context it noted that, for an activity to constitute surveillance it must comprise the following elements:
the use of a surveillance device; where there is a deliberate intention to monitor a person, place, etc; for the
purpose of obtaining information about the surveillance subject: [1.8], [3.4].

20 ALRC Report No 123 (2014) [14.32], Rec 14-2.
2 Ibid [14.32], [14.39].
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4.24 The ALRC noted that, given this approach, the offences would need to be
appropriately tailored so that ‘an offence would only be made out where the particular
use of the device is inappropriate’.??

4.25 The recommendations made by the NSWLRC and the ALRC that a
technology neutral approach be adopted were not included in draft legislation and
have not been implemented.

4.26 Where jurisdictions have reformed their surveillance devices legislation, the
existing recognised categories approach has been retained, with reforms to expand
the range of categories beyond listening devices and to modernise other aspects of
the legislation.23 This approach was also recommended in the recent ACT Review.?

Submissions

4.27 Most respondents considered that it is necessary for the legislation to keep
pace with existing and emerging technologies. However, views differed as to how
this is best achieved.

4.28 Several respondents, including the OIC, submitted that the legislation
should adopt the recognised categories approach, consistently with surveillance
devices legislation in other jurisdictions.?®> A number of those respondents stated that
consistency with other jurisdictions is important and desirable.26

4.29 Some respondents submitted that the recognised categories approach
reduces ambiguity and provides certainty as to the scope of the legislation.?” The
OIC submitted that:

[w]hile privacy laws should be sufficiently flexible to adapt to rapidly changing
technologies and capabilities, ‘laws should be drafted with sufficient precision
and definition to promote certainty as to their application and interpretation’.28 In
the absence of a clear statutory definition, the scope of the Bill will be uncertain
and potentially open to challenge.

Further, failure to sufficiently define the meaning of ‘surveillance device’ in the
legislation could lead to a range of unintended consequences given the broad
range of devices with surveillance capabilities that can be used for legitimate

22 Ibid [14.41].

2 See, eg, the Surveillance Devices Act 2007 (NSW), which replaced the Listening Devices Act 1984 (NSW). See

also [2.28] ff above.

24 ACT Review (2016) [2.5](a), [6.5].
25 Eg, Submissions 13, 15, 19, 36, 38.
26 Eg, Submissions 15, 19, 35, 38. The OIC, referring to ALRC Report No 123 (2014) 197 and [2.37], noted that:

This aligns with the view expressed by the ALRC ... that ‘consistency and uniformity in
surveillance device laws ... is desirable’. The ALRC noted that ‘laws that are unnecessarily
complex, fragmented and inconsistent impose an unnecessary regulatory burden on
business. They also harm privacy ... cause uncertainty and confusion, and make the law
less effective’.

27 Eg, Submission 38. Also Submission 43.

28 ALRC Report No 123 (2014) [2.30].
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purposes and are outside the intended scope of the regulatory framework. (note
in original)

4.30 The Department of Agriculture and Fisheries similarly noted that any
ambiguity in the definition of a surveillance device would ‘cause uncertainty and may
lead to a person doing an unlawful act of surveillance without knowing’.

4.31 Some respondents generally submitted that each category of device (that
is, a listening device, an optical surveillance device, a tracking device and a data
surveillance device) should be defined broadly and consistently with the legislation
in other jurisdictions.??

4.32 Several respondents, including an academic and DTMR, also noted that the
definition of each category should extend to programs and systems.3° In contrast,
the Department of Agriculture and Fisheries submitted that this extended definition
would be relevant for data surveillance devices, but may not relate to other categories
of devices.

4.33 DTMR suggested that another category of device could be ‘any device that
is capable of recording personally identifiable information’ in order to ‘cover any
emerging technology’. The QCCL similarly submitted that the definition of
‘surveillance device’ should include ‘any technological means to correlating identity
data’, that is, ‘personal information’ within the meaning of the IP Act.

4.34 Some respondents also submitted that the definition of ‘surveillance device’
should include a combination of two or more of the categories of devices or
technologies.3' However, some observed that the recognised categories approach
may give rise to difficulty or uncertainty where a device falls into more than one
category.32

4.35 In addition, some respondents submitted that the legislation should enable
other surveillance devices or technologies to be prescribed by regulation.3® The OIC
stated that:

Surveillance technologies continue to evolve and any legislative definition must
ensure that it encompasses future advances in these technologies. In OIC’s view,
enabling other devices to be prescribed by regulation provides the legislative
framework with sufficient flexibility to keep pace with emerging surveillance
technologies.

4.36 However, DTMR observed that ‘this approach has limitations’. First, the
mechanism is reactive rather than proactive and requires the government to respond
in a timely way to rapid technological developments. Second, there is a risk that a

29 Eg, Submissions 19, 36, 38.
30 Eg, Submissions 19, 36.
31 Eg, Submissions 13, 36.

32 Eg, Submission 35.

33 Eg, Submissions 13, 36, 38.
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new type of device added by regulation may not fit in to the broader legislative
regime.3*

4.37 In contrast, several respondents submitted that the legislation should adopt
a broad ‘technology neutral’ approach.35

4.38 Those respondents generally observed that a technology neutral approach
would cover existing and emerging technologies.3¢ QAI stated that:

with continually emerging technology, it will be challenging to develop and
maintain an exhaustive list of categories. Further, certain emerging technologies
(such as biometrics) that have a wide scope for surveillance may be difficult to
track. We submit that, in light of rapid technological development, it is more
appropriate to adopt a ‘technology neutral’ approach ...

4.39 The Chief Magistrate noted that ‘regulation of surveillance should not be
device specific to ensure that the law is not outpaced by technological
developments’.

4.40 A member of the public similarly noted that the main argument for
supporting a technology neutral approach is that technology capable of being used
for surveillance has proliferated, is widespread and is undergoing constant
development. That respondent observed that a technology neutral approach would
‘ensure that the pace of innovation in technologies that can be used or re-purposed
for surveillance does not render any new law immediately obsolete’.3”

4.41 The AAUS stated that:38

The growth and increased sophistication of modern surveillance devices not only
makes it imperative to introduce some legislative control on their installation and
use, but also makes it necessary to define such devices broadly so as to
accommodate for current and future technologies. Any definition of the term
‘surveillance device’ should therefore be technology neutral, that is, the rules
‘should neither require nor assume a particular technology’. (notes omitted)

4.42 A few respondents expressed support for a broad definition of ‘surveillance
device’, such as:3°

any instrument, apparatus, equipment or technology used either alone, or in
combination, which is being used to deliberately monitor, observe, overhear,
listen to or record an activity; or to determine or monitor the geographical location
of a person or an object.

34 The OIC also noted the risk that ‘the effectiveness of this approach requires ongoing monitoring by the
legislature’.

35 Eg, Submissions 10, 18, 22, 24, 27, 29, 30, 33, 35, 39, 40, 43.

36 Eg, Submissions 10, 16, 29, 30, 33, 35, 39. A government department noted that ‘[r]estrictive definitions risks
not to encapsulate new technology’: Submission 16.

37 Submission 29.

38 AAUS and Liberty Victoria Paper (2015) [4.2], adopted in Submission 39 from the AAUS.

39 Eg, Submissions 10, 18, 27, 33, 40. See QLRC Consultation Paper No 77 (2018) Q-5.
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4.43 However, a member of the public expressed concern that this definition
gives too much emphasis to the notion of ‘deliberate’ monitoring of a person or object
and insufficient emphasis to the consequences of monitoring on the privacy of others
impacted by the surveillance:4°

For example, Person A may mount a surveillance device (digital audio-visual
camera) on a tall pole attached to their residential property boundary fence for
the stated purpose of ‘monitoring their dog’ and/or their private property. In doing
so0, because of the position of the digital camera (i.e. on a tall pole attached to a
property boundary fence), and capability of the digital camera (i.e. wide visual
field and audio), they also consequently capture and record the private property,
private conversations and private activities of their neighbour (Person B). Under
the proposed definition [set out at [4.42] above] in Q-5 [of the Consultation
Paper], the neighbour (Person B), who has expressly not consented to the
surveillance of their private place, persons, conversations or activities, may have
no recourse or protection under the proposed legislation. This is because Person
A could argue they are not ‘deliberately’ monitoring Person B, they are monitoring
for the purposes of protecting their dog/property. The privacy interests of Person
B may not be sufficiently protected by this definition if adopted in the proposed
new legislation.

4.44 The AAUS suggested that ‘surveillance device’ should be defined broadly
to mean ‘any device capable of being used to’:4!

(a) monitor, observe, overhear, listen to or record an activity; or
(b) determine or monitor the geographical location of a person or an object.

4.45 While the QLS supported a broad technology neutral definition of
surveillance device, it also noted generally that ‘[p]articular care is required in the
drafting of any legislation to ensure that its reasonable interpretation is clear, and
consistently applied by all relying on it’.

4.46 A government department similarly noted that ‘any legislation would need
to be carefully drafted to include all permitted uses and reduce ambiguity’.4?

The Commission’s view
Definition of ‘surveillance device’ and ‘surveillance information’

4.47 The draft Bill adopts the recognised categories approach to defining the
term ‘surveillance device’ and related terms. The purpose of the draft Bill is to protect
an individual’s privacy from unjustified interference from the use, and the
communication or publication of information obtained from the use, of surveillance
devices.*? It is important that the definition of ‘surveillance device’ is clear, so that
the legislation is capable of enforcement. This approach also achieves reasonable
consistency with surveillance devices legislation in other jurisdictions.

40 Submission 13.

41 AAUS and Liberty Victoria Paper (2015) [4.2], Rec 2, adopted in Submission 39 from the AAUS.
42 Submission 16.

43 See further [3.26] above.
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4.48 In contrast, a broad technology neutral approach, which focuses on
activities rather than devices, would make the identification of all the activities to be
protected more complex. Privacy is multifaceted and difficult to define, and there are
many legitimate reasons for the use of a surveillance device. A broad technology
neutral approach may have the unintended consequence of making activities that
are not presently regulated the subject of regulation and potential criminal liability.

4.49 There is also a need for the legislation to differentiate between different
devices, particularly in relation to the criminal offences. The draft Bill generally
provides that it is an offence to use a surveillance device, or to communicate or
publish information obtained from such use, without consent. The individual whose
consent is relevant varies between the different categories of device, as different
devices give rise to different privacy concerns and considerations. The recognised
categories approach enables the consent element for each of the criminal offences
to be linked to the individual whose privacy interests are affected.**

4.50 The draft Bill defines a ‘surveillance device’ as a listening device, an optical
surveillance device, a tracking device and a data surveillance device. The definition
of each category of device is discussed below.

4.51 The draft Bill also provides that a ‘surveillance device’ is a device that is a
combination of two or more of the defined categories of devices. This recognises that
there are many devices that fit into two or more categories. For example, a video
camera often has an audio recording capability and can be used as both a listening
device and an optical surveillance device. In such cases, the applicable offence or
offences will turn on the facts of each case, including how the device was actually
used and what information was obtained.

4.52 The draft Bill defines the term ‘surveillance information’ to mean information
obtained, directly or indirectly, using a surveillance device. It also broadly defines the
term ‘information’ to include a record in any form and a document.

4.53 The Commission acknowledges that, if implemented, the legislation based
on the draft Bill will need to be kept under review in light of developments in
surveillance device technology and the use of surveillance devices.*® However, it
considers that the overriding need is for certainty in relation to the scope and
application of the legislation, particularly as it will create criminal offences.

4.54 An emerging area that may require further consideration as technology
develops is biometric surveillance. Presently, biometric technology is sometimes
used for the purposes of identification and authentication. In some cases, biometric
technology such as fingerprint scanning may be used as a means of tracking an

44 In relation to an optical surveillance device, for example, consent is required from each of the parties to a private

activity. However, in relation to a data surveillance device, consent is required from each person who owns, or
is in lawful control of, a computer. For a discussion of whose consent is required in relation to each category of
device, see [5.204] ff below.

45 One of the functions of the proposed new regulator under the draft Bill is to monitor whether the legislation is

achieving its purpose, how surveillance devices and surveillance device technologies are used in civil society,
and developments in surveillance device technology: see [10.113]-[10.114] and Rec 10-12(a) below. The draft
Bill also requires the legislation to be reviewed within five years after its commencement: see [11.3]-[11.5] and
Rec 11-2 below.
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individual’'s location. To that extent, it is capable of falling within the scope of a
‘tracking device’, as defined in the draft Bill. As technology develops and the
capabilities of biometric surveillance increase, how it should be regulated in the
context of its use in civil society may need further consideration.

Definition of each category of device

4.55 The draft Bill defines each category of device included in the definition of
surveillance device broadly by reference to its general function or capability (for
example, a device that can be used to listen, observe, monitor, record or record
visually). This provides some flexibility and will ensure that, as far as practicable, the
draft Bill will apply to emerging devices with those capabilities.

4.56 The definitions for each category of surveillance device are consistent with
surveillance devices legislation in other jurisdictions and with the PPRA.46

Definition of a ‘listening device’

4.57 The draft Bill defines a ‘listening device’ as a device capable of being used
to listen to, monitor or record, words spoken to, or by, an individual in a conversation.
This will include, for example, a bugging device.

4.58 The draft Bill is not intended to apply to the use of a device by an individual
with a hearing impairment to enable them to hear sounds ordinarily audible to the
human ear. To make this clear, the definition expressly excludes a hearing aid or
similar device used by an individual with impaired hearing.

Definition of an ‘optical surveillance device’

4.59 The draft Bill defines an ‘optical surveillance device’ as a device capable of
being used to observe, monitor or visually record an activity. This will include, for
example, a camera, video camera, drone or other device with those capabilities.

4.60 However, as is the case with listening devices, the draft Bill is not intended
to apply to the use of a device by an individual with a vision impairment to enable
them to see sights ordinarily visible to the human eye. The definition should therefore
expressly exclude spectacles, contact lenses or a similar device used by an
individual with impaired vision.

Definition of a ‘tracking device’

4.61 The draft Bill defines a ‘tracking device’ as a device capable of being used
to find, monitor or record the geographical location of an individual, vehicle or other
thing.

46 See [2.27]-[2.31] above; Police Powers and Responsibilities Act 2000 (Qld) s 322 (definitions of ‘data
surveillance device’, ‘optical surveillance device’, ‘surveillance device’, ‘tracking device’), sch 6 (definition of
‘listening device’).
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4.62 The most common examples of a tracking device use the Global Positioning
System (‘GPS’) to determine a geographical location.#” They include a specific GPS
logger and a smartphone that has GPS capability.

Definition of a ‘data surveillance device’

4.63 The draft Bill defines a ‘data surveillance device’ as a device or program
capable of being used to access, monitor or record information that is input into,
output from, or stored in a computer. It further defines ‘computer’ as an electronic
device for storing and processing information.

4.64 The Commission considers that the definition of data surveillance device
should include a program as well as a device. The term ‘program’, as used in relation
to a computer, is intended to have its ordinary meaning of ‘a set of instructions written
in an artificial language which a computer can interpret and execute’.*® It is therefore
not necessary for the term to be defined in the draft Bill.

4.65 A common example of a data surveillance device is a keylogger, which
monitors or records keystrokes as they are made and can be used to obtain sensitive
information such as passwords, banking or credit card details, or personal
messages. Keyloggers include a physical device and a program that is installed when
a person opens an attachment or downloads a file in an email.

4.66 South Australia is currently the only Australian jurisdiction that regulates the
use of a data surveillance device to access, track, monitor or record information
stored in a computer.4°

4.67 The prohibition relating to the use of a data surveillance device without
consent may, in some cases, overlap with existing offences under the
Telecommunications (Interception) Access Act 1979 (Cth) and the Criminal Code
prohibiting accessing or ‘hacking’ information stored in a computer.5® However, the
Commission considers that surveillance devices legislation should also provide
protection in relation to the use of a data surveillance device to access information
stored in a computer.

Scope of regulation of surveillance devices under the draft Bill

4.68 The Commission notes that many common devices are capable of being
used as a surveillance device, such as a smartphone. However, the provisions in the
draft Bill do not apply to every use of a surveillance device. Although the definition of
a surveillance device and each category of surveillance device is cast broadly, the

47 A ‘geographical location’ is a specific physical point on earth, which is often defined by coordinates of latitude

and longitude.

48 Macquarie Dictionary (online at 20 January 2020) ‘program’.

49 Surveillance Devices Act 2016 (SA) s 8(1). Surveillance devices legislation in all other jurisdictions defines a

‘data surveillance device’ to mean a device that can be used to monitor or record the input of information into
or output of information from a computer (emphasis added): see [2.29] above.

50 See further the discussion of the relevant offences under the Telecommunications (Interception) Access Act

1979 (Cth) and the Criminal Code (Qld) at [D.9]-[D.11], [D.44] below.
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draft Bill regulates such devices only in particular circumstances, as prescribed by
the criminal prohibitions and the civil law provisions.

4.69 The criminal prohibitions apply only when a surveillance device is being
used without consent as follows (and where an exception does not apply):5

. for listening devices—to listen to, monitor or record a private conversation;

. for optical surveillance devices—to observe, monitor or visually record a
private activity;

. for tracking devices—to find, monitor or record the geographical location of
an individual or a vehicle or other thing; or

. for data surveillance devices—to access, monitor or record information that is
input into, output from or stored in a computer.

4.70 The civil law provisions dealing with the general obligations apply only
where a surveillance device is used without consent in a way that interferes with an
individual’s surveillance privacy (and where an exception does not apply).52

4.71 In relation to tracking devices and data surveillance devices, the
Commission notes that a large amount of data, including location data, is generated
and collected about individuals online from the use of devices, such as computers,
smartphones and fitness trackers.

4.72 While this gives rise to privacy considerations and concerns, the collection,
storage, use and protection of such data is not the subject of surveillance devices
legislation. For some entities, those matters are regulated by the IP Act and the
Privacy Act.53

4.73 The ACCC recently completed an inquiry into digital platforms, including
how they collect, use and disclose user data.>* In particular, it examined three data
practices of particular concern to consumers: the collection of location data, online
tracking of consumers for targeted advertising purposes, and the sharing of user data
with third parties.®® The ACCC made a number of recommendations to enhance

51 See further the discussion of the use prohibitions and the communication or publication prohibitions in Chapters
5 and 6 below. The meaning of ‘private conversation’ and ‘private activity’ and the role of consent are discussed
in Chapter 5.

52 See further Chapter 8 below.

53 See further [D.18]-[D.31] below.

54

The ACCC examined the intersection of privacy, competition and consumer protection considerations in relation
to digital platforms. ‘Digital platforms’ are ‘applications that serve multiple groups of users at once, providing
value to each group based on the presence of other users’. Common examples of digital platforms include
social media platforms’ such as Facebook, online search engines, such as Google and digital content
aggregation platforms such as Apple News: ACCC Digital Platforms Inquiry Report (2019) [1.1], [7.8.1] 41 ff.

The ACCC noted that the information collected goes beyond what a user actively provides while they are using
a digital platform’s services. It also includes data about the user that is passively collected (for example, by
background collection of location data) or inferred from other sources by analysing or aggregating datasets. It
also noted that digital platforms also often have broad discretions in how they use and disclose this data, and
identified issues with obtaining meaningful consent and with consumers having meaningful control over their
data: ibid [7.12] ff.

55 ACCC Digital Platforms Inquiry Report (2019) [7.3] ff.
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privacy and data protections, including recommending amendments to extend the
Privacy Act to include user data collected by digital platforms.56

4.74 The Commission also notes that individuals often choose to share or make
their personal information available online. They may, for example, make their
location known by ‘checking in’ to a place online, or by using an application that
enables others to find their phone. Someone else may utilise such information to
track the individual’s location or activities. However, surveillance devices legislation
is not intended to apply to the use of information a person has made publicly
available.

THE DEFINITION OF CONSENT

4.75 Consent is a key element of the draft Bill.5” The Commission has considered
whether, and if so how, consent should be defined.

The meaning of consent

4.76 In the context of privacy law, consent is generally understood as having a
number of components, namely, that:5%8

. an individual has capacity to give or refuse consent, which includes the
individual being able to understand the nature and effect of their decision,
form a view that is based on reasoned judgment and communicate their
consent;%°

. consent is informed, including by having enough information to be able to
understand the intent and purpose of the consent that is sought, how any
relevant information will be handled, and the consequences of giving or
refusing consent;®°

56 Ibid 456 ff, Rec 16. The ACCC also recommended that consideration be given to broader reform of Australian

privacy law to address gaps in the regulatory framework, the introduction of an enforceable privacy code for
digital platforms, and the introduction of a statutory tort for serious invasions of privacy: ibid 476 ff, Recs 17-19.
The Government has announced that it will introduce draft legislation to amend the Privacy Act, including to
introduce a binding privacy code of practice, to be developed by the OAIC, in 2020. It has also committed to
undertake a broader review of the Privacy Act, to be completed in 2021: Australian Government, ‘Regulating in
the Digital Age: Government Response and Implementation Roadmap for the Digital Platforms Inquiry’ (2019).

57 See [3.18] above.

58 See especially OIC Guideline: Key privacy concepts—agreement and consent (2013) [4.0]; OAIC Guideline:

Key concepts—Consent (2019) [B.35]; ALRC Report No 108 (2008)[19.9], [19.11], [19.60]; VLRC Report No 18
(2010) [6.15], citing Jeremy Douglas-Stewart, Annotated National Privacy Principles (2007). See also,
generally, ACCC Digital Platforms Inquiry Report (2019) [7.4], Rec 16(c).

59 See especially OAIC Guideline: Key concepts—Consent (2019) [B.52]; OAIC, Consent to the handling of

personal information <https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/consent-
to-the-handling-of-personal-information/>; OAIC, Disclosing information about patients with impaired capacity
(2019) 2.

60 See especially OIC Guideline: Key privacy concepts—agreement and consent (2013) [4.3]; OAIC Guideline:

Key concepts—Consent (2019) [B.47].
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. consent is given freely and voluntarily, meaning that an individual has a
‘genuine opportunity’ to give or refuse consent and is not, for example, tricked
into agreeing;®" and

. consent is current and specific to the particular circumstances or matter in
question. 62

4.77 An individual might not have capacity to consent because of factors such
as age, illness or disability. In determining capacity, relevant matters may include
whether the individual has currently or previously expressed their views and
opinions, and whether they could be given support to have capacity or to be involved
in decision-making.®3 Where an individual does not have capacity, other laws may

apply.%4
Surveillance devices legislation

4.78 The surveillance devices legislation in each jurisdiction includes consent as
an element of the criminal prohibitions or as an exception to the criminal prohibitions.
The legislation provides that consent may be express or implied.®%

4.79 The terms ‘express’ and ‘implied’ consent are not defined by surveillance
devices legislation. Generally, express consent will exist where an individual
provides clear or explicit consent.®® For example, in relation to a private conversation
between two individuals, express consent would exist where one individual makes a

61 See, in particular, OAIC Guideline: Key concepts—Consent (2019) [B.43]-[B.44]; OIC Guideline: Key privacy
concepts—agreement and consent (2013) [4.2]; OAIC, Consent to the handling of personal information
<https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/consent-to-the-handling-of-
personal-information/>.

62 See, in particular, OAIC Guideline: Key concepts—Consent (2019) [B.48]; OIC Guideline: Key privacy

concepts—agreement and consent (2013) [4.4]-{4.5]; OAIC, Consent to the handling of personal information
<https://www.oaic.gov.au/privacy/your-privacy-rights/your-personal-information/consent-to-the-handling-of-
personal-information/>. People should also be informed of their ability to withdraw consent.

63 OAIC Guideline: Key concepts—Consent (2019) [B.53]-[B.55], [D.33]-[D.34]; OIC Guideline: Key privacy
concepts—agreement and consent (2013) [4.1]. These guidelines state generally that if a person does not have
capacity, someone else may act on their behalf but the person should still be involved in decision-making.

64 See further [4.108] ff below.

65 In the Australian Capital Territory, ‘consent’ is defined to include implied consent. In other jurisdictions, the

concept of express or implied consent is incorporated into relevant sections of the legislation. See Invasion of
Privacy Act 1971 (QId) ss 4 (definition of ‘private conversation’), 42(2)(b), 44(2)(a)(i), 45(2)(a); Listening Devices
Act 1992 (ACT) s 2, Dictionary (definition of ‘consent’); Surveillance Devices Act 2007 (NSW) ss 4(1) (definitions
of ‘party’ and ‘private conversation’), 7(3)(a), 8(1), 9(1), 10(1), 11(2)(a)(ii), 12(2)(b), 14(2)(a)(ii); Surveillance
Devices Act (NT) ss 11(1)(b), (2)(b)(i), 12(1)(b), 13(1)(b), 14(1)(b), 15(2)(a), 16(2)(a); Surveillance Devices Act
2016 (SA) ss 4(2)(a)(i), 5(1)—(3), 7(1), 8(1); Listening Devices Act 1991 (Tas) ss 3(1) (definitions of ‘party’ and
‘private conversation’), 5(3)(a), 9(2)(a)(ii), 10(2)(a), 11(2)(b); Surveillance Devices Act 1999 (Vic) ss 6(1), 7(1),
8(1), 9(1), 11(2)(a), 12(2)(a); Surveillance Devices Act 1998 (WA) ss 3(1) (definition of ‘party’), 5(3)(c), (d),
6(3)(a), (b), 7(1), 9(2)(a)(ii), 26(1), (2), 27(1), (2).

There are some instances where consent is not identified as being express or implied: see, eg, Surveillance
Devices Act 2007 (NSW) s 7(3)(b)(i); Listening Devices Act 1991 (Tas) s 5(3)(b); Surveillance Devices Act 1999
(Vic) s 6(2)(c)(i).

In South Australia, the concept of express or implied consent is included in provisions about the use of
surveillance devices, but provisions about the communication or publication of information refer only to
‘consent’. The definition of ‘public place’ refers to ‘express or tacit consent’: s 3(1) (definition of ‘public place’).

66 See, eg, OAIC Guideline: Key concepts—Consent (2019) [B.36]; OAIC, Consent to the handling of personal

information <https://www.0oaic.gov.au/privacy/your-privacy-rights/your-personal-information/consent-to-the-
handling-of-personal-information/>.
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request to record the conversation or to publish an account of the conversation in a
newspaper article, and the other individual agrees to the request.

4.80 Generally, consent may be implied where an individual has not given
express consent, but their conduct and the surrounding circumstances can be relied
on to demonstrate their consent. The VLRC used the term ‘implied consent’ to mean
‘behaviour falling short of express agreement, which would cause a reasonable
observer to conclude that the person has agreed to a particular course of conduct’.%”

4.81 The IP Act and the Privacy Act define consent as express or implied
consent, and the IPPs refer to express or implied agreement.58 Guidelines issued by
the OAIC explain that consent should not be assumed only because an individual did
not object to a proposal, cannot be inferred simply because the individual was given
notice, and ‘may not be implied if an individual’s intent is ambiguous or there is
reasonable doubt about the individual’'s intention’.69

4.82 In some circumstances, it may be difficult to determine whether consent is
implied, and consent may not be ‘truly voluntary’ where an individual cannot, or
cannot conveniently, choose not to be subject to surveillance.”

4.83 The VLRC"" and the NSWLRC"? both considered that legislation should

67 VLRC Report No 18 (2010) [6.21], note 24.

In the context of the Privacy Act 1988 (Cth), the OAIC describes implied consent as arising ‘where consent may
reasonably be inferred in the circumstances from the conduct of the individuals and the APP entity’: OAIC
Guideline: Key concepts—Consent (2019) [B.37].

In the context of the Information Privacy Act 2009, the OIC states that ‘[w]hether an individual has impliedly
agreed is an objective test, to be determined by a reasonable inference from the individual's actions’: OIC
Guideline: Key privacy concepts—agreement and consent (2013) [5.0].

68 Information Privacy Act 2009 (Qld) IPPs 10(1)(a), (f)(iii), 11(1)(b), (f)(iii), sch 5 (definition of ‘consent’); Privacy
Act 1988 (Cth) s 6(1) (definition of ‘consent’). See also, generally, ACCC Digital Platforms Inquiry Report (2019),
[7.4], Rec 16(c).

See generally, OIC Guideline: Key privacy concepts--agreement and consent (2013); OAIC Guideline: Key
concepts—Consent (2019). The OIC guideline explains that ‘[tlhe concepts of agreement and consent are not
identical, but they are sufficiently similar that they can be explained together for the purposes of applying the IP
Act’: [2.0].

The OIC and OAIC state in guidelines that agencies should generally seek express consent, particularly where

information is sensitive’: OIC Guideline: Key privacy concepts—agreement and consent (2013) [5.0]; OAIC,
APP guidelines—consent (22 July 2019) [B.41].

69 OAIC Guideline: Key concepts—Consent (2019) [B.39]. The OAIC also explains that it would be difficult to
establish that a person’s silence could be taken as consent. See also, generally, OAIC, Consent to the handling
of personal information (8 August 2019).

70 QLRC Consultation Paper No 77 (2018) [3.68]. See also, eg, M Paterson, ‘Regulating Surveillance:
Suggestions for a Possible Way Forward’ (2018) 4 Canadian Journal of Comparative and Contemporary
Law 193.

71

VLRC Report No 18 (2010) [6.21]. In its review of public place surveillance, the VLRC noted that implied consent
is a ‘practical dividing line’ between behaviour in public places that is intrusive and undetectable, and behaviour
that should be permitted because there have been reasonable attempts to alert the public. It also emphasised
the importance of providing adequate notice of surveillance, such as appropriate signage. The VLRC also
observed that consent is sometimes ‘conditional or restricted’, such as where a person consents to one type of
surveillance, for example, the use of CCTV footage in a public place, but not to any form of surveillance that
might occur in that place: VLRC Consultation Paper No 7 (2009) [3.90].

72 NSWLRC, Privacy principles, Report No 123 (August 2009) [2.95]-[2.98]. In its review of privacy principles, the
NSWLRC observed that suggested guidelines about consent should make it clear that a person ‘should
endeavour to obtain express consent whenever practicable before relying on implied consent’: [2.98].
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recognise express and implied consent. In particular, it was observed that the
inclusion of implied consent is a practical approach, and that a requirement to obtain
express consent might sometimes be impracticable or overly prescriptive. The ALRC
came to a similar conclusion in the context of privacy law and the collection of
sensitive information but ‘emphasised that implied consent must still be voluntary,
informed, and obtained from a person with capacity to consent’.”3

4.84 In contrast, the position taken in the ACT review was more closely aligned
with a requirement for express consent.”*

Submissions

4.85 In the Consultation Paper, the Commission sought submissions on consent,
including the circumstances in which a person should be able to use a surveillance
device, or communicate or publish information obtained from the use of a
surveillance device, with consent.”

4.86 Generally, respondents considered consent to be an important element of
surveillance devices legislation. For example, Future Wise submitted that the
‘foundation principle of regulation’ should be that personal surveillance does not
occur without ‘free, prior, and informed consent’. The Townsville Community Legal
Service Inc. described ‘actual, informed consent’ as a ‘principal consideration’.

4.87 A number of respondents commented on the meaning or elements of
consent. For example, the Department of Education submitted that consent should
be ‘voluntary, informed, specific [and] current’, and QAI submitted that consent, for
public place surveillance, should be ‘explicit, informed and free from undue
influence’.”® The Townsville Community Legal Service Inc. referred to ‘actual,
informed consent’, and the QCCL referred to ‘informed consent as the
preferred concept.”’

4.88 The OIC submitted that surveillance should be permitted if it is with consent.
However, the OIC also stated that consent is a complex concept, and noted that it
has been criticised because ‘it is not always specific, informed and freely given due
to a range of factors, including imbalance in bargaining power’.”®

4.89 Some respondents observed that there are practical difficulties associated
with requirements to obtain consent. The Department of Agriculture and Fisheries

73 ALRC Report No 108 (2008), [22.69]-[22.70].

74 ACT Review (2016) [2.5](e), [6.26], [6.30]. Among other things, it was stated that if the circumstances of a
conversation or activity indicate that the parties intended it to be private, it ‘will generally preclude any implied
consent’ and there will be a requirement for ‘additional evidence of consent beyond the objective circumstances
of the surveillance by the parties involved’: [6.26].

7 QLRC Consultation Paper No 77 (2018) Q-8, Q-16(a), Q-18(a).

76 This respondent also referred, more generally, to ‘full, informed consent’ given by the person ‘without concern

for any adverse consequences’.

” This respondent also referred, in particular, to ‘prior’ informed consent for public place surveillance.

8 Citing ACCC, ‘Digital Platforms Inquiry’ (Preliminary Report, December 2018) 8, Rec 8(c), in which it was

observed that the power imbalance between digital platforms and consumers, and common methods by digital
platforms to obtain consent, limit consumers’ ability to ‘provide well-informed and freely given consent’ to data
collection, use and disclosure.
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submitted that consent requirements might be ‘unduly prohibitive’ and would ‘likely
prevent effective surveillance’ in many cases, especially where timing is important.
This respondent explained that, while it attempts to give notice when surveillance is
likely to impact private properties, it would seek exemption from any requirement to
obtain prior consent. The Insurance Council of Australia explained that, from an
insurance perspective, it would be a challenge to obtain consent from individuals
subject to surveillance. Claimants are unlikely to expressly consent to surveillance
monitoring, and any consent given when a policy is issued would not be effective
where the subject of the surveillance is a third party.

4.90 QAI, Future Wise and the Townsville Community Legal Service Inc. noted
the need to consider the consent of vulnerable people, the latter submitting that
‘those most vulnerable are also often those from whom informed consent is most
difficult to obtain’. The OIC noted that the issue of parental consent to surveillance
poses additional challenges.

Express and implied consent

4.91 Respondents submitted that consent in surveillance devices legislation
should incorporate both express and implied consent.”®

4.92 The QCCL submitted that the concept of implied consent ‘should not be
abandoned’, including because ‘there is much law behind the concept and it brings
with it a level of flexibility’. This respondent suggested that the legislation should
include two factors to be taken into account when considering whether consent is to
be implied, namely:&

(a) Whether or not adequate notice has been given of the use of the
surveillance device.

(b) Whether or not the person’s presence in the particular area where the
surveillance device is in use, can truly be considered voluntary.

4.93 Respondents gave examples of implied consent, including where a person
provides reasonable notice that a place is under surveillance and another person
enters that place, or where a person is aware of, but does not object to,
surveillance.®' The Brisbane City Council observed that, for ‘indiscriminate optical
surveillance’ of public places, signage is the ‘best means of alerting’ people to that
surveillance because it is not feasible to obtain individual consent prior to entry.

4.94 A member of the public submitted that, to the extent it is possible, consent
should be express, for example, verbally or in writing. Otherwise, as a minimum,

& Eg, Submissions 13, 19, 39, 40.
80 Referring generally to VLRC Report No 18 (2010). In that report (at [6.15]-[6.23]), the VLRC observed that
‘implied consent’ can sometimes be difficult to characterise, but that it ‘remains the most practical dividing line’
for public place surveillance. It suggested that ‘adequate notice ... by signage or other means’ should be given.

81 Eg, Submissions 13, 19. Cf [4.98] below.
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consent should be implied.82 Some respondents suggested that different types of
consent might be suitable for different kinds of surveillance or surveillance devices.83

4.95 In contrast, another member of the public submitted that consent, in the
context of the use prohibitions, should be express and not implied.8

Consent to surveillance in a public place, and to overt or covert surveillance

4.96 Some respondents considered consent in the context of surveillance in
public or private places, or surveillance that is overt or covert.

4.97 A number of respondents submitted that, where surveillance devices are
used in public places or are used overtly, there should be different requirements for
the use of the devices. It was suggested, for example, that there should be clear
notification about the use of surveillance devices, or that surveillance devices should
be positioned in easily visible locations. 8%

4.98 However, other respondents expressed the view that, even where
surveillance occurs in a public place, there should still be a requirement to obtain the
express and informed consent of the person subject to surveillance.8 The Townsville
Community Legal Service Inc. stated that ‘whether one is aware of surveillance does
not render the issue of consent null and void, nor does awareness or acquiescence
provide an automatic acceptance’. In its view, the impact of a breach of privacy may
not differ depending upon whether surveillance is overt or covert. The QCCL
submitted that a requirement for consent would address the ‘asymmetric relationship’
that exists between the user of a surveillance device and the person subject
to surveillance.®”

The Commission’s view
The definition of consent

4.99 The Commission’s starting point is that the use of a surveillance device, or
the communication or publication of information obtained from the use of a
surveillance device, is generally unlawful in the absence of consent.8

4100 The Commission is of the view that the draft Bill should define consent to
mean ‘express or implied consent’. The requirements for consent (namely, that the

82 Submission 13.

83 See [5.34] ff below and, eg, Submissions 13, 15, 35.

84 Submission 22.

85 Eg, Submissions 10, 13, 18, 25, 35, 38, 40. In contrast, another respondent submitted that notification of
surveillance in a public place does not ‘legitimise’ that surveillance and impacts on notions of implied consent,
including because a notice may not be seen and because people are put into a ‘no-win situation’, where they
must either be subject to surveillance or leave the public place: Submission 17.

86 Eg, Submissions 33, 40, 41. Also, eg, Submission 25, which suggested requirements for both consent to the
recording of a person or their data as well as clear and explicit disclosure of surveillance in public spaces.

87 Citing British Columbia Civil Liberties Association, ‘Video surveillance in public places’ (1999)
<https://bccla.org/our_work/video-surveillance-in-public-places/>.

88

See the discussion of the criminal prohibitions in Chapters 5 and 6 and the general obligations in Chapter 8
below.
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individual has capacity, and that their consent is informed, free and voluntary, current
and specific) are generally understood, and need not be included in the definition.
Those requirements must be satisfied for a person’s consent to be effective, whether
it is given as express or implied consent.8?

4101 This approach is consistent with surveillance devices legislation in other
jurisdictions, and with the IP Act and the Privacy Act. In relation to the latter Acts,
consent is explained in detail in guidelines and other explanatory materials issued by
the relevant commissioners.%°

4102 Consent is a concept that has developed differently in different legal
contexts. There may be further developments that are of particular relevance to
consent in connection with the use of surveillance devices, which could be hindered
by restrictive legislative requirements. Further, a general statement of the
requirements of consent may be insufficient to address each situation in which
consent is relevant, but specific legislative requirements for consent in particular
contexts are likely to be overly complex.®

4.103 Both express and implied consent are referred to in the definition of consent
for practical reasons. In some circumstances, it may not be practicable to obtain
express consent, for example, where an optical surveillance device is used in an
area frequented by a large number of people. In that event, implied consent presents
a practical and reasonable alternative.

4.104 One of the proposed new regulator’s functions is to provide guidance about
the operation of the legislation.®? This could usefully include guidance about consent,
including factors that might be relevant in determining whether effective consent has
been given in particular circumstances. This is a practical and flexible approach that
is specific to the context of the regulation of surveillance devices.®

Consent by vulnerable people

4.105 With the exception of Western Australia, surveillance devices legislation in
other jurisdictions does not include specific provisions about children or adults with
impaired capacity. The legislation in Western Australia contains a limited exception, %

89 See [4.108] ff below, in relation to children and adults with impaired capacity.

90 See further [4.76] above.

o1 The ALRC reached a similar view in relation to consent under the Privacy Act 1988 (Cth): See generally ALRC
Report No 108 (2008), [19.61]-[19.65], Rec 19-1.

92 See Rec 10-10(b), (d) below.

93 The ALRC reached a similar view in relation to guidelines about consent under the Privacy Act 1988 (Cth): see
generally ALRC Report No 108 (2008) [19.16], [19.58]-[19.60], Rec 19-1, [22.70]. See also NSWLRC, Privacy
principles, Report No 123 (August 2009) [2.98].

94

See [5.289], [5.325] below. The legislation in Western Australia includes a specific exception for use of a
listening device or an optical surveillance device by a person on behalf of a child or protected person under
their care, supervision or authority who is a principal party to a private conversation or a private activity, if there
are reasonable grounds for believing that the use of the device will contribute toward the protection of their best
interests and is in the public interest: Surveillance Devices Act 1998 (WA) ss 5(2)(d), 6(2)(d), 26(3), 27(3).
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but the circumstances in which that exception would apply could fall within the more
general exceptions in the draft Bill.®5

4106 The draft Bill applies to all persons. As a result, it will apply to children and
adults with impaired capacity. However, it does not include specific provisions
dealing with a child or an adult with impaired capacity. The Commission recognises
that some children and adults will not be able to give or refuse consent under the
draft Bill, because they will not satisfy the requirement of capacity. In such a case,
the general law governing consent, and the consent of children and adults with
impaired capacity, will continue to apply.

4107 The question of whether specific provisions might be required to address
issues relating to capacity is properly a matter for consideration in the context of
specific laws relevant to children and adults with impaired capacity, and is outside
the scope of this review.

Children

4108 It is generally accepted that ‘[t]he principle of the law ... is that parental
rights are derived from parental duty and exist only so long as they are needed for
the protection of the person and property of the child’.% Parental rights gradually
yield to a child’s right to make their own decisions, as the child develops the ability
to do so. Generally, whether a child is able to make a decision in particular
circumstances depends upon whether the child has sufficient understanding,
intelligence and maturity to fully comprehend the nature and consequences of the
decision.®’

4.109 Inthe context of information privacy, the OAIC and the OIC provide practical
guidance about the consent of children. Their guidelines variously explain that, as far
as possible, children should make their own decisions, and that there is no specific
age at which a child may be presumed to have capacity, but ‘as a general principle,
an individual under the age of 18 has capacity to consent when they have sufficient
understanding and maturity to understand what is being proposed’.?® They also
suggest that such assessments should be made on a case-by-case basis. Where a

9% See, for example, exceptions to the use and communication or publication prohibitions that permit use that is

reasonably necessary in the public interest or use that is connected with a serious threat: [5.283] ff, [6.92] ff,
Recs 5-13, 5-15 and 6-5(c), (d).

96 Gillick v West Norfolk and Wisbech Area Health Authority [1986] 1 AC 112, 184.

97 Ibid 182-9. This decision was endorsed by the High Court in Secretary, Department of Health and Community
Services v JWB and SMB (‘Marion’s Case’) (1992) 175 CLR 218, 237-8. These decisions, and other
subsequent cases considering those decisions, are generally concerned with a child’s capacity to consent to

medical treatment.

See also OIC Guideline: Applications by and for children (2017) [4.2]; LexisNexis Australia, Halsbury’s Laws of
Australia (at 22 June 2015) 205 Family Law, ‘Medical Treatment of Children’ [205-2130].

See also the Convention on the Rights of the Child, GA Res 44/25, 20 November 1989, art 12(1), which states
that where a child is capable of forming their own views, that child should have the right to express those views
freely in relation to matters affecting them. The child’s view should be ‘given due weight in accordance with the
age and maturity of the child’.

98 OIC Guideline: Privacy for children (2012) 1; OAIC Guideline: Key concepts—Consent (2019). The OAIC
guideline also states that, if it is impractical or unreasonable for the capacity of children to be tested on a case-
by-case basis, then it may be presumed that children over the age of 15 have capacity to consent, unless there
are indications otherwise. Children aged under 15 are presumed not to have capacity: [B.58]. The ALRC has
expressed a similar view: ALRC Report No 108 (2008) [68.102]-[68.126], Recs 68—1 to 68-5.
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child does not have capacity, there may be provision for a parent to consent or take
some action on the child’s behalf, but the child should remain involved and contribute
to decisions to the extent that this is possible.®®

4110 The draft Bill does not include specific provisions about the capacity of a
child to give or refuse consent. Legislation about this topic may be overly complex,
and may not sufficiently take into account particular contextual circumstances.

4111 Matters such as a child’s capacity to give or refuse consent, including
factors that are relevant to making an assessment of capacity, should be left to the
operation of the general law. These are matters about which the proposed new
regulator could provide guidance, in the context of the use of a surveillance device,
or the communication or publication of surveillance information. Such guidance may
be particularly useful for individuals, such as parents, who are assessing a child’'s
capacity to consent. %

Adults with impaired capacity

4112  As explained previously, consent may be given or refused by an individual
who has capacity, meaning generally that the individual can understand the nature
and effect of their decision, form a reasoned view and communicate their decision. 0

4113 In Queensland, the term ‘adult with impaired capacity’ refers to a person
over the age of 18 who is not capable of:192

. understanding the nature and effect of decisions about a particular matter;
. freely and voluntarily making decisions about that matter; and
. communicating their decisions in some way.

4114  Where an adult has impaired capacity for a matter (for example, a decision
about their finances, accommodation, employment or health care), another person
may be appointed to make decisions about that matter on their behalf.’% An

99 OIC Guideline: Privacy for children (2012) 1; OIC Guideline: Key privacy concepts—agreement and consent

(2013) [4.1]; OIC Guideline: Applications by and for children (2017) [1.0], [4.0], [4.2]; OIC, Guidelines—Privacy
Principles: Health agencies—Privacy, confidentiality, and children’s information (20 September 2019)
<https://www.oic.gld.gov.au/guidelines/for-government/qguidelines-privacy-principles/use-and-

disclosure/health-agencies-use-or-disclosure-of-health-information>; OAIC Guideline: Key concepts—Consent
(2019) [B.56]-[B.57]; OAIC, Children and young people <https://www.oaic.gov.au/privacy/your-privacy-
rights/children-and-young-people/>; OAIC, Disclosing information about patients with impaired capacity (2012).

In the context of health privacy, the child’s ‘maturity, degree of autonomy, understanding of the relevant issues
and circumstances and the nature of the information being handled’ are relevant considerations.

100 In relation to Australian privacy law as it applies to children, the ALRC recommended that there should not be

a test for capacity in legislation, but there should be guidance on matters such as assessments of capacity and
seeking consent from a parent: ALRC Report No 108 (2008) [68.123], Rec 68-4; see also [70.52].

101 See [4.76] above.

102 Guardianship and Administration Act 2000 (Qld) schs 2, 4 (definitions of ‘capacity’ and ‘impaired capacity’).

103 This person might be appointed as the adult’s attorney under an enduring document, or as the adult’'s guardian
or administrator: see generally the Powers of Attorney Act 1998 (Qld) and the Guardianship and Administration
Act 2000 (Qld). An ‘enduring document’ could be an enduring power of attorney or an advance health directive

made under the Powers of Attorney Act 1998 (Qld).
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appointee may be given power to consent on behalf of an adult with impaired
capacity to the use of a surveillance device, or the communication or publication of
surveillance information, if it is connected to a matter for which they were appointed.

4115  The draft Bill does not include specific provisions about the capacity of an
adult to give or refuse consent. It may be useful for the new regulator to provide
guidance about an adult’s capacity to consent, including the assessment of an adult’s
capacity. In doing so, the new regulator might refer to the legislative scheme for the
appointment of substitute decision-makers for adults with impaired capacity, and to
explain the operation and application of that scheme. %4

RECOMMENDATIONS

Application of the Act

4-1 The draft Bill should provide that the legislation binds all persons,
including the State. The provision should also make it clear that the
State cannot be prosecuted for an offence against the legislation.

[See Surveillance Devices Bill 2020 cl 3 and [4.2] above.]
4-2  The draft Bill should not affect—
(a) the operation of the Information Privacy Act 2009; or

(b) the operation of another law regulating the use of surveillance
devices.

[See Surveillance Devices Bill 2020 cl 4(a), (b) and [4.4] and [4.7] above.]

Definition of ‘surveillance device’ and related definitions

4-3 The draft Bill should define ‘surveillance device’ as:

(a) a listening device, an optical surveillance device, a tracking
device, a data surveillance device; or

In some circumstances, a person might be recognised as providing decision-making support to an adult with
impaired capacity or acting as an adult’s informal decision maker, without being formally appointed to any role.
For example, an adult’s family might help the adult to make decisions on an informal basis: see generally
Guardianship and Administration Act 2000 (Qld) ss 9(2)(a), 80U (definition of ‘informal decision-maker’), 154(5),
sch 4 (definition of ‘support network’); Disability Services Act 2006 (Qld) s 144 (definition of ‘informal
decision-maker’).
104 This is consistent with the position of the ALRC and NZLC in relation to privacy law. Both concluded that
legislation need not expressly recognise the authority of a decision-maker who is appointed by law, and that
there should be guidelines developed to assist in the recognition and application of legislation about guardians
and attorneys, and to provide information about supported decision-making. It was also concluded that
legislation should not include special provision for people with impaired capacity who do not have a
legally-authorised representative, with the ALRC explaining that this would involve an unacceptable level of risk
of interference with an individual’'s privacy: ALRC Report No 108 (2008) [70.60]-{70.62], [70.84]-[70.85],
Rec 70-3; NZLC, Review of the Privacy Act 1993—Review of the Law of Privacy Stage 4, Report No 123 (June
2011) [12.67]-[12.70], Rec 123.



52

Chapter 4

4-5

4-6

4-7

4-8

4-9

4-10

(b) a device that is a combination of any two or more of those
devices.

[See Surveillance Devices Bill 2020 cl 6 and [4.50]-[4.51] above.]

The draft Bill should define ‘listening device’ as a device that is capable
of being used to listen to, monitor or record words spoken to, or by, an
individual in a conversation. However, it should expressly exclude a
hearing aid or a similar device used by an individual with impaired
hearing.

[See Surveillance Devices Bill 2020 cl 7 and [4.57]-[4.58] above.]

The draft Bill should define ‘optical surveillance device’ as a device
capable of being used to observe, monitor or visually record an activity.
However, it should expressly exclude spectacles, contact lenses or a
similar device used by an individual with impaired vision.

[See Surveillance Devices Bill 2020 cl 8 and [4.59]-[4.60] above.]

The draft Bill should define ‘tracking device’ as a device capable of
being used to find, monitor or record the geographical location of an
individual, vehicle or other thing.

[See Surveillance Devices Bill 2020 cl 9 and [4.61] above.]

The draft Bill should define ‘data surveillance device’ as a device or
program capable of being used to access, monitor or record information
that is input into, output from, or stored in a computer.

[See Surveillance Devices Bill 2020 cl 10 and [4.63]-[4.64] above.]

The draft Bill should define ‘computer’ as an electronic device for
storing and processing information.

[See Surveillance Devices Bill 2020 sch 1 (definition of ‘computer’) and
[4.63] above.]

The draft Bill should define ‘surveillance information’ as information
obtained, directly or indirectly, using a surveillance device.

[See Surveillance Devices Bill 2020 cl 14 and [4.52] above.]
The draft Bill should define ‘information’ to include:
(a) a record in any form; and

(b) a document.

[See Surveillance Devices Bill 2020 sch 1 (definition of ‘information’) and
[4.52] above.]
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Definition of consent

4-11 The draft Bill should define ‘consent’ as express or implied consent.

[See Surveillance Devices Bill 2020 sch 1 (definition of ‘consent’) and [4.100]
above.]
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INTRODUCTION
5.1 The terms of reference require the Commission to consider appropriate

regulation of the use of surveillance devices, including listening devices, optical
surveillance devices, tracking devices and data surveillance devices, and the use of
emerging surveillance device technologies to ‘appropriately protect the privacy of
individuals’. The Commission is also required to provide for offences relating to the
unlawful use of surveillance devices.'

See terms of reference, paras 1, 3 in Appendix A.
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5.2 In its Consultation Paper, the Commission sought submissions about the
scope of a prohibition on the use of surveillance devices and appropriate exceptions
to that prohibition, including whether and to what extent participant monitoring should
be permitted.?

SURVEILLANCE DEVICES LEGISLATION

5.3 Surveillance devices legislation is intended to protect privacy by limiting the
use of surveillance devices to circumstances that are justified. In broad terms, such
legislation prohibits the use (or the installation, maintenance or attachment) of
surveillance devices for certain purposes (the ‘use prohibitions’) and is subject to
particular exceptions.

5.4 In Queensland, the Invasion of Privacy Act 1971 provides that:3

A person is guilty of an offence against this Act if the person uses a listening
device to overhear, record, monitor or listen to a private conversation and is liable
on conviction on indictment to a maximum penalty of 40 penalty units or
imprisonment for two years.

5.5 Similar provisions are included in surveillance devices legislation in other
jurisdictions. In general, they provide that it is an offence for a person to use, install,
maintain or attach one or more of the following devices:*

. a listening device to overhear, record, monitor or listen to a ‘private
conversation’;

o an optical surveillance device to monitor, record visually or observe a ‘private
activity’;®

. a tracking device to find, monitor or record the geographical location of a

person or object; or

. a data surveillance device to access, track, monitor or record information that
is input into, output from or stored in a computer.

5.6 Generally, it is not an offence for a person to use a surveillance device with
consent, or in circumstances where an exception to the use prohibition applies.®

2 QLRC Consultation Paper No 77 (2018) Q-6 to Q-14. As to participant monitoring, see [5.245] ff below.
3 Invasion of Privacy Act 1971 (Qld) s 43(1).
4 Listening Devices Act 1992 (ACT) s 4(1); Surveillance Devices Act 2007 (NSW) ss 7(1), 8(1), 9(1), 10(1);

Surveillance Devices Act (NT) ss 11(1), 12(1), 13(1), 14(1); Surveillance Devices Act 2016 (SA) ss 4(1), 5(1),
7(1), 8(1); Listening Devices Act 1991 (Tas) s 5(1); Surveillance Devices Act 1999 (Vic) ss 6(1), 7(1), 8(1), 9(1);
Surveillance Devices Act 1998 (WA) ss 5(1), 6(1), 7(1). See also [2.27] ff above; QLRC Consultation Paper
No 77 (2018) [2.70]-[2.74], [3.52]-[3.57].

5 The position is different in New South Wales, where the prohibition applies to any activity and is primarily
concerned with consent for any interference with land, a vehicle or an object: Surveillance Devices Act 2007
(NSW) s 8(1). The term ‘activity’ is not defined in that Act.

6

As to consent and the exceptions to the use prohibitions, see respectively [5.204] ff and [5.238] ff below.
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SUBMISSIONS

5.7 Most respondents were supportive of regulating surveillance, or the use of
surveillance devices.”

5.8 Some respondents submitted that consideration could be given to adopting
an approach similar to that taken in the surveillance devices legislation in other
jurisdictions.® Other respondents submitted that the use of surveillance devices
should be prohibited only in particular circumstances,® or that prohibitions should be
limited and take into account the reasons for the use of the device.® In contrast,
some other respondents submitted that the legislation should focus on the breach of
the right to privacy,'" or should regulate ‘surveillance’ rather than surveillance
devices. 2

Prohibition on the use of a surveillance device for particular purposes

5.9 In the Consultation Paper, the Commission sought submissions about the
purposes for which the use of a surveillance device should be prohibited. It also
sought submissions about whether any prohibitions should be restricted to intentional
or knowing use, be limited to private conversations and private activities, or extend
to the attachment, installation and maintenance of a device.'?

5.10 A number of respondents submitted that the use of a surveillance device
should be prohibited for the purposes of: 14

. listening to, overhearing, monitoring or recording a relevant conversation;
o observing, monitoring or recording visually a relevant activity;
o accessing, tracking, monitoring or recording information that is input into,

output from or stored in a computer;

. determining the geographical location of a person, vehicle or object; and

See also [3.28] ff above, as to alternative approaches to regulation.

8 Eg, Submissions 8, 19. See also AAUS and Liberty Victoria Paper (2015) [4.1], [4.3], Recs 1, 3, adopted in
Submission 39 from the AAUS, which advocated for the adoption of a nationally consistent surveillance devices
regime. The AAUS also proposed that the term ‘surveillance device’ should be defined in a way that is
technology neutral: see [4.37]-[4.41] above.

Eg, Submission 10.

10 Eg, Submissions 10, 37, 43.

" Eg, Submission 41, referring to the (then) Human Rights Bill 2019 (Qld) cl 25.
12 Eg, Submissions 22, 25.

13 QLRC Consultation Paper No 77 (2018) Q-6, Q-7, Q-14(d).

14 Eg, Submissions 13, 18, 22, 40.

The AAUS suggested that a person should be prohibited from monitoring, observing, overhearing, listening to
or recording a private activity (as explained at [5.20] below), or determining the geographical location of a person
or object, without consent: AAUS and Liberty Victoria Paper (2015) [4.3], Rec 3, adopted in Submission 39 from
the AAUS.
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. some other purpose, such as the collection of biometric data.®

5.11 It was submitted that ‘any combination’ of these uses should be prohibited, 16
but that ‘overhearing’ a conversation that is not an intentional act should not be
included.'” A number of respondents submitted that the use of a surveillance device
without consent should be prohibited.’® Some respondents submitted that there
could be some exceptions allowing for the use of a surveillance device in limited
circumstances.®

5.12 The Brisbane City Council did not support ‘a total prohibition’ on use for any
of the purposes listed above in respect of local government business, submitting that
‘an exception based approach would be more appropriate’. The Brisbane City
Council uses technology, mainly overtly and with advanced notice, for a variety of
purposes, such as surveillance of public places and recording the use of publicly
available computers and internet services. This respondent submitted that ‘there is
a need for appropriate surveillance options to be available to public asset owners
and operators, to ensure fair and equitable access to, and proper management and
protection of, public resources’.

5.13 An academic gave particular consideration to the regulation of optical
surveillance devices. This respondent compared the ‘property-based approach’
(where a device cannot be used if it involves entry onto or into premises or a vehicle
or interference with another thing without consent) with the ‘activity-based approach’
(where a device cannot be used to observe or record a ‘private activity’). This
respondent observed that variations in legislation can lead to anomalous outcomes
and submitted that an activity-based prohibition ‘may be more flexible and therefore
offer greater protection for privacy interests’ than a property-based prohibition. It was
also submitted that incorporating both approaches is unnecessary because an
activity-based prohibition will sufficiently protect privacy interests.2°

Intentional or knowing use of a surveillance device

5.14 A number of respondents submitted that the use prohibitions should be
restricted to intentional or knowing use, or both.2' It was submitted that the

15 One respondent referred more specifically to the collection of ‘personal information, such as biometric data that

is not required for, or relevant to,” the particular purpose: Submission 10.

16 Submission 13.

17 Submission 15.

18 Eg, Submissions 13, 18, 22, 33, 39.

19 Eg, Submissions 13, 18, 19, 39. See also the discussion of submissions about possible exceptions at [5.31] ff

below.

20 Submission 19. See also the discussion of submissions about private conversations and private activities at

[5.18] below.

2 Eg, Submissions 13, 15, 18, 19, 22, 40. Several respondents submitted that the unintentional use of a device

should not be an offence: Eg, Submissions 15, 18, 22.

Future Wise submitted that, if ‘surveillance’ is defined or understood to refer to ‘deliberate monitoring’ in order
to obtain certain information, then ‘there is an element of intention, or knowing use of technology ... inherent in
the prohibited conduct'.
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prohibitions should ‘not capture accidental encroachments on privacy’,2? or should
focus on ‘deliberate monitoring’ and exclude ‘inadvertent actions’.?2> The AAUS
suggested that there should be ‘a mental requirement of intent or recklessness to
avoid capturing unintended or innocent surveillance’.?*

5.15 A member of the public supported restricting the use prohibitions to
intentional or knowing use, but cautioned that:2°

careful consideration must be given in the proposed legislation to ensure [that]
people who use [a] surveillance device [or] conduct surveillance activity do not
rely on ‘unintentionality’ as an excuse to avoid responsibility for their actions or
avoid regulation. (emphasis omitted)

5.16 QA stated that intention should not be ‘a circumstance justifying a breach
of privacy in circumstances where it is foreseeable that a breach might occur’ and
that ‘[l]Jack of intention, of itself, is not sufficient to excuse a violation of a person’s
privacy’.

Private conversations and activities

5.17 Some respondents submitted that the use prohibitions should be restricted
to private conversations and private activities.?®

5.18 An academic noted that, in some jurisdictions, the definition of ‘private
activity’ excludes an activity occurring outside a building or in a public place,
submitting that this can lead to anomalous outcomes. It was submitted that ‘the
question of whether there is a reasonable expectation of privacy ‘should simply be
regarded as a question of fact depending on the ... circumstances’ and that ‘private
activity’ should be defined without such exclusions.?’

5.19 In contrast, the Insurance Council of Australia supported a definition of
‘private activity’ that excludes an activity which occurs in or can be viewed from a
public place. This respondent submitted that it is ‘essential’ for the insurance industry
that permissible and prohibited surveillance is clearly defined, and that it is necessary
to permit some surveillance activities in public places because that is where most
insurance surveillance is undertaken.?8

22 Submission 19.

23 Eg, Submissions 26, 35.

24 AAUS and Liberty Victoria Paper (2015) [4.3], Rec 3, adopted in Submission 39 from the AAUS.

25 Submission 13.

26 Eg, Submissions 13, 15.

27 Submission 19. This respondent submitted that the legislation should adopt a definition of ‘private activity’ in
similar terms to the definition in the surveillance devices legislation in the Northern Territory and Western
Australia. See also [5.13] above.

28

The Department of Agriculture and Fisheries also stated that the use of ‘visual surveillance devices’ should be
permitted where the device is being used to record activities in public places that are not private acts, for
example, a drone recording activity over waterways, CCTV cameras collecting data at boat ramps about how
many people are fishing, or covert cameras in public locations to assist in investigations where there is a
reasonable suspicion of a person committing an offence.
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5.20 The AAUS suggested a use prohibition that involves ‘an understanding that
each person holds a reasonable expectation of privacy with respect to certain
activities and locations but not others’ and that is ‘restricted to instances where
people have a reasonable expectation of privacy’. The AAUS considered that the
terms ‘private conversation’ and ‘private activity’ are useful guides for determining
reasonable expectations of privacy, but should be integrated into a broader concept
of ‘private activity’ in the following terms:2°

Private activity means any activity (including any communication) conducted in
circumstances that may reasonably be taken to indicate that any or all of the
parties to it expected it to be observed or overheard only by themselves, but does
not include an activity carried on in any circumstances in which the parties to it
ought reasonably to expect that it may be observed or overheard by someone
else.

5.21 Other respondents supported an approach based on expectations of, or
intrusions into, privacy.3® The QCCL stated that ‘privacy does not stop at the door of
the house or the office’ and supported an approach based on ‘reasonable
expectations of privacy’. The Department of Education submitted that one of the
circumstances in which the use of a surveillance device should be prohibited is where
the use is ‘an unreasonable intrusion into the private affairs of individuals using [a]
public place’. A member of the public submitted that particular considerations should
apply to the use of a surveillance device in private places, such as homes and yards,
because people generally have a higher expectation of privacy in that context.3"

5.22 An academic observed that individuals who enter public or quasi-public
places (for example, respectively, a park or a shopping centre) respectively ‘maintain
their right to privacy’, and have a reasonable expectation of ‘auditory privacy’ but not
‘visual privacy’. It was submitted that live visual surveillance does not infringe the
right to privacy per se but that the further use of information that is obtained may do
so, because:*?

individuals reasonably expect to be observed while in public places, but they do
not reasonably expect their actions to be recorded and stored, their movements
from location to location to be tracked, or for their identities to be electronically
matched with existing records.

5.23 Other respondents submitted that the use prohibitions should have a wider
application.33 For example, Future Wise submitted that the use prohibitions should

29 AAUS and Liberty Victoria Paper (2015) [4.3], Rec 4, adopted in Submission 39 from the AAUS.

30 Eg, Submissions 10, 39, 40.

31 Submission 13. Also, eg, Submission 5.

32 Submission 17. This respondent submitted that the use of a surveillance device should occur only where
particular justifications outweigh the right to privacy, and that notification about surveillance ‘may be a necessary
precondition to help minimise the intrusion of surveillance already justified on other grounds, but cannot be
considered a justification in and of itself’.

33 Eg, Submissions 18, 25.

In the context of the use of a surveillance device in the public interest, Animal Liberation Queensland submitted
that the legislation should clearly distinguish between private activities and commercial activities involving
vulnerable animals, and that the legislation should ‘reflect the intent of the surveillance rather than just whether
or not a surveillance device was used'.
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‘extend to all activities, based on the principle that free, prior, and informed consent
should be required before collecting data or recording activities’. The prohibitions
would therefore apply to private conversations and activities, and activities occurring
in public forums, such as conference presentations.

5.24 QAI submitted that ‘[tjhe content of [a conversation] should be the
determining factor as to whether use of a surveillance device is prohibited in a
particular situation’. This respondent gave the example of a conversation between
two colleagues about the support of a person with disability, observing that this may
not be a ‘private conversation’ if it occurs in a workplace but that it may contain private
information that should not be permitted to be disclosed.

Attachment, installation and maintenance of a surveillance device

5.25 A number of respondents supported the extension of the use prohibitions to
the attachment, installation or maintenance of a surveillance device.** One
respondent submitted that ‘careful consideration’ should be given to the
‘augmentation’ of surveillance devices by, for example, mounting a device onto a
structure and thereby impacting on the privacy of another person.35

5.26 The QCCL stated that the legislation ‘should provide the broadest level of
protection’. This respondent observed that the actions of attaching, installing or
maintaining a device are necessary for the device to be used and that the extent to
which they are seen as involving a lower level of culpability can be reflected in a
lesser penalty.

5.27 Future Wise expressed concern about the potential breadth and difficulty of
enforcing the use prohibitions, in part because of the range of current technologies
that could be used as a surveillance device.

Criminal penalty

5.28 In the Consultation Paper, the Commission sought submissions on whether
a contravention of a use prohibition should be punishable as a criminal offence, or
by a civil penalty as alternatives.36

5.29 Most respondents submitted that a contravention of a use prohibition (or a
communication or publication prohibition) should be punishable as criminal

34 Eg, Submissions 13, 15, 18, 40. The AAUS suggested that a person should be prohibited from installing or

using a surveillance device, and from causing a surveillance device to be installed or used: AAUS and Liberty
Victoria Paper (2015) [4.3], Rec 3, adopted in Submission 39 from the AAUS.

One other respondent suggested that use prohibitions should ‘extend to the development of technologies and
be adapted in accordance with the progress of the technology’: Submission 33.

35 Submission 13. It was also observed that this would enhance the ‘visual capture reach’ of a relevant device.

36 QLRC Consultation Paper No 77 (2018) Q-21. This question related to both the use prohibitions and the
communication or publication prohibitions.
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offences.3” A number of those respondents submitted that civil penalties could also
be available as an alternative to the criminal penalty.3®

5.30 Some respondents commented that the existing criminal penalties are
insufficient and should be increased.?° In contrast, the QCCL submitted that criminal
penalties should not exceed a period of 12 months of imprisonment. The OIC
observed generally that the penalties should ‘reflect the seriousness of the breach,
[and] the gravity of the act or intrusion into an individual’s privacy’.

Exceptions to the prohibition on the use of a surveillance device

5.31 In the Consultation Paper, the Commission sought submissions on the
exceptions that should apply in relation to any prohibitions on the use of a
surveillance device. In particular, the Commission sought views about the use of a
surveillance device with consent, the extent to which participant monitoring should
be permitted, and whether there should be other exceptions that apply in particular
circumstances.4?

5.32 QAI submitted that exceptions to the use prohibitions must be given careful
consideration because they will impact on privacy:*!

In all circumstances, the focus must be on balancing the right to privacy with
competing human rights, such as the right to protection from violence, abuse and
neglect and also considering the flow on effects of any potential breach of
privacy.

In circumstances where surveillance is justifiable, ongoing safeguards must be
implemented to ensure that the surveillance, and the information obtained via
surveillance, is limited to the extent necessary to achieve the purpose.

5.33 DTMR submitted that ‘broad’ prohibitions on the use of surveillance could
have ‘unintended implications’, and that accordingly, exceptions are required.

Use of a surveillance device with consent

5.34 A number of respondents made submissions about the use of a surveillance
device with consent.*?

37 Eg, Submissions 13, 18, 19, 22, 25, 33, 40, 41, 43.

38 Eg, Submissions 18, 22, 25, 33, 40, 41, 43. The AAUS suggested that civil penalties should attach to the use
prohibitions with criminal penalties reserved as an alternative for its more serious proposed offence involving
intimidation, harassment or harm: AAUS and Liberty Victoria Paper (2015) [4.3], [4.5], Recs 3, 7, adopted in
Submission 39 from the AAUS. The QLS commented that, while civil penalties may be appropriate for wrongful
behaviour which would not otherwise meet the ‘standard’ required for police prosecution, the ‘lower standard of
proof requires serious consideration of associated penalties’ and the availability of appropriate reviews of
regulatory decisions. Civil penalties are imposed by civil rather than criminal court processes and are usually in
the form of monetary penalties (fines): see QLRC Consultation Paper No 77 (2018) [3.223]-[3.230].

39 Eg, Submissions 3, 12, 13. A few respondents noted that the criminal penalties should be sufficient to act as a
deterrent: eg, Submissions 13, 38.

40 QLRC Consultation Paper No 77 (2018) Q-8 to Q-14.

4 Submission 33.

42

As to the general concept of consent, including its meaning and scope, see [4.75] ff above.
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5.35 Some respondents made submissions to the effect that if consent is given,
then a person should be permitted to use a surveillance device or more generally to
engage in surveillance.4®* The Department of Education submitted that ‘[i]f valid
consent is given, then surveillance may be used in any reasonable circumstances’.
The Brisbane City Council stated that ‘in circumstances where the surveillance is
appropriate and proportionate, surveillance devices should be able to be used with
consent’. Similarly, the OIC submitted that ‘as a general principle, surveillance should
ordinarily be permitted if it occurs with consent’.

5.36 In particular, some respondents submitted that the use of a surveillance
device should not be prohibited where there is consent to its use. It was suggested
in relation to the use prohibitions that a lack of consent could operate as an element,
or alternatively, the provision of consent could operate as an exception.** The
Townsville Community Legal Service Inc. observed that ‘[gliven Queensland’s
current position, use by actual informed consent only would be a significant
change’.4®

5.37 A number of respondents made submissions about consent in a particular
context, or in connection with a particular device. Generally, respondents submitted
that consent should be obtained from each of the parties to the conversation or
activity.*® The AAUS submitted that consent should also be obtained from the
following persons:4’

o for use of a surveillance device to determine the location of a person, that
person;*8
. for use of a surveillance device to determine the location of an object, the

person in lawful possession or having lawful control of that object.4?

5.38 In response to the current legislation, a member of the public submitted that
‘[a]ny recording [of a conversation] should require permission of all parties or each
party should be made aware of the recording and have the option for it to be
terminated’.5° Another member of the public submitted that a person should be

43 Eg, Submissions 10, 22, 25, 35, 38.
44 See [5.11] above and eg, Submissions 13, 15, 18, 19, 22, 33, 39, 40, 41.
45

Submission 41. Currently, the Invasion of Privacy Act 1971 (Qld) s 43(2)(a) provides that it is not an offence for
a person to use a listening device to record a private conversation without consent, where that person is a party
to the conversation: see [5.245] ff below.

46 Eg, Submissions 13, 19, 22, 33, 39. QAI, whose submission focussed on people with disability, submitted that
recording a person should generally be done with the person’s consent, including their consent to the purpose
of the recording and with the opportunity to view and comment on the recording.

47 AAUS and Liberty Victoria Paper (2015) [4.3], Rec 3, adopted in Submission 39 from the AAUS.

48 QAI also submitted that tracking of a person should generally be done with the person’s consent. This
respondent suggested that, if the tracking device cannot be used with the person’s consent, the purpose of the
device should be explained to the person and the person given an opportunity to view the device and the
information recorded by it.

49 This respondent clarified that this should not apply where the use is for the sole purpose of retrieval of that
object to its owner: AAUS and Liberty Victoria Paper (2015) [4.3], Rec 3, adopted in Submission 39 from the
AAUS, and see [5.98] below.

50

Submission 22.
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permitted to use a surveillance device only with the consent of each direct or indirect
subject of the surveillance, and should not be permitted to use a device if consent is
expressly refused or withdrawn.5'

5.39 Some respondents suggested varying the requirements for consent, for
example, by requiring written consent where there is ‘greater risk’ to privacy, or by
providing that a listening device or an optical surveillance device may be used if a
person has indicated that they are recording, but requiring written consent for the use
of a tracking device or a data surveillance device.%? The Brisbane City Council stated
that consent requirements will depend on the technology being utilised and on
practicalities, for example, signage might be appropriate for the optical surveillance
of public places, and acknowledgement of terms and conditions might be suitable for
computer-based surveillance.

A general exception for use of a surveillance device for participant monitoring

5.40 The Commission sought submissions on whether a party to a conversation
or activity should be permitted to use a surveillance device to monitor or record the
conversation or activity without the consent of the other parties to that conversation
or activity.%?

5.41 The Commission also sought submissions on whether, as an alternative to
a general exception, there should be exceptions that would permit participant
monitoring in particular circumstances, and whether those exceptions should also
apply in circumstances that do not involve participant monitoring.5

5.42 A few respondents expressed support for a general exception to the use
prohibitions that would permit participant monitoring.?> DTMR preferred a general
exception, but submitted, alternatively, that consideration be given to specific
exceptions that would allow agencies to use a surveillance device to perform official
duties or deliver safety services.5

5.43 A member of the public stated that participant monitoring should be
permitted where a conversation is with a business, organisation or government

51 Submission 13.

52 Eg, Submissions 13, 15.

53 QLRC Consultation Paper No 77 (2018) Q-9.

54 Ibid Q-10 to Q-13.

55 Eg, Submissions 2, 36. Another respondent observed that, if participant monitoring is maintained, ‘greater
clarity’ about the circumstances in which participant monitoring is permitted and ‘the evidentiary context’ of such
monitoring should be considered: Submission 41.

56

DTMR gave as an example the use of body-worn cameras by employees who are working independently in a
remote area or on public transport. This respondent indicated that it ‘supports the need for clear rules around
usage, with appropriate monitoring and reporting’.

The Department of Agriculture and Fisheries submitted that participant monitoring should not be prohibited for
law enforcement purposes, but if it were, specific exceptions for use in a person’s lawful interests, in the public
interest, for a person’s safety and wellbeing or where it is not for communication or publication to a non-party
should be included. This respondent also suggested an additional exception; namely, if the participant
monitoring is ‘likely to result in the provision of evidence in legal proceedings’.
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department, but should not be permitted where a conversation is with an individual
who is not at work.%”

5.44 Most respondents who addressed this issue opposed a general exception
that would permit participant monitoring.?® A member of the public stated that such
an exception ‘is inconsistent with the general expectation that monitoring will not
occur without appropriate consent’,%® and others were opposed because the
monitoring of a conversation or activity should occur only with permission or
consent. 50

5.45 The OIC agreed with the Commission’s preliminary view that legislation
should not include a general exception for participant monitoring, noting that this
approach is consistent with surveillance devices legislation in a number of other
jurisdictions, the Commonwealth legislation regulating telecommunications and the
position taken in other reviews and inquiries that have considered the issue.

5.46 The OIC stated that a prohibition on participant monitoring would
‘modernise Queensland’s surveillance legislation to respond to increased capability
of individuals to engage in surveillance due to advances in technology’. A member
of the public expressed a similar view noting, in particular, that there is now greater
scope for covert recording.®"

5.47 The Toowoomba Regional Council observed that, if participant monitoring
were generally permitted, the person conducting the monitoring would have ‘the
benefit of knowing’ about the use of a device and could ‘choose their behaviour
accordingly’, but other participants would not have that benefit.?

5.48 Future Wise opposed a general exception to permit participant monitoring
on the basis that other, more specific exceptions will ‘provide sufficiently for
circumstances of covert participant monitoring’ and that, except for those specific
circumstances, there is no need to use a surveillance device without consent.

5.49 The QCCL observed that there are ‘strong competing considerations’ on
this issue. Relevantly, participant monitoring is a common means of ‘self-protection’,
there is always a risk of a conversation being recorded in some way (such as
note-taking), and regulating only one means of monitoring a conversation introduces
a level of inconsistency. However, this respondent also stated:

57 Submission 2.

58 Eg, Submissions 10, 13, 18, 22, 25, 33, 38, 40. One respondent stated that the types of surveillance that are

prohibited should be based upon purpose, relevance, location and the types of personal information that can
be collected: Submission 10.

59 Submission 13. This respondent also stated that ‘[pJeople engaged in personal or civil conversations and

activities generally expect a higher level of transparency of behaviour and respect for privacy in these situations’.
The OIC made a similar submission, noting the view in VLRC Report No 18 [6.75] that, ‘as a rule, a person
should be able to conduct private conversations and engage in private activities without those events being
recorded without their consent’.

60 Eg, Submissions 22, 33.

61 Submission 13.

62 Submission 18.



66 Chapter 5

To some extent, these arguments reflect the view of the world developed before
the development of the digital world. Modern digital devices have a capacity to
record and distribute information which dwarfs the capacity of people to make
and distribute written notes of conversations.

Development of modern information technology, has put information privacy at
the front and centre of peoples’ concerns. It is a clear breach of the [principles of]
information privacy that a person should be able to record another [person’s]
conversation, without their consent. Note taking, like the tourist taking a
photograph in the mall, is an activity which can be seen. The covert recordings
of a conversation by a participant in it, is in our view no more different from the
covert recording of the conversation by a third party.

5.50 The QCCL concluded that situations where a person may need to record a
conversation to protect their interests can be addressed by ‘appropriately drafted
exceptions’, and that this ‘will put the focus on the interests which the recording of
the conversation is designed to serve and not on the simple fact that the participant
has recorded it’.3

Use of a surveillance device for participant monitoring in specific circumstances

5.51 Many of the respondents who opposed a general exception for participant
monitoring supported specific exceptions that would permit participant monitoring in
particular circumstances. Variously, respondents referred to circumstances where
the use is in a person’s lawful interests, in the public interest, or consistent with a
person’s safety or wellbeing.64

5.52 The Brisbane City Council expressed support for participant monitoring in
those particular circumstances because it may sometimes be ‘necessary for [the]
Council to conduct its business’, including in relation to ‘matters of public safety,
self-harm management, emergency situations and enforcement matters’. DTMR,
while supporting those circumstances as ‘sound examples of suitable exceptions to
a general prohibition’, stated that ‘[e]xceptions that permit participant monitoring in
particular circumstances need to be considered on a case by case basis depending
on need and intent’.

5.53 The OIC indicated that these circumstances might be relevant exceptions
to a general prohibition on participant monitoring. The OIC also observed that
‘[ilidentifying the particular circumstances for any exceptions to a general prohibition
on participant monitoring is complex and subject to divergent views’, and that
‘[b]alancing the privacy rights of individuals with other legitimate rights and interests,
such as public interest considerations, presents a number of challenges’.®® The OIC
stated that it did not support ‘overly broad exceptions’®® and that:

63 Submission 40. The QCCL also suggested that this should be conditional upon the introduction of a tort for
serious invasions of privacy.

64 Eg, Submissions 10, 13, 18, 25, 35, 38. See also the Department of Agriculture and Fisheries at n 56 above.

65 Emphasis in original.

66 Noting the views of the ALRC and VLRC, discussed in QLRC Consultation Paper No 77 (2018) at, eg, [3.95],

[3.118], [3.128], [3.133].
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whether the surveillance activity is justified will depend on the context and
circumstances of each particular case. Each case will require the balancing of
competing rights and interests to determine if the incursion into an individual's
privacy was necessary and proportionate to the protection of the relevant interest.

5.54 Some of these respondents also expressed support for the operation of
similar exceptions outside of participant monitoring, for example, where a person
who is not a party uses a surveillance device to protect a lawful interest, in the public
interest, or because it is consistent with another person’s safety and wellbeing.” One
respondent observed that this ‘provides a balanced approach’ and that these ‘are
confined to limited and exceptional circumstances and the benefits under these
circumstances would generally outweigh any costs [or] risks to privacy’, but subject
to the caveat that use should not be permitted where consent has been expressly
refused or withdrawn.®8

5.55 Other respondents generally considered that the monitoring of a
conversation or activity should occur only with consent, although it was observed that
there might appropriately be an exception in circumstances where there is violence. 59
One respondent stated, in this context, that ‘[gliven the importance of privacy as a
fundamental human right, and the difficulties in balancing competing rights, the
threshold for an exemption to this right must be high’.7°

Use of a surveillance device in a person’s lawful interests

5.56 A number of respondents submitted that there should be an exception
permitting the use of a surveillance device to protect a person’s lawful interests.
There was support for this to operate as a specific exception permitting participant
monitoring in those circumstances,’! and more generally as a circumstance in which
a person is permitted to use a device without consent.”?

5.57 In relation to participant monitoring, the OIC submitted that an exception
‘might include circumstances where it is reasonably necessary to protect a person’s
lawful interest’, but did not support an ‘overly broad’ exception. In particular, the OIC

67 Eg, in relation to some or all of those exceptions, Submissions 10, 13, 19, 25, 35. One respondent stated that
the exceptions that apply in relation to participant monitoring should also apply in other circumstances:
Submission 25.

68 Submission 13.

69 Eg, Submissions 22, 33. For example, one respondent suggested there could be an exception where there is
a real and imminent threat of violence. This respondent also observed that there might need to be some
alternative means of approval for people who cannot consent, for example, a person with a disability:
Submission 22.

70

Submission 33. The Townsville Community Legal Service Inc. also commented that some private matters now
fall within the realm of public interest (for example, domestic violence and elder abuse), but that an absence of
consent must still be balanced against other rights.

n Eg, Submissions 10, 13, 18, 35, 36, 38, 40. See also Department of Agriculture and Fisheries, in n 56 above.

72 Eg, Submissions 10, 13, 15, 18, 19, 35, 40.
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noted that an exception should not be excessively broad or narrow, and should not
obviate the primary purpose of protecting privacy.”3

5.58 The Department of Education submitted that an exception should permit
participant monitoring where it is ‘undertaken or performed to protect a person’s
legitimate or lawful interests’.

5.59 An academic submitted that there may be ‘a need for a more general
exception where ... the surveillance is no more than is necessary to protect a
person’s lawful interests’. For example, this could apply to homeowners conducting
indoor or outdoor surveillance for security purposes, but would not extend to a
homeowner installing cameras to observe or record the intimate activities of guests.”

5.60 The QCCL submitted that an exception permitting use to protect a person’s
lawful interests ‘should apply to all devices’.”®

5.61 A few respondents submitted that legislation should not include an
exception permitting the use of a surveillance device to protect a person’s lawful
interests.”® Future Wise submitted that ‘there is no need for covert surveillance’ in
these circumstances.

The meaning or scope of ‘lawful interests’

5.62 Some respondents submitted that the scope of this exception, or the
meaning of the term ‘lawful interests’, needs to be clear.””

5.63 Some respondents considered the application of the term ‘lawful interests’
in a legal context. A government department submitted that it should incorporate use
of a device in the course of investigating offences and use that is permitted or
required by another law.”® The Insurance Council of Australia submitted that the term
should include contractual rights and the defence of an insurance claim by an insurer,
and should be broad enough to apply to corporations.” The Women’s Legal Service
Qld submitted that careful definition is required to avoid a perpetrator of domestic
violence claiming that it is in their ‘lawful interests’ to conduct surveillance of their
former partner and children to inform family law proceedings.

73 Noting the comments of the VLRC and the New South Wales Court of Criminal Appeal in
Sepulveda v The Queen (2006) 167 A Crim R 108, 134 [115], [142], discussed in QLRC Consultation Paper
No 77 (2018) [3.114], [3.118].

74 Submission 19.

7 In other jurisdictions, this exception applies in relation to listening devices and optical surveillance devices: see
generally QLRC Consultation Paper No 77 (2018) [3.63] and [3.106] ff.

76 Eg, Submissions 22, 25.

7 Eg, Submissions 15, 27.

8 Submission 15.

79

This respondent observed, in relation to contractual rights and defence of claims, that the APPs contain ‘clear
exemptions’. This respondent also submitted that the term ‘lawful interests’ ‘should be given its natural
interpretation’.
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5.64 In contrast, the QCCL stated that ‘the decisions of the courts on the existing
provision [for lawful interests] provide an approach that adequately identifies
circumstances in which a person’s specific interests override the other person’s
privacy claims’.8 Similarly, an academic observed (in relation to a similar exception
for communication or publication to protect a lawful interest) that ‘[t]here is advantage
in this being a general exception, to be determined on the facts of the individual
case’.®!

Use of a surveillance device in the public interest

5.65 A number of respondents submitted that there should be an exception
permitting the use of a surveillance device where it is in the public interest. There
was support for this to operate as a specific exception permitting participant
monitoring in those circumstances,® and more generally as a circumstance in which
a person is permitted to use a device without consent.83

5.66 One respondent commented that the term ‘public interest’ could be open to
interpretation, for example, the media’s interpretation would be different from an
individual’s interpretation.8*

5.67 Other respondents made submissions about matters that should be
encompassed by an exception permitting use of a surveillance device in the ‘public
interest’. For example, it was suggested that the exception should apply to the
exposure of corruption or systemic problems in government agencies or
departments,®5 bringing to light actions that are illegal or unacceptable to the public;2¢
or to the protection of assets and enforcement.8” The Department of Environment
and Science stated that:

The department sees benefit in permitting the use of a surveillance device by
government employees, contractors and emergency service volunteers in
circumstances involving the public interest for proper administration of
government including site management, public health and safety and critical
incidents and emergency situations (for example, bushfire control, natural
disasters and search and rescue), without it being an offence. However, this
should be balanced against the reasonable expectation of individual privacy, be
proportionate to the purpose and include regulation around secure storage of
information. Reasonable consistency with other jurisdictions should also be
considered.

80 Also, eg, Submission 26, at [5.63] and n 79 above.

81 Submission 19.

82 Eg, Submissions 10, 13, 18, 25, 35, 36, 38. One respondent also described an exception for ‘public safety and
security’: Submission 18. See also Department of Agriculture and Fisheries at n 56 above.

83 Eg, Submissions 10, 13, 15, 18, 19, 25, 35, 39.

84 Submission 18. One respondent observed that the term ‘public interest’ is not defined in the legislation in other
jurisdictions and relies on judicial interpretation: Submission 14. Another respondent similarly observed that a
‘public interest’ exception may be broad and may need definition: Submission 27.

85 Eg, Submission 27.

86 Submission 37, in the context of animal welfare.

87

Submission 35.
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5.68 An academic suggested an alternative, more clearly prescribed approach
to a public interest exception, observing that a broad exception ‘may be open to
subjectivity and potential abuse’. This respondent submitted that the ALRC'’s
suggestion for a defence of ‘responsible journalism’8 could be adapted into a
broader exception applying where:89

(a) the surveillance was carried out for the purposes of investigating matters
of significant public concern;

(b) the person conducting the surveillance reasonably believed that
conducting the surveillance was in the public interest; and

(c) the surveillance was necessary and appropriate for achieving that public
interest, and the public interest could not have been satisfied through
other reasonable means.

5.69 It was submitted that an exception of this nature could apply, for example,
to use of a surveillance device relevant to journalism, recording of environmental
damage, or recording of a criminal offence to provide information to law enforcement.

5.70 A few respondents submitted that the legislation should not include an
exception permitting the use of a device in the public interest.®®© The QCCL stated
that, in general terms, they did not support public interests exceptions, observing that
the term public interest is ‘inherently vague’ and that historically this kind of exception
tends to be ‘under inclusive’. However, this respondent did express support for ‘the
public interest in a free media’ and a specific exception for responsible journalism.9"

Use of a surveillance device for safety and wellbeing

5.71 A number of respondents submitted that there should be an exception
permitting the use of a surveillance device where it is consistent with a person’s
safety or wellbeing. There was support for this to operate as a specific exception
permitting participant monitoring in those circumstances,® and more generally as a
circumstance in which a person is permitted to use a device without consent.93

5.72 Respondents variously submitted that an exception of this type could apply:

. when the use of a device is consistent with, or for the protection of, the safety
and wellbeing of the user or another person; it is related to matters of security,

88 See ALRC Report No 123 (2014) [14.58] ff; see also QLRC Consultation Paper No 77 (2018) [3.133]-[3.134].

89 Submission 19. It was submitted that this exception would accommodate, but would not be limited to, instances

of responsible journalism, and that it should be complemented by examples, including specific reference to
journalism.

90 Eg, Submissions 22, 40.

o1 Submission 40. As to an exception relevant to the media, see [5.91] ff below, and particularly [5.94]. The QLS

also expressed support for an exception in relation to responsible journalism: Submission 43, and see [5.95]
below.

92 Eg, Submissions 10, 13, 18, 25, 35, 36, 38. See also Department of Agriculture and Fisheries at n 56 above.

93 Eg, Submissions 10, 13, 15, 18, 19, 25, 32, 35, 39.
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personal safety or emergency, or it is ‘reasonably necessary to protect a
person from significant harm’;% or

. to protect a person from ‘imminent threat of serious injury or death’ and
property from ‘imminent threat of substantial damage’.%

5.73 QAI and a member of the public submitted that a surveillance device should
not ordinarily be used without consent, but observed that it might be appropriate in
situations involving ‘violence, abuse or coercion’ or a real and ‘imminent threat of
violence’.%8 In relation to people with disability, QAI submitted generally that the
rationale for monitoring must primarily be to safeguard a person with disability from
risk, whilst being the least restrictive or intrusive option and not impacting on their
right to privacy and dignity.

5.74 The QCCL submitted that health and safety exceptions ‘are open to abuse’.
This respondent submitted that if there were an exception on this ground, it should
be similar to the approach taken in Tasmania. Specifically, it should be required that
there is an ‘imminent threat of serious violence or substantial property damage’ and
that it is necessary to use the device immediately.®”

Use of a surveillance device that is not for communication or publication

5.75 Most respondents who considered this issue did not support an exception
for participant monitoring if the recording party does not intend to communicate or
publish the conversation or activity (or a report of it) to a non-party.®

5.76 A number of respondents observed, consistently with the VLRC, that
recordings ‘may fall into the hands of third parties’.®® The OIC submitted that:

This risk is exacerbated by the increasing availability of surveillance devices
allowing information to be disseminated rapidly and with relative ease. When
combined with the other known risks, such as the potential for unintentional or
unauthorised access to this information, it is likely to result in undue interference
with privacy.

94 Eg, Submissions 10, 25, 35, 39. One respondent also submitted more particularly that a person should be
permitted to record information about others in circumstances involving a potential threat or to protect their
safety, including where they are recording an interaction with security personnel or police, and that such
recordings should not be able to be seized or deleted: Submission 25.

9% Submission 19.

96 Submissions 22, 33. More specifically, QAI submitted that where there is a reasonable concern of violence,
abuse or coercion but the offender is unknown, monitoring without consent to obtain admissible evidence might
be justified.

97 See also Listening Devices Act 1991 (Tas) s 5(2)(c)(i). The QCCL also suggested that a ‘health and safety’
exception is not necessary considering the decision in Thomas v Nash (2010) 107 SASR 309, discussed in
QLRC Consultation Paper No 77 (2018) [3.112].

98

Eg, Submissions 13, 18, 22, 25, 38, 40. A government department stated that an exception of this kind ot
support the inclusion of this type of exception, stating that it ‘could be construed as inhibiting or preventing the
use of collected material ... for further investigation and internal reporting’: Submission 36.

Conversely, another government department expressed support for this exception. It stated that participant
monitoring should not be prohibited for law enforcement purposes but, if it were, then this exception should be
included: Submission 15; see also n 56 above.

99 Eg, Submissions 13, 38, 40.
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Use of a surveillance device in other exceptional circumstances

5.77 In the Consultation Paper, the Commission sought submissions about
whether there were other circumstances in which the use of a surveillance device
should be permitted or should not be an offence. Examples given were when the use
of a device is: for a lawful purpose; in the course of a person’s occupation; to locate
or retrieve a device; unintentional; or in other prescribed circumstances. %0

Use of a surveillance device for a lawful purpose

5.78 A number of respondents submitted that the use of a surveillance device
should be permitted, or should not be an offence, where it is for a lawful purpose. 0
One respondent submitted that a ‘lawful purpose should include where the
surveillance is permitted by another law’. 102

5.79 The QCCL submitted that it did not support an exception of this kind ‘on the
basis that it is too vague and open to abuse’.

5.80 QAI submitted that, where surveillance is for a lawful purpose, it ‘must be
recognised that it is still a breach of ... privacy’ and that ‘competing rights must be
carefully balanced’.

Use of a surveillance device by particular occupations

5.81 The Commission sought submissions about whether the use of a
surveillance device should be permitted, or should not be an offence, for certain
people acting in the course of their occupation, such as media organisations,
journalists, private investigators and loss adjusters. %3

5.82 Most respondents who addressed this question supported some provision
for the use of a surveillance device by those occupations.'® The Brisbane City
Council commented that, ‘{w]here specific occupations require surveillance activities
as part of their role, these may be considered under other legislation specific to those
activities’.

Private investigators and loss adjusters

5.83 In information provided to the Commission, the Institute of Mercantile
Agents Limited explained that surveillance devices might be used by private
investigators to gather video or photographic evidence, commonly in relation to

100 QLRC Consultation Paper No 77 (2018) Q-14.

101 Eg, Submissions 13, 15, 18, 43.

One respondent expressed some support for this exception, but stated that it depended upon the particular
purpose and whether there was any ‘gatekeeper’: Submission 22.

102 Submission 15. This respondent gave as an example that the Fisheries Act 1994 (Qld) requires some

commercial fishers to install and use vessel tracking units on their boats.

103 QLRC Consultation Paper No 77 (2018) Q-14(b).

104 Eg, Submissions 13, 15, 18, 19, 40. A member of the public submitted that there should not be any

circumstances in which the use of a device is permitted, or is not an offence, for those occupations:
Submission 2.
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(among other things) insurance fraud, property theft or monitoring of a person’s
movements for other legitimate reasons for clients, which are primarily insurers and
law firms. 105

5.84 A number of respondents submitted that the use of a surveillance device by
a private investigator or a loss adjuster acting in the course of their occupation should
be permitted, or should not be an offence. 06

5.85 Future Wise submitted that, ‘[as] a general principle, civil surveillance
should not be undertaken covertly, but that surveillance by private investigators or
loss adjusters ‘represent[s] a justifiable exception’. However, that surveillance should
‘only be undertaken by registered investigators subjected to oversight as to
qualifications, conduct, data storage, disclosure and with sanctions for [a] breach’.
This respondent supported an exception for use that is in the public interest.

5.86 An academic submitted that the legislation should provide certainty to
licensed private investigators, loss adjusters and licensed security providers, who
may use surveillance in their usual operations. It was submitted that those
occupations might sometimes rely on an exception for use in the public interest, but
that surveillance in a person’s private interests should be the subject of a specific,
limited exception. The exception should permit the use of a surveillance device by
persons in those or other occupations where the use is ‘part of their normal
operations’ and ‘reasonably necessary to protect a person’s lawful interests’. 197

5.87 The Insurance Council of Australia and the QCCL addressed the use of
surveillance by insurers and insurance adjusters. Both submitted that use should be
permitted in connection with the assessment and investigation of insurance claims,
in order to detect fraud and avoid delayed claims assessments and increased
premiums.

5.88 The QCCL endorsed the recommendation of the NSWLRC that insurers
should be authorised to conduct covert surveillance and to contract that work out to
private investigators. %8 |t was also submitted that a relevant code of conduct should
be formulated, and that there should be audits and enforceable remedies for
invasions of privacy.

5.89 The Insurance Council of Australia observed that there needs to be a
regulatory framework that ‘provides clear rules for legitimate surveillance activities’,
including about surveillance in public places. This respondent, noting that in

105 Information provided to the QLRC by the Institute of Mercantile Agents Limited, 2 July 2019. The NSWLRC
stated that surveillance is conducted by private investigators for many purposes, including ‘in areas ranging
from workers’ compensation and motor vehicle injury claims, to arson, intellectual property matters, family law,
defamation, criminal matters, debt collection, repossession and process serving’: NSWLRC Interim Report
No 98 (2001) [6.21].

106 Eg, Submissions 13, 15, 18, 19. One respondent submitted, however, that this type of exception should be
‘mindful’ of other included exceptions: Submission 18.

107 Submission 19.

108 See QLRC Consultation Paper No 77 (2018) [3.146] and NSWLRC Report No 108 (2005) [5.62]-[5.69], Rec 7.

The NSWLRC also recommended that, for other uses of covert surveillance, a private investigator should be
required to obtain authorisation.
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Queensland insurers and insurance adjusters are not private investigators and do
not require a licence, submitted that it:

supports a licensing system being introduced for investigation agents which
would ensure that when it is deemed necessary, surveillance can be used to
investigate claims in a manner that is appropriate and proportionate.

The Consultation Paper refers to the licensing regime that has been introduced
in South Australia. The licensing of investigation agents recognises that
surveillance can be used for legitimate purposes, and provides a regulatory
framework that balances the need to protect individual privacy with the need for
pragmatic rules and certainty around permissible conduct.

5.90 A few respondents submitted more generally that an exception for a person
acting in the course of their occupation should include law enforcement agencies
other than the police, or permit surveillance conducted ‘by a licensed or authorised
individual or agency as part of their duties or for lawful purposes’.10°

Media organisations and journalists

5.91 A number of respondents submitted that the use of a surveillance device by
a media organisation or journalist acting in the course of their occupation should be
permitted, or should not be an offence.°

5.92 Future Wise submitted that investigative journalism is a fjustifiable
exception’ to the general principle that surveillance should not be undertaken
covertly, but that both the surveillance and any subsequent disclosure should satisfy
a public interest test.

5.93 Some respondents, including the QCCL and the QLS, indicated support for
an exception for ‘responsible journalism’, as suggested by the ALRC. """

5.94 The QCCL stated that ‘the public interest in a free media’ requires
protection. This respondent submitted that the media must be capable of
investigating issues and informing the public, which requires them to be able to
gather evidence, including by covertly recording conversations. On this basis, there
should be a ‘specific exception for responsible journalism’. 12

5.95 The QLS submitted that the use of a surveillance device ‘in the course of
responsible journalism intended to serve the public interest’ should be lawful. It stated
that:

109 Eg, Submissions 15, 18 respectively. One respondent also submitted that, for surveillance in public places, a

relevant consideration should be whether that surveillance is part of an organisation’s duties. Additionally, for
surveillance that is overt or covert, a relevant consideration should be whether the surveillance is conducted by
a licensed or authorised agency or individual for ‘lawful purposes’: Submission 18.

110 Eg, Submissions 13, 15, 18. One respondent submitted, however, that this type of exception should be ‘mindful’

of other included exceptions: Submission 18.

11 Eg, Submissions 38, 40, 43. As to the ALRC’s proposal, see [5.296][5.297] below.

112 The QCCL described this specific exception as ‘following the lead’ of the ALRC. This respondent also suggested

that there should be ‘the safeguard of an enforceable remedy for invasion of privacy’.
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The tenets of journalistic independence, subject to reasonable practice and
integrity, must be allowed to continue in practice. The Society agrees with the
ALRC position that this defence should be constrained and should not allow an
unchecked freedom to carry out surveillance in circumstances which do not
adhere to the principles of journalistic integrity, or where the public interest is not
appropriately served (or circumstances pertaining to smaller matters, including
gossip, where there in fact is no reasonable degree of public interest at all).

5.96 An academic suggested adapting the ALRC’s proposed defence of
responsible journalism into an exception a more general public interest exception
that accommodates, but is not limited to, the use of a surveillance device for
responsible journalism.13

Location and retrieval of a surveillance device

5.97 Several respondents submitted that the use of a surveillance device in order
to locate or retrieve that device should be permitted, or should not be an offence, '
but another respondent was opposed.''® The QCCL indicated that this exception
would need to be ‘drafted in a manner that prevents mission or scope creep’.

5.98 The AAUS stated that surveillance devices legislation should prohibit the
use of a surveillance device to determine the geographical location of an object
without consent, ‘except for the sole purpose of retrieval of that object to its owner’. 116

Use of a surveillance device in prescribed circumstances

5.99 A number of respondents submitted that the use of a surveillance device
should be permitted, or should not be an offence, where it occurs in some ‘prescribed
circumstances’.''” Another respondent was opposed to this approach. 18

5.100 In this context, some respondents expressed support for the use of a
tracking device to:

. track objects that have been stolen, or as an anti-theft measure;'°

113 Submission 19, and see also [5.68]-[5.69] above. This respondent also made submissions that limiting this

defence to people who are an employee or member of an organisation that has publicly committed to observing
standards about the use of surveillance by the media, as suggested by the ALRC, would limit the application of
the exception to ‘mainstream media’. It would exclude journalists who are not members of an organisation or
who engage in forms of journalism, such as blogging. It was suggested that an exception that did not include
this limitation ‘may be more inclusive and better reflect the realities of modern journalism’.

114 Eg, Submissions 13, 15, 18, 40.

115 Submission 22.

116 AAUS and Liberty Victoria Paper (2015) [4.3], Rec 3, adopted in Submission 39 from the AAUS.
"7 Eg, Submissions 13, 15, 19, 40.

118 Submission 22.

119

Eg, Submissions 19, 40. One respondent submitted that if the use of a device in circumstances where it has
been stolen is not in a person’s lawful interests, then there should be a ‘narrowly drawn exception for such
circumstances’: Submission 40. See also AAUS and Liberty Victoria Paper (2015) [4.3], Rec 3, adopted in
Submission 39 from the AAUS.
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. monitor traffic; 120
. conduct search and rescue operations;'2" or
. monitor the location of a ‘vulnerable person’.122

5.101  Some respondents gave particular consideration to the use of tracking and
other surveillance devices to monitor patients or vulnerable people. They noted that
the use of a tracking device might mitigate risks, but also cautioned that it does not
provide an adequate substitute for nursing care or address underlying issues, and
has not been proven to increase safety. It was suggested that use in this context
should be with a person’s prior consent (for example, through an advanced health
directive) or the consent of a substitute decision-maker, or that it should be
specifically addressed in separate legislation, such as the Guardianship and
Administration Act 2000 or the Mental Health Act 2016. Respondents emphasised
the importance of focusing on a person’s safety and wellbeing, and the need to
‘respect the independence of patients’. 23

5.102 One respondent submitted that there should be a broad prescribed
circumstance that protects research conducted using surveillance technologies,
subject to approval by an institutional research ethics committee. This would utilise
an existing approach that ‘facilitates research and balances privacy against
competing interests’, and would offer researchers some protection against liability for
inadvertent breaches of privacy.?*

5.103 Some government departments submitted that legislation about
surveillance devices should not impact upon their use of surveillance or their
scientific tracking and research, including suggestions that particular uses of
surveillance devices by departments should be included as a prescribed
circumstance. 25

Other circumstances

5.104 A number of respondents also suggested additional circumstances for
which there could be an exception permitting the use of a surveillance device.

5.105 Some respondents, particularly government departments, submitted that it
is necessary to consider the impact of regulation on their use of surveillance to fulfil
their obligations, enforce or administer the law, or engage in legitimate and justified

120 Eg, Submissions 19, 40. In particular, an academic noted that traffic monitoring may be important if automated

vehicles are used in Queensland: Submission 19. The QCCL supported traffic monitoring if it was to search for
vehicles on a particular list (for example, those that are stolen or unregistered), but opposed a system that is
‘linked to GPS and results in data being added to a database’: Submission 40.

121 Eg, Submission 40.

122 Eg, Submissions 19, 32.

123 Eg, Submissions 21, 33, 40. See also VLRC Report No 18 (2010) [6.48]-[6.53], Rec 17.

124 Submission 29. See also D Butler and P Meeks, ‘Camera Trapping and Invasions of Privacy: An Australian

Legal Perspective’ (2013) 20(3) Torts Law Journal 234.

125 Eg, Submissions 15, 16.
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activities that are within their functions. It was submitted that the use of a surveillance
devices in such contexts should not be impeded. 126

5.106  Generally, respondents submitted that the use of a surveillance device
should not be prohibited if it is ‘in connection with’, ‘permitted by’, ‘authorised by’ or
‘required by’ a law.'?” For example, the Fisheries Act 1994 includes provisions that
permit or require the use of body-worn cameras and tracking devices.'?® DTMR
submitted that this approach is beneficial because ‘it doesn’t require all possible
exceptions to be identified in advance’, but it does require the responsible agency to
make a robust business case’ that takes into account privacy and other relevant
considerations, in the particular circumstances.’?®

5.107  Several respondents submitted that there should be an exception permitting
the use of a surveillance device where it is relevant to law enforcement or is in
accordance with a person’s occupation or duty, including an occupation or duty that
relates to law enforcement.’ The AAUS suggested that a prohibition should not
apply where the installation or use of a surveillance device is ‘by a person acting in
their capacity as a police or public officer, provided such conduct was neither
disproportionate to the activity nor committed in the course of a trespass’. 3"

5.108 Several government agencies submitted that they should be permitted to
use a surveillance device for ‘regulatory’ or ‘enforcement’ purposes, or more broadly
for ‘government purposes’. It was also submitted that the use of a device should be
permitted in connection with the administration of government, for matters such as
site management, protection of tenants, assets or resources, and health or safety.132

5.109 One respondent submitted that participant monitoring should not be
prohibited for ‘law enforcement purposes’, and another submitted that an exception
should permit participant monitoring where it relates to matters of security,
emergency or enforcement. 33

126 Eg, Submissions 15, 16, 26, 31, 36. One respondent also expressed concerns about the collection, storage and
analysis of data: Submission 31.

127 Eg, Submissions 15, 36, 39.

128 Submission 15.

129 Specifically, this respondent suggested an exception ‘where otherwise authorised by law’.

130 Eg, Submissions 15, 16, 18, 35, 39. One respondent referred specifically to surveillance conduced ‘by a licensed
or authorised individual or agency as part of their duties or for ‘lawful purposes’: Submission 18. Another
respondent suggested an exception for surveillance that is ‘conducted in the course of official business as an
authorised officer under legislative instruments’: Submission 10.

131 AAUS and Liberty Victoria Paper (2015) [4.3], Rec 3, adopted in Submission 39 from the AAUS.

132

Eg, Submissions 16, 35. It was also submitted that it might be appropriate to include an exception permitting
the gathering of evidence for regulatory and enforcement purposes. See also, eg, Submission 10.

133 Eg, Submissions 15, 35 respectively. See also [5.42] and n 56, and [5.51]-[5.52] above.
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5.110

Some respondents submitted that there could be exceptions permitting the

use of a surveillance device for other particular purposes, such as: 34

parents using a tracking device, with good intentions, to know where their
children are and whether they are safe; '35

the collection of scientific data; 36
monitoring traffic and enforcing compliance with road rules; 37
the use of body-worn cameras (for example, when enforcing traffic laws); 38

where the use of a device has a direct relationship to safety or assistance in
service delivery, for example, monitoring the security of work sites and
buildings or public transport services; 139

the protection of the environment; 140 and

recording activities that are in public places and that are not ‘private acts’, for
example, recording activities on waterways, recording boat ramps to monitor
and collect data about usage, and covert surveillance of public locations
where criminal activity is suspected to be taking place. 4!

THE COMMISSION’S VIEW

The approach of the draft Bill

5.111

In the Commission’s view, the regulation of the use of surveillance devices

requires a criminal law response to protect the privacy of individuals from unjustified
interference. 42

5.112

Accordingly, the draft Bill prohibits the use of surveillance devices in

particular circumstances.

134

135

136
137
138
139
140
141

142

DTMR also noted some other current uses of surveillance devices, including the use of roadside tolling
equipment to identify and collect tolls from road users, and the provision of vessel tracking services to the
maritime industry. Other possible uses include the use of camera technology in-vehicle that captures images of
individuals in alcohol ignition interlock programs or to detect and address causes of driver distraction, such as
the use of mobile phones. Additionally, vehicle or movement tracking and monitoring can be used to detect
heavy vehicles that are not permitted to travel on some roads, or vehicles that are non-compliant.

Submission 27. This respondent (the Women’s Legal Service QId) observed that this would need to be
distinguished from a person who has committed violence against another person, and uses a tracking device
to locate that person and/or a child who is fleeing from that violence or hiding out of fear.

Submission 15.

Submission 36.

Ibid. Also, eg, Submissions 15, 31.
Submission 36.

Submissions 15, 36.

Submission 15.

See [3.23]-[3.24] above.
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5.113  Specifically, the draft Bill contains four separate use prohibitions, one for
each category of surveillance device, which provide that a person must not use,
install or maintain:

. a listening device to listen to, monitor or record a private conversation, without
the consent of each party to the conversation;

. an optical surveillance device to observe, monitor or record visually a private
activity, without the consent of each party to the activity;

. a tracking device to find, monitor or record the geographical location of:
. an individual, without the consent of the individual; or
. a vehicle or other thing, without the consent of each person who owns,

or is in lawful control of, the vehicle or other thing.

. a data surveillance device to access, monitor or record information that is
input into, output from or stored in a computer, without the consent of each
person who owns, or is in lawful control of, the computer.

5.114 These use prohibitions are subject to exceptions where the use of the
surveillance device is for a particular purpose that, in the circumstances, justifies the
interference with privacy.43

5.115 This approach protects privacy, while taking into account countervailing
rights and interests, and is compatible with the Human Rights Act 2019.'#4 |t
continues and extends the approach taken in the Invasion of Privacy Act 1971 and
achieves reasonable consistency with the approach taken in the surveillance devices
legislation in other jurisdictions.

5.116  The specific aspects of the Commission’s approach, including the elements
of the use prohibitions and their exceptions, are discussed below.

ELEMENTS OF THE USE PROHIBITIONS
Intention
Sections 23 and 24 of the Criminal Code

5.117 In Queensland, the Criminal Code contains general provisions regarding
criminal responsibility, which apply to ‘all persons charged with any criminal offence
against the statute law of Queensland’.'#® In particular, section 23(1)(b) provides that
a person is not criminally responsible for:

an event that—

143 See further [3.26] above.

144 Human Rights Act 2019 (Qld) ss 13, 25.

145 Criminal Code (Qld) s 36(1). These provisions do not apply to regulatory offences, except in some limited

circumstances: s 36(2).
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(i) the person does not intend or foresee as a possible consequence; and
(i) an ordinary person would not reasonably foresee as a possible
consequence.

5.118 The Invasion of Privacy Act 1971 provides that a person is guilty of an
offence ‘if the person uses a listening device’ in contravention of the Act.'46 Section
23(1)(b) of the Criminal Code may apply to excuse the person from committing an
offence, depending on the particular circumstances.

5.119  This excuse could apply, for example, where a person used a listening
device to record a conversation with the consent of the other participants, but the
device also recorded another private conversation between other people at the same
venue. If the person did not intend or foresee that the listening device would record
the second conversation, and provided that the recording of the second conversation
would not have been reasonably foreseen by an ordinary person, the person would
be excused from criminal responsibility.

5.120  Section 24(1) of the Criminal Code provides that, where a person does (or
does not do) an act ‘under an honest and reasonable, but mistaken, belief in the
existence of any state of things’, the person is criminally responsible only to the
extent that they would have been if their belief in the state of things was true.”

5.121 In the example in [5.119] above, if the person who made the recording
honestly and reasonably, but mistakenly, believed that the listening device would not
have the capability to record other conversations being held in the same location, the
person would be excused from criminal responsibility.

Intention in surveillance devices legislation in other jurisdictions

5.122 In most jurisdictions, the use prohibitions include an express element of
‘intention’ or ‘knowledge’.

5.123 In the Australian Capital Territory, it is an offence for a person to use a
listening device ‘with the intention of acting in a way that is prohibited. 4

5.124 The surveillance devices legislation in New South Wales, the Northern
Territory, South Australia and Victoria includes an element of ‘knowledge’.'4® This is

146 Invasion of Privacy Act 1971 (Qld) s 43(1).
147 Criminal Code (Qld) s 24(1).
148

Listening Devices Act 1992 (ACT) s 4(1). A person has intention if the person means to engage in conduct,
means to bring about a result or is aware that it will happen in the ordinary course of events, or believes that a
circumstance exists or will exist: Listening Devices Act 1992 (ACT) s 3A; Criminal Code 2002 (ACT) s 18.

149 The term ‘knowingly’ is defined by the Criminal Code in some jurisdictions. In Queensland, the Criminal

Code (Qld) states that ‘knowingly, used in connection with any term denoting uttering or using, implies
knowledge of the character of the thing uttered or used’: s 1 (definition of ‘knowingly’).

In the Commonwealth, the Australian Capital Territory and the Northern Territory, a person has knowledge of a
result or circumstance if the person is aware that it exists or will exist in the ordinary course of events: Criminal
Code Act 1995 (Cth) s 5.3; Criminal Code 2002 (ACT) s 19; Criminal Code Act 1983 (NT) s 43AJ.
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expressed in various ways, for example, as knowingly using a device, or as using a
device knowing that it is used without consent. %0

5.125 In the Australian Capital Territory, New South Wales, South Australia, and
Tasmania, the use prohibitions do not apply to the unintentional hearing of a
conversation by means of a listening device (or, in Western Australia, to the
unintentional recording or observation of a private activity).’®' In Queensland, the
offence of using a listening device under the Invasion of Privacy Act 1971 does not
include an express element of intention or knowledge, but does not apply to ‘the
unintentional hearing of a private conversation by means of a telephone’. 52

No element of intention or exception relating to unintentional use

5126 The Commission has considered whether an element of intention or
knowledge should be included in the use prohibitions.

5.127  The inclusion of an element of intention or knowledge might be considered
useful, given that the concept of ‘surveillance’ is generally understood to involve
monitoring for a particular purpose. 153

5.128 On the other hand, the inclusion of an element of intention or knowledge
would narrow the scope of the use prohibitions. For example, a recreational drone
flyer who flies a drone around or over a person’s house and captures images of
private activities may not intend to observe or record those activities, even though
an ordinary person would reasonably foresee such capture as a possible
consequence. A specific element of knowledge or intention might erode the
reasonable regulation of some uses of surveillance devices.

5.129 In the Commission’s view, the availability of section 23(1)(b) of the Criminal
Code as an excuse of general application makes it unnecessary to include an
express element of intention or knowledge in each of the offences created by the use
prohibitions in the draft Bill. 1®* Applying section 23(1)(b), a person would be excused
from criminal responsibility for a contravention of a use prohibition under the draft Bill
if they did not intend or foresee an event as a possible consequence, and an ordinary
person would not reasonably foresee the event as a possible consequence.

150 Surveillance Devices Act 2007 (NSW) ss 7(1), 8(1), 9(1), 10(1); Surveillance Devices Act (NT) ss 11(1), 12(1),
13(1); Surveillance Devices Act 2016 (SA) ss 4(1), 5(1)—(3), 7(1), 8(1); Surveillance Devices Act 1999 (Vic)
ss 6(1), 7(1), 8(1). As to consent, see also Surveillance Devices Act 2016 (SA) s 4(2)(a)(i); Surveillance Devices
Act 1998 (WA) ss 5(3)(c),(d), 6(3), 7(1).

151 Listening Devices Act 1992 (ACT) s 4(2)(b); Surveillance Devices Act 2007 (NSW) s 7(2)(c); Surveillance
Devices Act 2016 (SA) s 4(2)(f); Listening Devices Act 1991 (Tas) s 5(2)(d); Surveillance Devices Act 1998
(WA) ss 5(2)(e), 6(2)(e).

152 Invasion of Privacy Act 1971 (Qld) s 43(2)(b).

153 See [2.1] above. The ACT Review, the NSWLRC and the VLRC conceptualised ‘surveillance’ as involving

deliberate monitoring: QLRC Consultation Paper No 77 (2018) [2.23].

154 MJ Shanahan et al, Lexis Nexis Australia, Carter's Criminal Law of Queensland (at April 2018) [2.3.1]. An

intention to cause a specific result may sometimes be included in an offence, for example, the intent to cause
death: s 302.



82 Chapter 5

5.130 The Commission notes that the Western Australian Criminal Code includes
provisions similar to sections 23 and 24.'%% The surveillance devices legislation in
that jurisdiction (which has been expanded beyond listening devices) does not
include an element of intention or knowledge, but does include exceptions relevant
to the use of a listening device or an optical surveillance device that results in the
unintentional hearing of a private conversation, or the unintentional recording or
observation of a private activity.

5.131 In the Commission’s view, the scope of the excuses provided by sections
23 and 24 of the Criminal Code is sufficient protection for the unintentional prohibited
use of a surveillance device.

5.132  Sections 23 and 24 of the Criminal Code will apply to the offences created
by the use prohibitions for each category of surveillance device in a consistent way.
In contrast, exceptions for unintentional use in other jurisdictions apply only to a
listening device or an optical surveillance device, and to only some of the prohibited
uses for those devices.

Use, install or maintain surveillance devices

5.133 The use prohibitions in the draft Bill apply to the use, installation or
maintenance of a surveillance device.

5.134  The Invasion of Privacy Act 1971 does not define the word ‘use’, but in some
other jurisdictions ‘use’ of a surveillance device ‘includes use of the device to record
a conversation or other activity’. 1%

5.135 The ordinary meaning of ‘use’ includes putting something into action or
service, or carrying out a purpose or action by means of a particular thing.'%”
Common examples of the ‘use’ of a device might be a person using their mobile
phone to make an audio recording of a conversation, or using a video camera to
record an event.

5.136  As a general approach, words or phrases in the draft Bill should be given
their ordinary, plain English meaning and should not be defined unless it is necessary
to do so0.1%8 Consistently with the current legislation and with this general approach,
it is not necessary to define the word ‘use’.

155 Criminal Code Act Compilation Act 1913 (WA) ss 23, 24.

156 See the definition of ‘use’ in Surveillance Devices Act 2007 (NSW) s 4(1); Surveillance Devices Act (NT) s 4;

Surveillance Devices Act 1999 (Vic) s 3(1).

157 Merriam-Webster Dictionary (online at 24 February 2020) ‘use’; Oxford Dictionary (online at 24 February 2020)

‘use’; Macquarie Dictionary (online at 24 February 2020) ‘use’. See also QLRC Consultation Paper No 77
(2018) [3.53]-[3.54].

158 See generally Office of the Queensland Parliamentary Counsel, Principles of good legislation: OQPC guide to

FLPs, ‘Clear meaning’ (14 February 2014) [6] ff.
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5.137 The term ‘maintain’ is defined in surveillance devices legislation in other
jurisdictions to include adjusting, relocating or repositioning, repairing and servicing
a surveillance device, or replacing a faulty device.'%® This might cover, for example,
adjusting the angle of a CCTV camera positioned at a fixed location to change the
scope of what is being recorded.

5.138 The ordinary meaning of ‘maintain’ is to enable something to continue in its
existing state, including by keeping something in good condition by conducting
regular checks and repairs. 60

5.139 The draft Bill provides that ‘maintain’, in relation to a surveillance device,
includes adjusting, relocating, repairing and servicing the device, or replacing a
device that is faulty. This makes it clear that the action of replacing a faulty
surveillance device does not amount to the installation of a surveillance device, and
is consistent with the definition of ‘maintain’ in surveillance devices legislation in other
jurisdictions.

5.140  Another relevant matter is doing something to or in relation to a device, for
example, the installation of a program on an individual's smartphone that tracks the
individual’s location without their consent.

5.141 In some jurisdictions, the legislation defines the word ‘install’ to include
‘attach’.'®" In Queensland, the PPRA states that ‘a reference to the installation of a
surveillance device includes a reference to doing anything to or in relation to a device
to enable it to be used as a surveillance device'. That Act also states that examples
of things that might be done are installing hardware or software on the device, or
connecting the device to another device using a wireless connection. 62

5.142  This provision was inserted into the PPRA to:163

clarify that a reference ... to installation of a surveillance device is taken to include
a reference to doing anything to an existing device, including the covert
manipulation of the device either physically or remotely and including the remote
installation of software, to enable the device to be used as a surveillance device.
This clause, in conjunction with clauses [about existing devices], [clarifies] that a

In some jurisdictions surveillance devices legislation also refers to a device being ‘caused’ or ‘permitted’ to be
used. In New South Wales and South Australia, a person must not ‘use or cause to be used’ a listening device,
and, in Tasmania, a person must also not ‘permit’ the use of a listening device. In Western Australia, a person
must not cause any of the included devices to be used, installed, maintained or, for tracking devices, attached:
Surveillance Devices Act 2007 (NSW) s 7(1); Surveillance Devices Act 2016 (SA) s 4(1); Listening Devices Act
1991 (Tas) s 5(1); Surveillance Devices Act 1998 (WA) ss 5(1), 6(1), 7(1).

In circumstances where another person causes or permits the unlawful use, installation or maintenance of a
surveillance device, the provisions of the Criminal Code relevant to charging and convicting principal offenders
will apply: Criminal Code (Qld) s 7, and see [5.279] below.

159 See the definition of ‘maintain’ in Surveillance Devices Act 2007 (NSW) s 4(1); Surveillance Devices Act (NT)
s 4; Surveillance Devices Act 2016 (SA) s 3(1); Surveillance Devices Act 1999 (Vic) s 3(1); Surveillance Devices
Act 1998 (WA) s 3(1). In Western Australia, the definition does not include replacement of a device.

160 Merriam-Webster Dictionary (online at 24 February 2020) ‘maintain’; Oxford Dictionary (online at
24 February 2020) ‘maintain’; Macquarie Dictionary (online at 24 February 2020) ‘maintain’.

161 See the definition of ‘install’ in Surveillance Devices Act 2007 (NSW) s 4(1); Surveillance Devices Act (NT) s 4;
and Surveillance Devices Act 1999 (Vic) s 3(1).

162 Police Powers and Responsibilities Act 2000 (Qld) s 324A.

163

Explanatory Memorandum, Counter-Terrorism and Other Legislation Amendment Bill 2017 (Qld) 26.
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surveillance device warrant, emergency authorisation or tracking device
authorisation can authorise an existing device within the target premises, in
possession of a person or in a vehicle or object, as a surveillance device or type
of surveillance device.

5.143  The draft Bill includes a provision explaining the word ‘install’, in similar
terms to the PPRA provision.

5.144 It is not necessary to separately refer to the attachment of a surveillance
device, or to define the word ‘install’ to include attachment. The word ‘install’ is broad
enough to capture attaching a device to another thing, for example, attaching a
device to clothing to enable the device to be worn.

Prohibited uses

5.145 The use prohibitions in the draft Bill are generally consistent with those in
surveillance devices legislation in other jurisdictions, namely: to listen to, observe,
monitor or record conversations and activities; to access, monitor or record
information that is input into, output from or stored in a computer; and to track the
geographical location of an individual, vehicle or other thing. 64

5.146 In other jurisdictions, terms such as ‘record’, ‘observe’, ‘monitor’, ‘access’ or
‘track’ are not defined by the legislation. These prohibited uses are self-explanatory
and do not need to be defined in the draft Bill.

5.147 For each of the use prohibitions, an element of the offence is that the
installation, use or maintenance of the surveillance device occurs without consent.
The particular requirements for consent vary, depending on the type of surveillance
device. Those requirements are discussed separately below. 195

Listening devices

5.148 Inrelation to a listening device, the draft Bill prohibits the use, installation or
maintenance of a listening device to listen to, monitor or record a private
conversation. 166

5.149  Some jurisdictions (including Queensland) prohibit the use of a listening
device to ‘overhear’ a private conversation.'®” Other jurisdictions prohibit the use of
a listening device to ‘listen to’ a private conversation and define the term ‘listening to’
as including ‘hear’.168

164 See further, [2.27] ff and [5.5] above.

165 See [5.204] ff below.

166 As to the term ‘private conversation’, see [5.162] ff below.

167 Surveillance Devices Act 2007 (NSW) s 7(1); Invasion of Privacy Act 1971 (Qld) s 43(1); Surveillance Devices
Act 2016 (SA) s 4(1); Surveillance Devices Act 1999 (Vic) s 6(1). See also Police Powers and Responsibilities
Act 2000 (Qld) sch 6 (definition of ‘listening device’).

168

See the definition of ‘listen to’ in Listening Devices Act 1992 (ACT) s 2, Dictionary; Surveillance Devices Act
(NT) s 4; Listening Devices Act 1991 (Tas) s 3(1); and Surveillance Devices Act 1998 (WA) s 3(1).
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5.150 The Commission considers that a prohibition on the use of a listening device
to ‘listen to’ a private conversation is reasonable. The ordinary meaning of ‘listen to’
is wide enough and does not require further definition.

5.151  The use of a listening device to ‘overhear’ a private conversation should not
be included as a prohibited use. A person may ‘overhear’ a private conversation
inadvertently or unintentionally, and it is not intended that the unintentional use of
surveillance devices be captured as an offence.

Optical surveillance devices

5.152  The draft Bill prohibits the use, installation or maintenance of an optical
surveillance device to observe, monitor or record visually a private activity.'6® This is
consistent with the approach taken in relation to the use of a listening device.

Tracking devices

5.153  Similarly to surveillance devices legislation in other jurisdictions, the draft
Bill prohibits the use, installation or maintenance of a tracking device to find, monitor
or record the geographical location of an individual, vehicle or other thing.

Data surveillance devices

5.154 The draft Bill prohibits the use, installation or maintenance of a data
surveillance device to access, monitor or record information that is input into, output
from or stored in a computer.

5.155 The scope of the use prohibitions for a data surveillance device varies
between jurisdictions. In New South Wales, it is an offence for a person to monitor
or record the input of information into, or the output of information from, a
computer.’® The legislation in South Australia also prohibits accessing or tracking
information, and extends to information stored in a computer.'”"

5.156  The prohibition in the draft Bill protects against the use of a data surveillance
device to access information that is stored in a computer. It is likely that, when a data
surveillance device is used, information that should reasonably be protected will
already have been stored on that computer; if the prohibition were limited to
information input into or output from a computer, ‘stored’ information would not be
protected. It is sufficient to prohibit accessing, monitoring and recording information,
and is unnecessary to also include the tracking of information as a prohibited use.

5.157 Depending on the circumstances, offences under the Telecommunications
(Interception and Access) Act 1979 (Cth) and offences in relation to accessing or

169 As to the term ‘private activity’, see [5.173] ff below.

170 Surveillance Devices Act 2007 (NSW) s 10(1). Legislation in the Northern Territory and Victoria includes the

same prohibitions, but they apply to law enforcement officers only: Surveillance Devices Act (NT) s 14(1);
Surveillance Devices Act 1999 (Vic) s 9(1).

171 Surveillance Devices Act 2016 (SA) s 8(1).



86 Chapter 5

‘hacking’ information stored in a computer may also apply.'”? However, in the
Commission’s view, it is appropriate that the law provides for broader protections
against the use of a data surveillance device. "3

Private conversations and activities

5.158 The concepts of ‘private conversation’ and ‘private activity’ are fundamental
to the regulation of the use of a listening device and an optical surveillance device,
respectively.

5.159  Generally, a ‘private conversation’ or a ‘private activity’ is one that occurs
between two or more people in circumstances that may reasonably be taken to
indicate that the people who are speaking or being spoken to, or participating in an
activity, do not want to be seen or heard by others, unless it is with their consent. It
does not include a conversation or activity occurring in circumstances where the
parties ought reasonably to expect that they might be seen or heard.'* A ‘party’
generally includes a person who is speaking or being spoken to or participating in an
activity, and sometimes a person who is present with consent.'”>

5.160 In Queensland, the Invasion of Privacy Act 1971 defines the term ‘private
conversation’ to mean: 176

any words spoken by one person to another person in circumstances that
indicate that those persons desire the words to be heard or listened to only by
themselves or that indicate that either of those persons desires the words to be
heard or listened to only by themselves and by some other person, but does not
include words spoken by one person to another person in circumstances in which
either of those persons ought reasonably to expect the words may be overheard,
recorded, monitored or listened to by some other person, not being a person who
has the consent, express or implied, of either of those persons to do so.

5.161  In other jurisdictions, the courts have held that a conversation is ‘private’ if
it is ‘intended to be confined to the parties’, and can be private even where the parties

172 See [D.4]-[D.14], [D.44] below. In relation to the offence of computer hacking or misuse under s 408E of the

Criminal Code (QId), it is a defence to a charge under s 408E to prove that a person’s use of a restricted
computer without the consent of the computer’s controller was authorised, justified or excused by law:
s 408E(4).

173 See further [4.68] ff above.
174 See the definitions of ‘private conversation’ and ‘private activity’, as relevant, in Listening Devices Act 1992
(ACT) s 2, Dictionary; Surveillance Devices Act 2007 (NSW) s 4(1); Surveillance Devices Act (NT) s 4; Invasion
of Privacy Act 1971 (Qld) s 4; Surveillance Devices Act 2016 (SA) s 3(1); Listening Devices Act 1991 (Tas)
s 3(1); Surveillance Devices Act 1999 (Vic) s 3(1); and Surveillance Devices Act 1998 (WA) s 3(1). The
legislation in Queensland, the Australian Capital Territory, New South Wales and Tasmania defines ‘private
conversation’ only. See also [2.21], [2.32]-{2.33] above.

In Queensland, the term ‘reasonably’ is used only in relation to the latter of these circumstances: Invasion of
Privacy Act 1971 (Qld) s 4 (definition of ‘private conversation’).

175 Listening Devices Act 1992 (ACT) s 2 Dictionary (definitions of ‘consent’, ‘party’ and ‘principal party’);

Surveillance Devices Act 2007 (NSW) s 4(1) (definitions of ‘party’ and ‘principal party’); Surveillance Devices
Act (NT) s 4 (definition of ‘party’); Invasion of Privacy Act 1971 (Qld) s 42(2); Surveillance Devices Act 2016
(SA) s 3(1) (definition of ‘principal party’); Listening Devices Act 1991 (Tas) s 3(1) (definitions of ‘party’ and
‘principal party’); Surveillance Devices Act 1999 (Vic) s 3(1) (definition of ‘party’); Surveillance Devices Act 1998
(WA) s 3(1) (definitions of ‘party’ and ‘principal party’). See also [2.23], [2.34]-[2.35] above.

176 Invasion of Privacy Act 1971 (Qld) s 4 (definition of ‘private conversation’).
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are permitted to tell other people about it afterwards. In the context of surveillance
devices legislation, “private” is used not in the sense of “secret” or “confidential”, but
in the sense of “not public”.17”

Private conversations

5.162 The draft Bill defines the term ‘private conversation’ as follows:

Words spoken by an individual are a private conversation if the words are
spoken in circumstances that may reasonably be taken to indicate that—

(a) for words not spoken to anyone else—the individual does not want
anyone else to listen to the words; or

(b) for words spoken to another individual, or other individuals—the
individual, or at least 1 of the individuals to whom the words are spoken,
does not want the words to be listened to by anyone other than—

(i) the individual speaking the words; and
(i) the individuals to whom the words are spoken; and
(iii) any other individual who has the consent of all of the individuals

mentioned in paragraphs (a) and (b).

However, a private conversation does not include words spoken by an
individual in circumstances in which the individual, and all of the individuals to
whom the words are spoken, ought reasonably to expect that someone else may
listen to, monitor or record the words.

5.163  This definition has two limbs. The first limb extends the current definition in
Queensland. It relates to words spoken by one person who does not want the words
to be listened to by any other person. Circumstances might arise, for example, where
a person is dictating private information into a computer.

5.164 The Commission considers that this additional limb is necessary to ensure
that a communication involving one person only is adequately protected in
appropriate circumstances.

5.165 The second limb deals with private communications that are between two
or more people. This limb draws on the definitions of ‘private conversation’ presently

177 Thomas v Nash (2010) 107 SASR 309, [36]-[38], cited with approval in RRG Nominees Pty Ltd v Visible

Temporary Fencing Australia Pty Ltd (No 3) [2018] FCA 404, [23]-[24] and Nanosecond Corporation Pty Ltd v
Glen Carron Pty Ltd (2018) 132 SASR 63, 85 [80].

Consideration has also been given to the concept of a ‘private conversation’ in the context of a business or
committee meeting. Generally, formal and structured meetings that have a commercial character or purpose
can be ‘private’ but may not have the characteristics of a ‘conversation’. See Alliance Craton Explorer Pty Ltd v
Quasar Resources Ltd [2010] SASC 266, cited in Nanosecond Corporation Pty Ltd v Glen Carron Pty Ltd (2018)
132 SASR 63, 85-88 [82]-{90] and RRG Nominees Pty Ltd v Visible Temporary Fencing Australia Pty Ltd
(No 3) [2018] FCA 404, [20]-[21].
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included in the Invasion of Privacy Act 1971,'® the PPRA'"® and the surveillance
devices legislation in other jurisdictions. 180

5.166 The proposed definition of ‘private conversation’ differs from the current
definitions in the Invasion of Privacy Act 1971 and the PPRA by referring in both
limbs to ‘circumstances that may reasonably be taken to indicate’. The words ‘may
reasonably be taken to’ add an objective test that can be applied in a practical way
when considering the limits of the use prohibitions. The addition of those words is
consistent with surveillance devices legislation in other jurisdictions.

5.167 The second limb of the proposed definition of ‘private conversation’ refers
to ‘words spoken by one person to another person, or other persons’, and not to ‘a
conversation’. This extends the ordinary meaning of ‘conversation’ to an instance
where only one person speaks aloud, such as where an instruction is given to
another person. It also reflects that a conversation may be between two or more
persons.

5168 The second limb also recognises that the persons engaged in a
conversation can include the persons who are speaking or are directly spoken to, as
well as other people who are listening to the conversation.'®! Sometimes, a person’s
role in a conversation will become apparent only as the conversation progresses. For
example, a person might be invited to listen to a conversation but then be called upon
to speak, or be invited to be a part of a conversation in which they were not ultimately
required to speak.

5169 The Commission’s view is that the persons engaged in a private
conversation should be treated equally, because they all have an involvement and
an interest in the conversation. The interests of each person might differ, but each
interest should be recognised.

5.170 Both limbs are subject to the limitation that the term ‘private conversation’
does not include words spoken in circumstances where it ought reasonably to be
expected that the words may be listened to, monitored or recorded by someone else.

5.171 In relation to the second limb, a conversation will be a private conversation
if the circumstances may reasonably be taken to indicate that any one of the persons
speaking or being spoken to wants the conversation to be listened to only by
themselves, or by themselves and others who are listening with their consent.
However, it will not be a private conversation if, in the circumstances, all of the
persons speaking or being spoken to (including a person who wanted the

178 Invasion of Privacy Act 1971 (Qld) s 4.

179 Police Powers and Responsibilities Act 2000 (Qld) sch 6.

180 See the definitions of ‘private conversation’ and ‘private activity’ as relevant in Listening Devices Act 1992 (ACT)

s 2, Dictionary; Surveillance Devices Act 2007 (NSW) s 4(1); Surveillance Devices Act (NT) s 4; Surveillance
Devices Act 2016 (SA) s 3(1); Listening Devices Act 1991 (Tas) s 3(1); Surveillance Devices Act 1999 (Vic)
s 3(1); Surveillance Devices Act 1998 (WA) s 3(1). In the ACT Review, it was recommended that the definitions
of ‘private conversation’ and ‘private activity’ should not include circumstances ‘where the parties can
reasonably expect to be overheard or observed by others’: ACT Review [2.5](b), [6.7].

181 A person might listen to a conversation by being present for it, or by using a listening device. For example, a

person might listen to a conversation using a telephone.
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conversation to be private) ought reasonably to have expected that the conversation
might be listened to, monitored or recorded by someone else.

5172 The limitation refers to an expectation that words may be ‘listened to,
monitored or recorded’ by someone else. This is consistent with the Invasion of
Privacy Act 1971 and the PPRA.'8 Given the increasing use of surveillance devices
in the community, it is appropriate that considerations of what is a ‘private
conversation’ include the circumstances in which a person ought reasonably to
expect that they might be monitored or recorded.

Private activities

5.173  The draft Bill defines the term ‘private activity’ as follows:

An activity is a private activity if it is carried out in circumstances that may
reasonably be taken to indicate that—

(a) for an activity carried out by 1 individual—the individual does not want
anyone else to observe the activity; or

(b) for an activity carried out by 2 or more individuals—at least 1 of the
individuals does not want the activity to be observed by anyone other
than—

(i) the individuals carrying out the activity; and

(ii) any other individual who has the consent of all of the individuals
carrying out the activity.

However, a private activity does not include an activity carried out by 1 or more
individuals in circumstances in which all of the individuals carrying out the activity
ought reasonably to expect that someone else may observe, monitor or visually
record the activity.

5.174  The definition of ‘private activity’ is consistent with the definition of ‘private
conversation’ in the draft Bill, and with the approach taken in the surveillance devices
legislation in other jurisdictions.

5.175 A ‘private activity’ can be engaged in by one person, or by more than one
person. In either instance, similarly to a private conversation, an activity can be a
private activity if the circumstances may reasonably be taken to indicate that the
person, or any of the participants, want the activity to be observed only by
themselves, or by themselves and others who are observing with consent. An activity
may not be private if the person or all of the participants ought reasonably to have
expected that it may be observed, monitored or visually recorded by someone else.

5.176  Like the definition of ‘private conversation’, this definition recognises that
the persons who engage in an activity can include those who participate directly in
the activity and others who observe the activity. '8 A person’s role in an activity might

182 Consistency with the Police Powers and Responsibilities Act 2000 (Qld) is important. The draft Bill includes an

exception for use of a surveillance device that is authorised under another Act (see [5.339] ff below), which will
encompass use of a surveillance device under the Police Powers and Responsibilities Act 2000 (Qld).

183 A person might observe an activity by being physically present for it, or by using an optical surveillance device.

For example, a person might observe an activity using Skype.
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become apparent only as that activity progresses. All of the persons engaged in a
private activity should be treated equally because they all have an involvement and
an interest in the activity.

5.177 In South Australia, a private activity does not include an activity that is
carried on in a public place, or in premises or a vehicle if it can be readily observed
from a public place.'®* In Victoria, a private activity does not include an activity carried
on outside a building.'® The VLRC recommended that the definition of private
activity be amended to remove this limitation, observing that this would ensure
consistency in the regulation of listening devices and optical surveillance devices. 186

5.178 These types of restrictions do not apply to the definition of ‘private activity’
in the draft Bill. There are circumstances in which a private activity might reasonably
be carried out in a place that could be considered ‘public’ or that is outside (for
example, two people might agree to meet in a secluded public area). Some places
that are outside a building might be considered ‘private’, such as a backyard
swimming pool. Additionally, excluding activities that participants ‘ought reasonably
to expect may be observed, monitored or recorded’ adequately provides for any
activities that might be seen from a public place.

Other conversations and activities

5.179 The Commission considered suggestions for a legislative scheme that
applies to all conversations and activities, or to a broader range of conversations and
activities.'8” However, there is a risk that, if the legislation applied more broadly, or
required more detailed consideration of whether each conversation or activity was
private, it would be unclear and difficult to enforce.

5.180 The draft Bill regulates the use of a listening device and an optical
surveillance device in relation to a ‘private conversation’ and a ‘private activity’. This
protects individuals’ right to privacy, whilst taking account of countervailing rights and
interests, and other legitimate uses of those devices.

Alternative regulation of optical surveillance devices: ‘property-based approach’

5.181 In the Northern Territory, Victoria and Western Australia, the use
prohibitions for a listening device and an optical surveillance device are in similar

184 Surveillance Devices Act 2016 (SA) s 3(1) (definition of ‘private activity’). A ‘public place’ is defined in s 3(1) as
including:
(a) a place to which free access is permitted to the public, with the express or tacit
consent of the owner or occupier of that place; and
(b) a place to which the public are admitted on payment of money, the test of
admittance being the payment of money only; and
(c) a road, street, footway, court, alley or thoroughfare which the public are allowed
to use, even though that road, street, footway, court, alley or thoroughfare is on
private property.
185

Surveillance Devices Act 1999 (Vic) s 3(1) (definition of ‘private activity’). The term ‘building’ includes any
structure: s 3(1) (definition of ‘building’).

186 VLRC Report No 18 (2010) [6.7]-[6.14], Rec 11, and generally [5.11]-[5.15].

187 See, eg [5.23]-[5.24] above.
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terms, with the prohibition for an optical surveillance device taking an ‘activity-based
approach’. Generally, it is an offence for a person to use, install or maintain an optical
surveillance device to observe, monitor or record visually a private activity, without
the consent of each party. 88

5.182 In New South Wales and South Australia, the use prohibitions for an optical
surveillance device take (in whole or in part) a ‘property-based approach’.

5.183 In New South Wales, a person must not knowingly install, use or maintain
an optical surveillance device on or within premises, a vehicle or any other object to
observe or record visually an activity, if that involves: 189

. entry onto or into the premises or vehicle without the consent of the owner or
occupier of the premises or vehicle; or

. interference with the vehicle or other object without the consent of the person
having lawful possession or lawful control of the vehicle or object.

5.184 It was explained that, because these provisions operate on the basis of an
entry or interference that is without consent, they ‘will not capture people who have
security devices in their own home or premises’. '

5.185 In South Australia, the prohibition incorporates both an activity-based and a
property-based approach. A person must not knowingly use, install or maintain an
optical surveillance device on or in premises, a vehicle or any other thing, to observe
or record visually a private activity: 19

. without the consent of each party to the activity (whether or not the person
has lawful possession or lawful control of the premises, vehicle or thing); and

. if the installation, use or maintenance involves entry onto or into the premises
or vehicle, without the consent of the owner or occupier of the premises or
vehicle; and

188

Surveillance Devices Act (NT) s 12(1); Surveillance Devices Act 1999 (Vic) s 7(1); Surveillance Devices Act
1998 (WA) ss 6(1), (3)(a). In jurisdictions where participant monitoring is permitted, the offence relates only to
a private activity to which a person is not a party: see further [5.245] ff below.

Similarly, it is an offence for a person to use, install or maintain a listening device to listen to, monitor or record
a private conversation, without the consent of each party: see [5.207] ff below.

189 Surveillance Devices Act 2007 (NSW) s 8(1). This prohibition is not restricted to a ‘private activity’. ‘Premises’
is defined to include land, a building, a part of a building and any place, whether built on or not, whether in or
outside the jurisdiction; ‘vehicle’ is defined to include an aircraft, a vessel or a part of a vehicle, whether in or
outside of the jurisdiction: s 4(1) (definitions of ‘premises’ and ‘vehicle’).

190

New South Wales, Parliamentary Debates, Legislative Assembly (6 November 2007) 3579 (D Campbell,
Minister for Police and Minister for the lllawarra). See also New South Wales, Parliamentary Debates,
Legislative Council (14 November 2007) 4045 (L Rhiannon) and 4049 (J Hatzistergos, Attorney-General and
Minister for Justice). This explanation applies to the approach taken for optical surveillance devices, tracking
devices and data surveillance devices.

191 Surveillance Devices Act 2016 (SA) ss 5(1)—(3). ‘Premises’ is defined to include land, a building, a part of a

building and any place, whether built on or not, whether in or outside the jurisdiction; ‘vehicle’ is defined to
include any vessel or aircraft: s 3(1) (definitions of ‘premises’ and ‘vehicle’).
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. if the installation, use or maintenance involves interference with the premises,
vehicle or thing, without the consent of the person having lawful possession
or lawful control of the premises, vehicle or thing.

5.186 In the Commission’s view, a strict property-based approach could have
undesirable outcomes. For example, the owner of a house could use an optical
surveillance device to record other occupants or visitors without their knowledge, or
a person could use a surveillance device on their own property to record
neighbouring premises without entry or interference. Criminal offences that prohibit
observation or recording will protect some types of private activities, such as
undressing or bathing, 192 but not other activities that might be considered private, for
example, receiving medical care at home, engaging in an activity associated with
religious observance or working on a confidential project.

5.187 The consent of people who are participating in an activity that is being
observed, monitored or recorded is of critical importance.’® This is not addressed
by a property-based approach. Additionally, the need for consent of an owner or
occupier, or a person in lawful possession or lawful control, might create difficulties
in some circumstances, such as where those persons are not easily identifiable.

5.188 As discussed previously, the use prohibition for an optical surveillance
device in the draft Bill is directed to private activities, which are protected regardless
of the location in which they occur.'®* Accordingly, the draft Bill does not take an
approach that turns, in whole or in part, on the location of the device user or the
existence of an entry or interference occurring without consent. Uses of an optical
surveillance device that do not capture private activities, such as taking photographs
in the open at a tourist attraction or using a dashboard-mounted camera whilst driving
on a public road, would not be captured by the prohibition.

5.189 The Commission has considered whether the draft Bill should incorporate
both an activity-based and a property-based approach. However, it is not intended
to permit or create specific laws about the use of a surveillance device in homes or
premises, or to regulate trespass or interference with property. An activity-based
approach would best reflect the intended purpose of the draft Bill, namely to protect
the privacy interests of people engaged in private activities.

5.190 For these reasons, the use prohibition for an optical surveillance device is
based on an activity-based approach. Additionally, so far as it is appropriate, the use
prohibitions for a listening device and an optical surveillance device, including any
exceptions, are consistent.

Tracking devices and data surveillance devices

5.191 In the surveillance devices legislation in other jurisdictions, the regulation of
the use of a listening device or an optical surveillance device is generally limited in
application to a ‘private conversation’ or a ‘private activity’. In comparison, the

192 See, eg, Criminal Code (Qld) ss 223, 227A, 229A, and [D.32] ff below.

193 See also [5.204] ff below, as to consent.

194 See [5.173] ff above.



Criminal prohibitions on the use of surveillance devices 93

regulation of the use of a tracking device or a data surveillance device applies
whether or not the relevant information or location is ‘private’.

5.192  This approach more closely reflects the reality that listening devices and
optical surveillance devices are used in many aspects of everyday life, and in ways
that are often widely accepted. For example, it is common for people to make audio
or audio-visual recordings of events that they attend, or to take photographs in public
settings and at some private events.

5.193 In comparison, there may be greater expectations of privacy associated with
tracking devices and data surveillance devices. It has been observed that these
devices can provide a wide range of information about a person, and that their use
can amount to a significant interference with an individual’s privacy.'9> Additionally,
there is not a reasonably clear dividing line between when information obtained using
a data surveillance device or a tracking device would or would not be considered
private, because what is ‘private’ will depend upon an individual’s circumstances.

5.194 In the Northern Territory and Victoria, the regulation of data surveillance
devices applies to law enforcement officers only. Both jurisdictions acknowledged
that these devices might be used for legitimate purposes, and the Northern Territory
explained that this made it ‘unreasonable to criminalise all use’.%

5.195 On balance, the Commission is of the view that tracking devices and data
surveillance devices should be regulated broadly, by prohibiting the use of those
devices without consent as the starting point, but with appropriate exceptions.

Parties

5.196 A ‘party’ to a private conversation is defined in surveillance devices
legislation: 197

. in each jurisdiction, to mean a person by or to whom words are spoken in the
course of the conversation (referred to as a ‘principal party’ in the Australian
Capital Territory, New South Wales, South Australia, Tasmania and Western
Australia);

195 See, eg, ACT Review (2016) [6.8]; VLRC, Report No 18 (2010) [6.29]-[6.30]; NZLC Report No 113 (2010)
[3.50]-3.51]; NSWLRC Interim Report No 98 (2001) [2.15], [2.69], [2.73]. On the other hand, regulation of
tracking devices and data surveillance devices could be approached on the basis that those devices should not
be subject to any greater restrictions: see, eg, NSWLRC Interim Report No 98 (2001) [2.15], and at [2.69],
[2.73]; Joint Working Group Discussion Paper (February 2003) 227, 229.

196 Surveillance Devices Act (NT) s 14; Surveillance Devices Act 1999 (Vic) s9; Explanatory Statement,

Surveillance Devices Bill 2007 (NT), cl 14; Northern Territory, Parliamentary Debates, Legislative Assembly,
20 June 2007, 4760 (S Stirling, Minister for Justice and Attorney-General); Department of Justice Victoria,
Surveillance Devices Bill, Discussion Paper (July 1998) 7; Victoria, Parliamentary Debates, Legislative
Assembly, 22 April 1999, 547 (Mr Hulls).

Previously, legislation in the Northern Territory prohibited the installation, use or maintenance of a data
surveillance device by any person: Surveillance Devices Act 2000 (NT) s 5 (repealed).

197 Listening Devices Act 1992 (ACT) s 2 Dictionary (definitions of ‘consent’, ‘party’ and ‘principal party’);

Surveillance Devices Act 2007 (NSW) s 4(1) (definitions of ‘party’ and ‘principal party’); Surveillance Devices
Act (NT) s 4 (definition of ‘party’); Surveillance Devices Act 2016 (SA) s 3(1) (definition of ‘principal party’);
Listening Devices Act 1991 (Tas) s 3(1) (definitions of ‘party’ and ‘principal party’); Surveillance Devices Act
1999 (Vic) s 3(1) (definition of ‘party’); Surveillance Devices Act 1998 (WA) s 3(1) (definitions of ‘party’ and
‘principal party’).
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. in Queensland, the Australian Capital Territory, New South Wales, Tasmania
and Western Australia to also include a person who listens to, monitors or
records a conversation with the express or implied consent of any of the
principal parties to the conversation.

5.197 A ‘party’ to a private activity is generally defined as a person who takes part
in the activity.'%® In Western Australia, a person who takes part in the activity is a
‘principal party’, and a ‘party’ is a person who observes or records the activity with
the express or implied consent of a principal party. 199

5.198  The draft Bill defines the term ‘party’ as:
Each of the following is a party to a private conversation—
(a) an individual who speaks, or is spoken to, during the conversation;

(b) an individual who listens to the conversation with the consent of all of the
individuals mentioned in paragraph (a).

Each of the following is a party to a private activity—
(a) an individual carrying out the activity;

(b) an individual who observes the activity with the consent of all of the
individuals mentioned in paragraph (a).

5.199  The definitions of ‘private conversation’ and ‘private activity’ in the draft Bill
recognise that the people engaged in a conversation or an activity include the people
who are speaking or being spoken to in a conversation, or the people who are
participating in an activity, and the people who are permitted to listen to or observe
the conversation or activity.200

5.200 As mentioned earlier, the Commission considers that all of those people
should be treated equally, because they all have an involvement and an interest in
the conversation or activity.?°! In particular, each person should be able to protect
their interests by having a role in consenting to the use of a listening device or an
optical surveillance device in connection with the conversation or activity.

5.201  Accordingly, each person who is speaking or being spoken to in a
conversation, participating in an activity, or permitted to listen to or observe the
conversation or activity, should be a ‘party’ to that conversation or activity under the

198 Surveillance Devices Act (NT) s 4 (definition of ‘party’); Surveillance Devices Act 1999 (Vic) s 3(1) (definition of

‘party’). See also, in similar terms, Surveillance Devices Act 2007 (NSW) s 4(1) (definition of ‘party’) which
applies in relation to an ‘activity’.

199 Surveillance Devices Act 1998 (WA) s 3(1) (definitions of ‘party’ and ‘principal party’). The term ‘principal party’

is not used in New South Wales or South Australia in relation to activities. This might be because the legislation
takes, in whole or in part, a property-based approach to regulation of optical surveillance devices, which makes
differentiation between principal and other parties unnecessary.

200 A person might listen to or observe a conversation or an activity by being present for it, or by using a listening

device or an optical surveillance device.

201 See [5.168]-[5.169], [5.176] above.
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draft Bill. The use of a listening device or an optical surveillance device is not unlawful
if it is with the consent of each party to a private conversation or a private activity.20?

5.202 A person who monitors or records a private conversation or private activity
will not be a party to it, unless they also have another role in the conversation or
activity.2%3 For example, a person might listen to a private conversation with consent
and also use a listening device to record that private conversation. In that instance,
the person would be a party because they are listening to the conversation with
consent.204

5.203 The concept of parties is not applicable to the regulation of a tracking device
or a data surveillance device.

Consent

5.204 Consent is a key concept informing the Commission’s view and the
development of the draft Bill.20°

5.205 Each of the use prohibitions in the draft Bill include a lack of consent as an
element of the offence, rather than including consent as an exception to the offence.
This reduces the scope of uses that are prima facie unlawful, and makes it clear that
non-consensual use is unlawful unless an exception applies. A person who uses a
surveillance device with consent will not commit an offence.?%

5.206 The use of a surveillance device with consent, which may be express or
implied, is generally permitted by surveillance devices legislation in other
jurisdictions.207

Listening devices and optical surveillance devices

5.207 In some jurisdictions, consent is an integral part of the definitions of the
terms ‘private conversation’, ‘private activity’ and ‘party’. Generally, a conversation
may be private if the parties want it to be heard only by themselves, or by themselves
and another person with their consent. A person may be a party to a private

202 See [5.207] ff below as to consent. This view takes into account the practicalities that there may be
circumstances in which a person’s role in a conversation or activity may become clear only as the conversation
or activity progresses. A person might intend to speak but only listen, or might attend to listen and then be called
upon to speak.

203 Accordingly, a person who monitors or records a private conversation or private activity, without having any
other role in that conversation or activity, will not be able or required to give or refuse consent to the use of a
listening device or an optical surveillance device.

204 A person who listens to a private conversation with the requisite consent would be a party to the conversation
regardless of whether their use of a listening device to record that conversation was lawful or unlawful. In either
instance, the person would be listening to the conversation with consent.

205 See [3.18]-[3.19] and [4.99] ff above.

206 Under the draft Bill, ‘consent’ is defined as express or implied consent: see [4.100] above, Rec 4-11.

207

Listening Devices Act 1992 (ACT) s 2 Dictionary (definition of ‘consent’), s 4(3)(a); Surveillance Devices Act
2007 (NSW) ss 7(3)(a), 9(1), 10(1); Surveillance Devices Act (NT) ss 11(1)(b), 12(1)(b), 13(1)(b); Surveillance
Devices Act 2016 (SA) ss 4(2)(a)(i), 5(1)—(3), 7(1), 8(1); Listening Devices Act 1991 (Tas) s 5(3)(a); Surveillance
Devices Act 1999 (Vic) ss 6(1), 7(1), 8(1); Surveillance Devices Act 1998 (WA) ss 5(3)(c)—(d), 6(3)(a), 7(1). See
also Invasion of Privacy Act 1971 (Qld) ss 42(2)(b), 43(2)(a).
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conversation or activity if they are present to listen, observe or record with the
consent of the principal parties.208

5.208 In most jurisdictions, a person is not prohibited from using a listening device
or an optical surveillance device to listen to, observe, monitor or record a private
conversation or activity if that is done with the consent of the principal parties.
Consent is included as an exception to the use prohibitions for a person who is a
party to a conversation or activity,2%° or a lack of consent is included as an element
of the relevant offence.?10

5.209 The draft Bill generally prohibits the use of a listening device or an optical
surveillance device without the express or implied consent of each ‘party’.2'

5.210 In effect, this requires the consent of each person who is engaged in a
private conversation or a private activity; namely each person who is speaking or
being spoken to in a conversation or participating in an activity, and each person who
is listening to or observing a conversation or activity with consent.

5.211  This approach treats each of those persons in the same way, recognising
that they all have an interest in the conversation or activity and should all be able to
protect their interest by having a role in consenting to the use of a listening device or
an optical surveillance device.?'2 This might be of particular relevance for the use of
an optical surveillance device, where every person could be seen as being present
in a visual recording.

Tracking devices

5.212  In other jurisdictions, a person must not install, use, maintain or attach a
tracking device to determine the geographical location:2'3

o of a person, without that person’s consent; or
208 See further [5.158] ff and [5.196]-[5.197] above.
209

Listening Devices Act 1992 (ACT) s 4(1), (3)(a); Surveillance Devices Act 2007 (NSW) s 7(1), (3)(a);
Surveillance Devices Act 2016 (SA) ss 4(1), (2)(a)(i), 5(1); Listening Devices Act 1991 (Tas) s 5(1), (3)(a);
Surveillance Devices Act 1998 (WA) ss 5(1), (3)(c), 6(1), (3)(a). With the exception of South Australia, a ‘party’
includes a person who overhears, listens to, monitors, or records a private conversation or activity with consent.
In South Australia, ‘party’ is not defined.

210 Surveillance Devices Act (NT) ss 11(1), 12(1); Surveillance Devices Act 1999 (Vic) ss 6(1), 7(1). These
jurisdictions permit participant monitoring, meaning that the offence applies only where a person is not a party
(and the term ‘party’ is limited to people who would be a ‘principal party’ to a private conversation or private
activity): see also [5.245] ff below.

n See [5.198] ff above and Rec 5-3 below.

212 See [5.168]-[5.169], [5.176] and [5.200] above.

213

Surveillance Devices Act 2007 (NSW) s 9(1); Surveillance Devices Act (NT) s 13(1); Surveillance Devices Act
2016 (SA) s 7(1); Surveillance Devices Act 1999 (Vic) s 8(1); Surveillance Devices Act 1998 (WA) s 7(1).
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. of an object or thing, without the consent of a person who is in lawful
possession or has lawful control of that object or thing.2'4

5.213 In South Australia, for a vehicle or an object, the prohibition applies ‘without
the ... consent of the owner, or a person in lawful possession or lawful control’ of that
vehicle or object.2'®

5.214  Like other jurisdictions, the draft Bill provides that a person must not use,
install or maintain a tracking device to find, monitor or record the geographical
location of an individual without the individual's consent.

5.215 In relation to the geographical location of a vehicle or other thing, the draft
Bill provides that a person must not use, install or maintain a tracking device unless
they have the consent of each person who owns, or is in lawful control of, the vehicle
or thing.

5.216  The owner of a vehicle or other thing has a proprietary interest in it, even
when it is not in their physical possession or control. For that reason, an owner has
an interest in whether or not a tracking device is used, installed or maintained in
relation to their vehicle or thing.

5.217  Where a vehicle or other thing is the subject of a lease or hire agreement
(or other similar agreement), it might be unrealistic to require the owner’s consent
each time a person seeks to use, install or maintain a tracking device in relation to a
vehicle or thing. Additionally, a person who leases or hires a vehicle or other thing
from another person would generally (and particularly where there is a long-term
agreement) consider themselves to be in a similar position to an owner for the
purpose of giving consent to the use of a tracking device.

5.218 For those reasons, the draft Bill provides that a reference to a person who
‘owns’ a vehicle or other thing does not include a person (an ‘excluded owner’) who
owns the vehicle or other thing if:

. another person has the use or control of the vehicle or other thing under a
credit agreement, hiring agreement, hire-purchase agreement, leasing
agreement or another similar agreement; and

. under the agreement, the excluded owner is not entitled to immediate
possession of the vehicle or other thing.

5.219 The draft Bill also requires the consent of each person who is in lawful
control of the vehicle or other thing. A person who is in ‘lawful control’ of a vehicle or
other thing may include a person who:

214 In Western Australia, the legislation refers only to a person ‘in possession or having control’ of an object, and
does not expressly require that the possession or control be lawful. In the Northern Territory, it was explained
that the requirement for the consent of the person who has lawful possession to track a vehicle or thing is to
ensure that, ‘for example, transport and taxi companies can use these devices to determine the location of the
company vehicle at all times’: Explanatory Statement, Surveillance Devices Bill 2007 (NT) 5.

215

Surveillance Devices Act 2016 (SA) s 7(1). If the consent of an owner only is required for the use of a tracking
device on a vehicle or other thing, this might enable a person to track a vehicle or thing whilst it is being used
by another person, and effectively to track that other person’s location without their knowledge or consent.
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. owns a vehicle or other thing;

. leases a vehicle or other thing from another person;

. hires a vehicle or other thing from another person under a hire-purchase
agreement;

. borrows a vehicle or other thing from another person; particularly if, for

example, the agreement to borrow it was in writing, for a defined period of
time or included a requirement for payment.

5.220 In many cases, the owner of a vehicle or thing will also be the person in
lawful control of it, for example, where the owner of a car is also the person who
drives it. In other cases, these may be different people.

5.221  Tracking a person’s vehicle or other thing that is in a person’s control is an
interference with their privacy. Generally, the person in lawful control of a vehicle or
other thing that is being tracked is the person who would be most likely to be affected
by that tracking of the vehicle or other thing. Therefore, it is appropriate for that
person to give or refuse consent to the use, installation or maintenance of a tracking
device.

5.222 In summary, the draft Bill prohibits the use, installation or maintenance of
a tracking device to find, monitor or record the geographical location of a vehicle or
other thing without the consent of each owner (other than an owner who is excluded),
and each person in lawful control of the vehicle or thing.

5.223  Where there is more than one person who is an owner or a person in lawful
control, the consent of each person will be required. It is not intended that either the
owner or the person in lawful control of a vehicle or other thing can consent to the
use, installation or maintenance of a tracking device. This is because, where the
owner and the person in lawful control are different people, that approach might
enable an owner to consent to the use of a tracking device on a vehicle or thing
without the knowledge of the person in lawful control of it.

5.224 The Commission considers that this is a clear and practical approach to the
use prohibition for tracking devices. Generally, it will be possible for the user of a
tracking device to identify the persons who own or are in lawful control of a vehicle
or other thing and, for the reasons previously given, it is reasonable to provide that
the device cannot be used without their consent.

Data surveillance devices

5225 In New South Wales and South Australia, the use, installation or
maintenance of a data surveillance device does not require the consent of the user
of the computer. Rather, a person must not use, install, maintain or attach a data
surveillance device:2'6

216 Surveillance Devices Act 2007 (NSW) s 10(1); Surveillance Devices Act 2016 (SA) s 8(1). As the consent of
the person using the computer is not required, this might enable a person to monitor the activities of another
person using a computer without the other person’s consent.
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. in New South Wales—on or in premises, in relation to a computer on those
premises, if that involves entry onto or into the premises without the consent
of the owner or occupier of the premises, or interference with the computer or
a computer network on the premises without the consent of the person in
lawful possession or lawful control of the computer or computer network; and

. in South Australia—without the consent of the owner, or the person with lawful
control or management, of the computer.

5.226  In the Northern Territory and Victoria, the prohibitions are limited in their
application to the use of a data surveillance device by law enforcement officers. It is
an offence for those officers to use, install, maintain or attach a data surveillance
device without the express or implied consent of the person on whose behalf
information is being input into or output from the computer.2'”

5.227 The draft Bill prohibits the use, installation or maintenance of a data
surveillance device without the consent of each person who owns, or is in lawful
control of, the computer.

5.228 An owner of a computer has a proprietary interest in that computer. An
owner also has an interest in the computer when it is not in their possession or
control, to the extent that their information is stored on the computer and use of a
data surveillance device to access that information would be an interference with
their privacy.

5.229  For the same reasons as applied in relation to a tracking device, a reference
to a person who ‘owns’ a computer should exclude an owner in circumstances where
another person has use or control of the computer under a leasing or other similar
agreement, and the owner is not entitled to immediate possession of the computer.218

5.230 Further, as is the case for a tracking device, the use of a data surveillance
device on a computer that is in a person’s lawful control is likely to be an interference
with the privacy of that person. It is also appropriate for that person to be able to give
or refuse consent for the use, installation or maintenance of the device.

5.231 The Commission appreciates that a person who experiences an
interference with their privacy due to the use of a data surveillance device may not
be the owner or the person in lawful control of a computer. A person might use a
computer without being in lawful control of it, such as at an internet café or library.
Alternatively, information about a person might be input into, output from or stored in
a computer that is owned or lawfully controlled by someone else.

217 Surveillance Devices Act (NT) s 14(1); Surveillance Devices Act 1999 (Vic) s 9(1). In the Northern Territory, this

also applies to officers from the Independent Commission Against Corruption.

In Victoria, the prohibition applies to a person who ‘knowingly’ installs, uses, maintains or attaches the device.
In New South Wales, it applies to a person who ‘knows’ that the installation, use, maintenance or attachment
of the device is without consent.

A similar approach was also used in the Northern Territory’s repealed legislation, which prohibited the use of a
data surveillance device by any person: Surveillance Devices Act 2000 (NT) s 5 (repealed).

218 See [5.215]-[5.224] above.



100 Chapter 5

5.232 The Commission considered whether this use prohibition could more
accurately target a person experiencing an interference with their privacy, for
example, a prohibition on the use of a data surveillance device without the consent
of the user of the computer, or the person about whom information is input into,
output from or stored in the computer. Those options are more precise, but still might
not always have the result that consent comes from the person experiencing an
interference with their privacy. Additionally, it may be impractical and onerous to
apply the provisions in this way, including because it might be difficult to identify each
user of a computer (in particular, a public computer) or each person who is the
subject of information.

5.233  On balance, the Commission considers that the clearest and most practical
approach is to prohibit the use of a data surveillance device without the consent of
each person who owns, or is in lawful control of, the computer. Generally, it would
be their privacy that would be breached if a data surveillance device was used,
installed or maintained to obtain information. Where that is not the case, other
legislation, such as state and federal information privacy legislation, will provide
protection in some cases.

5.234 It is not intended that either an owner or a person in lawful control of a
computer can consent to the use of a data surveillance device, because this might
enable an owner to give consent without the knowledge of a person in lawful control.
This is consistent with the approach taken in relation to the use of a tracking device.

Criminal penalty

5.235 The maximum penalty for a contravention of the prohibition on the use of a
listening device under the Invasion of Privacy Act 1971 is imprisonment for two years
or 40 penalty units ($5338).2'% For a corporation, the maximum penalty is 200 penalty
units ($26 690).220

5.236 The Commission is of the view that a contravention of each of the use
prohibitions under the draft Bill should be a criminal offence, and accordingly a matter
for police investigation and prosecution. The Commission does not consider it
necessary or desirable to additionally provide for a range of civil penalties. The
maximum penalty for the offence should be increased to imprisonment for three
years or 60 penalty units ($8007).

5.237  For corporations, a higher maximum penalty of five times the prescribed
maximum will apply by default pursuant to section 181B of the Penalties and
Sentences Act 1992. Therefore, the maximum penalty for a corporation would be
300 penalty units ($40 035).221

219 Invasion of Privacy Act 1971 (Qld) s 43(1). The prescribed value of a penalty unit is currently $133.45: Penalties

and Sentences Act 1992 (Qld) ss 5(1)(e)(i), 5A(1); Penalties and Sentences Regulation 2015 (Qld) s 3. For an
overview of the maximum penalties in other Australian jurisdictions see [2.39] above.

220 The Invasion of Privacy Act 1971 (Qld) does not expressly provide for higher maximum penalties for

corporations. However, a higher maximum penalty for corporations—of five times the prescribed maximum—
applies by default pursuant to the Penalties and Sentences Act 1992 (Qld) s 181B.

22 As to corporate officer liability, see [7.52] ff below.
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EXCEPTIONS TO THE USE PROHIBITIONS

5.238 Generally, surveillance devices legislation in other jurisdictions includes
specific exceptions that apply to the use of each type of surveillance device. Most
exceptions relate to the use of a listening device or an optical surveillance device.
There are only limited exceptions that permit the use of a tracking device or a data
surveillance device.???

5.239  The draft Bill includes a number of exceptions which provide that the use,
installation or maintenance of a surveillance device without consent in particular
circumstances is not an offence.?23

5.240 Each exception applies to each category of surveillance device. In principle,
the circumstances that form the basis of each exception are equally relevant to each
category of surveillance device.

5.241  Generally, the exceptions are in broad terms and their application will
depend upon the facts and circumstances of a particular matter. Where an exception
includes an element of reasonableness, there are particular requirements that must
be satisfied.

5.242  Accordingly, the draft Bill includes exceptions to the use prohibitions, which
provide that it is not an offence for a person to use, install or maintain a listening
device, an optical surveillance device, a tracking device or a data surveillance device
without consent where it is: 224

. reasonably necessary for the protection of lawful interests;
. reasonably necessary in the public interest;
. to obtain evidence of or information about a serious threat to the life, health,

safety or wellbeing of an individual, or of substantial damage to property, if
the person believed on reasonable grounds that it was necessary to use the
device immediately to obtain the evidence or information;

. to locate or retrieve a vehicle or other thing that has been lost or stolen;
. authorised under another Act of the State or Commonwealth; or
. in prescribed circumstances.

5.243 The Commission considers that these six exceptions in the draft Bill
sufficiently provide for the circumstances in which the use, installation or
maintenance of a surveillance device without consent might be justified.

222 See Tables 2 and 3 in Appendix C.

223 Depending on the circumstances, other offences may be relevant: see [D.32]-[D.45] below. It is a defence to a
change under the Criminal Code (Qld) s 408E (Computer hacking or misuse) to prove that a person’s use of a
restricted computer without the consent of the computer’s controller was authorised, justified or excused by law.

224

The use of a surveillance device with consent and the use of a surveillance device that is unintentional are not
included here, because they have been addressed in the draft Bill and the report by other means: see [5.204] ff
and [5.117] ff, respectively, above.
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5.244  In some instances, the use of a surveillance device may fall within the scope
of multiple exceptions. For example, if a person is the victim of a criminal offence,
exceptions for the use of a surveillance device in the public interest or to protect a
person’s safety and wellbeing might apply, if the requirements of the particular
exception are met.

Participant monitoring

5.245 Participant monitoring is permitted in Queensland, the Northern Territory
and Victoria. In Queensland, the Invasion of Privacy Act 1971 provides that the use
prohibition for a listening device does not apply ‘where the person using the listening
device is a party to the private conversation’.22% In the Northern Territory and Victoria,
a person who installs, uses or maintains a listening device or an optical surveillance
device to listen to, observe, monitor or record a private conversation or a private
activity to which they are a party is not required to inform the other parties or obtain
their consent.226

5.246  Participant monitoring is prohibited in other jurisdictions, because a person
may not record a private conversation or activity to which they are a party without the
consent of the other parties.??’” There are, however, some limited legislative
exceptions, including the use of a device in a person’s lawful interests, in the public
interest or for a person’s safety or wellbeing.228

5.247  Consistently with the Commission’s preliminary view,22° the draft Bill does
not include a general exception that permits the use of a listening device or an optical
surveillance device for the purpose of participant monitoring.

5.248 As previously explained, this approach is consistent with surveillance
devices legislation in several jurisdictions, the Commonwealth law regulating
telecommunications, and the general position taken by other law reform bodies and
inquiries that have considered this issue.?3 It also takes into account advances in
technology, which have increased the accessibility and capabilities of surveillance
devices and therefore the ability of individuals to engage in participant monitoring.

225 Invasion of Privacy Act 1971 (Qld) s 43(2)(a).

226 Surveillance Devices Act (NT) ss 11(1), 12(1); Surveillance Devices Act 1999 (Vic) ss 6(1), 7(1). The regulation
of the use of optical surveillance devices in New South Wales, which does not require the consent of those
being recorded, may also permit participant monitoring to occur: Surveillance Devices Act 2007 (NSW) s 8(1).

227 Listening Devices Act 1992 (ACT) s 4(1); Surveillance Devices Act 2007 (NSW) s 7(1); Surveillance Devices
Act 2016 (SA) ss 4(1), 5(1); Listening Devices Act 1991 (Tas) s 5(1); Surveillance Devices Act 1998 (WA)
ss 5(1), 6(1). See also the Telecommunications (Interception and Access) Act 1979 (Cth) ss 5(1) (definition of
‘communication’), 6(1), 7(1), pursuant to which a person must not intercept a communication passing over a
telecommunications system without the knowledge of the other person making the communication. That offence
also does not include a participant monitoring exception: ALRC Report No 123 (2014) [14.53].

228 As to the exceptions, see [5.254] ff, [5.283] ff and [5.323] ff below. See also ACT Review (2016) [6.9]-[6.11];
NSWLRC Interim Report No 98 (2001) [2.99]; VLRC Consultation Paper No 7 (2009) [5.21], [6.132] ff; VLRC
Report No 18 (2010) [6.54], [6.59]-[6.69]; NZLC Report No 113 (2010) [3.80] ff.

229 QLRC Consultation Paper No 77 (2018) [3.98][3.105].

230 See the discussion of civil surveillance law reform reviews in Appendix E.
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5.249 This approach is also consistent with the Commission’s adoption of a
consent-based approach to the regulation of surveillance devices, which generally
prohibits the use of a surveillance device, without consent, unless an exception
applies.?3" Although the adoption of that model—and the consequent prohibition of
participant monitoring—is a significant departure from the current scheme of
regulation, the Commission has concluded that it is necessary and appropriate in all
of the circumstances.

5.250 In some circumstances, it may be appropriate for a person who is or is not
a party to a private conversation or a private activity to record it without consent, for
example, if a person is being threatened with or experiencing domestic violence.

5.251  However, as a matter of principle, the mere fact that a person is a party to
a conversation or activity should not automatically permit the use of a surveillance
device, and the consequent interference with the privacy of another party. Rather,
the use of a surveillance device without the consent of the other parties should be
permitted only if there are particular reasons that justify interference with a person’s
privacy.

5.252  Circumstances in which the use of a surveillance device would be justified
can be addressed in a way that balances considerations of individual privacy against
the need to use a device without consent in limited circumstances, by including
specific exceptions in the draft Bill.

5.253 A number of relevant exceptions, including use of a surveillance device
where it is in a person’s lawful interests, in the public interest or relevant to
considerations of safety and wellbeing, are discussed below.

Protection of lawful interests

5.254 In jurisdictions where surveillance devices legislation does not include a
general exception permitting participant monitoring, a party to a private conversation
or a private activity may use a listening device or an optical surveillance device to
record that conversation or activity if it is reasonably necessary for the protection of
their lawful interests.?32 Where this exception applies, a party can record a
conversation or activity without the consent of the other parties.

5.255  Specifically, this exception applies in relation to listening devices in the
Australian Capital Territory, New South Wales, South Australia, Tasmania and
Western Australia, and to optical surveillance devices in Western Australia.233

231 See [5.204] ff above.

232 Listening Devices Act 1992 (ACT) s 4(3)(b)(i); Surveillance Devices Act 2007 (NSW) s 7(3)(b)(i); Surveillance
Devices Act 2016 (SA) s 4(2)(a)(ii); Listening Devices Act 1991 (Tas) s 5(3)(b)(i); Surveillance Devices Act 1998
(WA) ss 5(3)(d), 6(3)(b)(iii). In the Australian Capital Territory and Western Australia, a person may also use a
device on behalf of a party in these circumstances.

233 Optical surveillance devices are also regulated in New South Wales and South Australia. The regulation of the

use of optical surveillance devices in New South Wales, which does not require the consent of those being
recorded, may also permit participant monitoring to occur: Surveillance Devices Act 2007 (NSW) s 8(1). The
position in South Australia is discussed separately below.
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5.256  Except in South Australia, a party may record a private conversation or
activity with the consent of a principal party234—that is, a person who is speaking or
being spoken to or participating in an activity—if it is reasonably necessary to protect
that principal party’s lawful interests.?35 As a result, a recording may be made by a
principal party without the consent of others (in this case, the principal party
‘consents’ to making the recording themselves to protect their own lawful interests),
or by a party with the knowledge and consent of one principal party.

5.257  This may be illustrated by the following scenario. If A and B have a private
conversation, they are both principal parties. If A considers that it is reasonably
necessary to protect A’s lawful interests, A may record the conversation without the
consent of B. If C is permitted to listen to that conversation, C could record the
conversation with A’s consent and to protect A’s lawful interests without the consent
of B.

5.258 In those jurisdictions, an exception permitting the use of a listening device
or an optical surveillance device in a person’s lawful interests operates as a limited
form of participant monitoring, but does not extend to their use by a person who is
not a party.

5.259 In South Australia, a party to a private conversation may use a listening
device to record the conversation, if that is reasonably necessary for the protection
of the lawful interests of that person.236 In addition, a person may install, use or
maintain: %"

o a listening device on or within premises or a vehicle, if an owner or occupier
agrees and it is reasonably necessary for the protection of the lawful interests
of the owner or occupier of the premises or vehicle, or some other person; or

o an optical surveillance device on premises without fulfilling the requirements
for consent, if the use of the device is reasonably necessary for the protection
of the lawful interests of that person.238

5.260 Some reviews and inquiries have recommended that an exception about
lawful interests should operate objectively, considering whether surveillance was
‘necessary and proportionate’ and balancing ‘lawful interests’ against other relevant

234 See [5.196] ff above as to parties. In these jurisdictions, in relation to private conversations, a ‘principal party’
is a person who is speaking or being spoken to. A ‘party’ to a conversation is a person who is a principal party,
or another person who listens to or records the conversation with consent. In Western Australia, in relation to
optical surveillance devices, these definitions also include, respectively, a person who participates in a private
activity and a person who observes or records that activity with consent.

235 In the Australian Capital Territory, the recording must be considered by the consenting principal party, on
reasonable grounds, to be necessary for the protection of that principal party’s lawful interests.

236 The term ‘party’ is not defined. Here, the consent of a principal party is not required.

237 Surveillance Devices Act 2016 (SA) ss 4(2)(a)(ii), 4(2)(c), 5(4)(b). As to the definition of ‘premises’, see n 191
above. As to the use of a device by an investigation agent or loss adjuster, see [5.354] ff below.

238

Generally, a person who installs, uses or maintains an optical surveillance device must not do so without
consent from the parties and the owner or occupier of the premises, vehicle or thing: see [5.185] above.
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interests, including the protection of personal privacy.?3° Others have observed that
an exception about lawful interests is potentially uncertain and broad, and that the
use of a surveillance device in these circumstances requires greater regulation.?4°

The meaning of ‘lawful interests’

5.261  The term ‘lawful interests’ is not defined by surveillance devices legislation,
but has been the subject of judicial consideration.

5.262 In Nanosecond Corporation Pty Ltd v Glen Carron Pty Ltd, Doyle J reviewed
relevant decisions and stated that ‘the concept of “lawful interests” is of uncertain
content’ and that, whilst there are some general propositions and guidance in the
relevant authorities, whether a recording was made to protect a person’s lawful
interests ‘remains ... very much anchored in the facts of the particular case’.?*' He
stated that:242

Based on my survey of the authorities, it would appear that a recording made
merely pursuant to a practice of doing so, for the purpose of having a reliable
record or in case it turns out to be advantageous in some future setting is not
enough to warrant its characterisation as a recording made to protect the
person’s lawful interests. Further, this will generally be so even if the recording
occurs in a commercial setting where a person’s business or legal interests are
the subject of discussion, and may still be so even where the person making the
recording has concerns about the honesty or conduct of the other party to the
conversation, is in dispute with that party or is contemplating proceedings against
that party. In Violi v Berrivale Orchards Ltd, the fact that the parties were in a
contractual dispute and that one party feared the other might not tell the truth was
not enough; in Thomas v Nash, the contemplation of future litigation was not
enough; and in RRG Nominees Pty Ltd v Temporary Fencing Australia Pty Ltd
(No 3), the existence of concerns about the conduct of another in their
commercial dealings was not enough.

In summary, while a threat to a person’s physical safety, or the desire to uncover
a crime or resist an allegation of crime, will often give rise to a lawful interest that
would warrant protection through the use of a listening device, not every

239 ACT Review (2016) [6.15]; SA Legislative Review Committee Report (2013) 38, which considered the

Surveillance Devices Bill 2012 (SA) (not passed). See also VLRC Report No 18 (2010) [6.78]-[6.79]; QLRC
Consultation Paper No 77 (2018) [3.116]-[3.119].

240 See, eg, NSWLRC Interim Report No 98 (2001) [2.102], [2.104]; ALRC Report No 22 (1983) vol 2, [1130],
[1135]. See also QLRC Consultation Paper No 77 (2018) [3.95]-[3.96].

The NSWLRC recommended that covert surveillance should be permitted when justified in the circumstances,
and should not be dependent on whether or not a person is a party. Generally, the NSWLRC recommended a
scheme in which a person who wants to use covert surveillance should be required to obtain prior authorisation:
NSWLRC Interim Report No 98 (2001) [2.102], note 149. See also QLRC Consultation Paper No 77 (2018)
[3.97], [D.7]-[D.8].
4 (2018) 132 SASR 63, 94 [101]. It was also observed that decisions ‘are not all easy to reconcile’ and that this
is partly ‘a reflection of the case and fact specific nature of the concept of lawful interests’: at 90 [96]. See also,
generally, D-P v Minister for Child Protection (2018) 132 SASR 102, 116-18 [69]-{74] (ParkerJ); and
Thomas v Nash (2010) 107 SASR 309, 317 [47]-[48] (Doyle CJ). See generally, H Douglas and M Burdon,
‘Legal responses to non-consensual smartphone recordings in the context of domestic and family violence’
(2018) 41(1) University of New South Wales Law Journal 157, 174 ff.

242 Nanosecond Corporation Pty Ltd v Glen Carron Pty Ltd (2018) 132 SASR 63, 95 [103]-[105].

See also, as to the points made by Doyle J in his survey of authorities, Violi v Berrivale Orchards Ltd (2000) 99
FCR 580, 5867 [27]-{33] (Branson J); Thomas v Nash (2010) 107 SASR 309, 317 [46]-{49] (Doyle CJ);
RRG Nominees Pty Ltd v Visible Temporary Fencing Australia Pty Ltd (No 3) [2018] FCA 404, [31] (White J).



106

Chapter 5

5.263

commercial or legal interest, or dispute in relation to such an interest, will suffice
to establish a lawful interest for the purposes of the legislation.

However, it would seem that where a dispute has arisen, and has crystallised
into a real and identifiable concern about the imminent potential for significant
harm to the commercial or legal interests of a person, this may suffice to give rise
to lawful interests warranting protection through the use of a listening device. This
was so in Chao v Chao and Metz Holdings Pty Ltd v Simmac Pty Ltd (No 1). It
was also so in Dong v Song, where [it was considered] critical that the situation
had moved from a general or abstract concern to have a reliable record in the
hope it might later be of some advantage, into a particular concern about the
honesty of the defendants and the significance of the relevant conversation to
imminent legal proceedings.

Some circumstances in which a person has been found to have used a

surveillance device in a way that protected their lawful interests include:?43

5.264

a dispute about property arrangements, which included threats of ejection
from the property, where litigation had already commenced;

a dispute concerning legal obligations arising under a sale agreement
between the parties;

a ‘serious dispute’ about misleading and deceptive conduct related to the
purchase of a business, where legal proceedings were imminent;

current or continuing abuse and exploitation, contravention of a domestic
violence order where the person had a ‘genuine concern for their own safety’,
or more generally, where the circumstances involved a ‘serious crime’; or

to prevent or refute accusations that a person had fabricated a relevant
conversation, particularly in the context of a criminal investigation.

In contrast, circumstances in which a person was found to have used a

surveillance device in a way that did not fall within the exception for protection of their
lawful interests include:?44

a recording made in case it turned out to be advantageous in the future
(including where there was contemplation of future litigation), or pursuant to
a ‘usual practice’ where there was no anticipated or actual dispute;

a recording that was not made to protect a lawful interest, namely, where a
recording was made to ‘trap’ the other party into engaging in particular

243

244

See generally R v Le (2004) 60 NSWLR 108, 124 [79] (Hulme J), 124-6 [83]-[85] (Adams J); Chao v Chao
[2008] NSWSC 584, [8]-[9]; Metz Holdings Pty Ltd v Simmac Pty Ltd (2011) 193 FCR 195, 196 [1]-[2], 199
[23]-[24] (and see Metz Holdings Pty Ltd v Simmac Pty Ltd (No 2) (2011) 216 IR 116, 145, [159]-[160]); DW v
The Queen (2014) 239 A Crim R 192, 199 [37], 201-02 [47]-[50]; Groom v Police (SA) (2015) 252 A Crim R
332, 342-3 [37]-{43]; Dong v Song (2018) 331 FLR 326, 335-6 [44]-[49]; R v Coutts [2013] SADC 50, [26].
See also Explanatory Memorandum, Listening Devices Bill 1992 (ACT) 2; Alliance Craton Explorer Pty Ltd v
Quasar Resources Ltd [2010] SASC 266; Violi v Berrivale Orchards Ltd (2000) 99 FCR 580, 587 [31]-[32].

See generally Sepulveda v The Queen (2006) 167 A Crim R 108, 134 [130]-[131], 1367 [137]-[144];
Thomas v Nash (2010) 107 SASR 309, 317 [44]-[50]; Georgiou Building Pty Ltd v Perrinepod Pty Ltd [2012]
WASC 72 (S), [17]; Levy v Bablis [2013] NSWCA 28, [109]; RRG Nominees Pty Ltd v Visible Temporary Fencing
Australia Pty Ltd (No 3) [2018] FCA 404, [26]-[33].
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conduct where the ‘threat of disclosure’ of the recording could be used to
‘persuade’ the other party to take certain action; or

. a victim of crime recording a conversation with an alleged offender for the
purpose of obtaining admissions; however, this will depend on the particular
circumstances, including the proximity in time of the offending to the
conversation and the victim’s ability to take other reasonable action, such as
approaching the police.?45

5.265 In Nanosecond Corporation Pty Ltd v Glen Carron Pty Ltd, Doyle J’s
reasoning also highlighted the importance of the phrase ‘protection of lawful
interests. He concluded that, whilst there were relevant ‘contemplated, and then
actual, legal proceedings’, some recordings were made with a view to advancing
those proceedings or obtaining evidence to use in the proceedings (rather than for
the protection of the plaintiff's commercial interests at the time when they were in
jeopardy). Those were held not to be recordings made ‘for the protection’ of the
plaintiff's lawful interests.246

5.266 In Sepulveda v The Queen, the New South Wales Court of Criminal Appeal
stated that this exception ‘should not be interpreted in such a way as to render otiose
the primary purpose of the Act, which is to protect privacy by prohibiting covert
recording of a conversation other than (usually) by way of a warrant under the Act’.24”
However, the need to establish the scope of ‘lawful interests’ is offset by the
requirement that the use be ‘reasonably necessary’ to protect those interests. It has
been explained that the question of reasonable necessity should be judged

245 See, in particular, Sepulveda v The Queen (2006) 167 A Crim R 108. In that case, the appellant had been

convicted of historical sexual offences. One of the complainants in those offences had, without the appellant’s
knowledge and approximately 15 to 20 years after the offending occurred, recorded a conversation between
himself and the appellant in which the appellant made admissions. The New South Wales Court of Appeal held
that the making of the recording was not ‘reasonably necessary’, because the complainant could have
approached the police with his complaint rather than moving directly to recording a conversation himself. It also
observed that the term ‘lawful interests’ should not be construed as having an open ended meaning, noting that
a broad interpretation could leave open ‘the covert recording of a conversation by any person who alleges [they
are] a victim of crime, and who speaks to the alleged offender for the purpose of obtaining admissions’. Such
an approach could serve to undermine the legislation’s purpose of protecting privacy. See further
[6.266]-[5.267] below.

Cf DW v The Queen (2014) 239 A Crim R 192, in which it was held that a recording made by a child complainant
of a conversation with the alleged perpetrator was made for the protection of the complainant’s lawful interests
(at 202 [50]-[51] (Ward JA; Harrison and RA Hulme JJ agreeing)):

In Sepulveda, the recording was made by an adult, some years after the alleged assaults.
Here, it was made by a [14 year old] child and it was made while the assaults were ongoing.
The recording was made prior to any investigation by the police of allegations of sexual
misconduct by the appellant. ... [T]he complainant was frightened of the appellant, with
whom she was living, as a result of his violent behaviour and ... the only other adult in the
house had been convinced by the appellant that she was lying. ... [I]t was not practicable
in the circumstances ... for the complainant to contact police in order to seek to arrange a
warrant to record conversations with her father.

246 (2018) 132 SASR 63, 97 [114]-[116].

247 (2006) 167 A Crim R 108, 136 [142] and see 131-2 [115]. See also Thomas v Nash (2010) 107 SASR 309, 317
[49]; RRG Nominees Pty Ltd v Visible Temporary Fencing Australia Pty Ltd (No 3) [2018] FCA 404, [29];
Nanosecond Corporation Pty Ltd v Glen Carron Pty Ltd (2018) 132 SASR 63, 94-5 [102]. In Nanosecond
Corporation it was stated that ‘the exception in relation to “lawful interests” should not be construed so widely
as to undermine the protection intended to [be] afforded to private conversations’. The VLRC stated that the
court in Sepulveda interpreted the phrase ‘reasonably necessary for the protection of the lawful interests’ of a
principal party ‘narrowly, in order to prevent the exception from swallowing the rule’: VLRC Report No 18
(2010) [6.62].
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objectively and based upon the circumstances existing at the time of recording,
taking into account: 248

. the extent to which the recording was necessary to protect the relevant
interests;
. other means available to address the matter or obtain a recording (for

example, by reporting a crime to police); and

. whether the intrusion into privacy that occurs when a recording is made is
justified, taking into account the interests that are being protected.

5.267 The term ‘reasonably necessary’ has been held to mean reasonably
‘appropriate, but not essential’, for the protection of the lawful interests of the person.
Further, the ordinary meaning of ‘protection’ as ‘shelter, defence, or preservation
from harm, danger, or evil’ has been said to be apt in this context.24°

The Commission’s view

5.268 The draft Bill does not provide a general exception that permits participant
monitoring of private conversations or private activities.25° There must be some other
justification to allow a party to use a surveillance device without the consent of the
other parties to the conversation or activity.

5.269 Accordingly, the draft Bill contains a limited, specific exception which
provides that it is not an offence for a person to use, install or maintain a surveillance
device without consent if use of the device is ‘reasonably necessary to protect the
lawful interests’ of a person.

5.270 The draft Bill does not define the term ‘lawful interests’. However, there is
an established line of judicial reasoning interpreting the meaning of that term, and
whether the test will be met in the particular circumstances of each case. Additionally,
it is beneficial that there is scope for the concept of lawful interests to be considered
on the facts of each case.

5.271  The inclusion of the requirement that the use is ‘reasonably necessary’ and
‘to protect’ a person’s lawful interests limits the scope of the exception. In particular,

248 Sepulveda v The Queen (2006) 167 A Crim R 108, 132 [116]-[118], 136—7 [138]-[139], [142]; Violi v Berrivale
Orchards Ltd (2000) 99 FCR 580, 585 [23], 587 [32]; Marsden v Amalgamated Television Services Pty Ltd
[2000] NSWSC 465, [14], [17]-[18], [20]-[23]; Georgiou Building Pty Ltd v Perrinepod Pty Ltd [2012] WASC 72
(S) [16]-[17]; RRG Nominees Pty Ltd v Visible Temporary Fencing Australia Pty Ltd (No 3) [2018] FCA 404, [29].

See also ACT Review (2016) [6.14]-[6.15], where it was explained that by applying this approach:

the courts have balanced the interest protected by the recording against the interests of
privacy in the particular circumstances. In this way a flexible approach to the range of
interests that might justify surveillance is balanced against the need for protection of that
interest to be proportionate to the interference with privacy involved.

Itis not sufficient that a person who uses a surveillance device ‘believed it to be reasonably necessary to protect
a lawful interest’: VLRC Report No 18 (2010) [6.65].

249 Sepulveda v The Queen (2006) 167 A Crim R 108, 132 [117], [120]; Georgiou Building Pty Ltd v Perrinepod
Pty Ltd [2012] WASC 72 (S) [16]. In Georgiou, it was explained that the word ‘necessary’ should, in this context,
be construed as meaning ‘appropriate, but not essential or unavoidable’.

250 See [5.247] ff above.
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the phrase ‘reasonably necessary’ has been explained as requiring an objective test,
based upon circumstances existing at the time of the use of the device and taking
into account relevant factors. It is important that this exception incorporates the
concept of reasonableness as an objective test, so that it operates in appropriate
circumstances.

5.272  This exception should apply to any person who can establish that they hold
a lawful interest, and that the use of a surveillance device is reasonably necessary
for the protection of that lawful interest.

5.273  Whether or not the use of a surveillance device is permitted should not turn
on a person’s status or role in a particular situation, but rather on their reasons for
using a surveillance device. A person who is a party to a conversation or activity
might have a lawful interest in it. Equally, a person who does not have any
involvement in a situation could nonetheless hold a relevant lawful interest. For
example, a person might overhear a conversation that is between other people but
of relevance to their own lawful interests, such as a conversation about a legal
dispute in which they are a defendant. Additionally, involvement in a situation is of
less relevance to the use of a tracking device or a data surveillance device.

5.274 A person who establishes that they have a lawful interest, and that it is
reasonably necessary to protect it by using a surveillance device, has a reason
justifying the use of a surveillance device. Use in those circumstances should not be
limited only to a particular category of people. Accordingly, the draft Bill provides that
it is not an offence for a person to use, install or maintain a surveillance device where
use of the device is reasonably necessary for the protection of their lawful interests.

5.275 The Commission also notes that it might be useful for the new regulator to
provide guidelines about this exception, including examples of circumstances in
which the use of a surveillance device might be reasonably necessary to protect a
person’s lawful interests.25

The lawful interests of other people

5.276  The draft Bill provides that it is not an offence for a person to use, install or
maintain a surveillance device where use of the device is reasonably necessary to
protect their own lawful interests. It also provides that it is not an offence for a person
to use a surveillance device to protect another person’s lawful interests, when
authorised to use the surveillance device on behalf of that other person.

5.277  Surveillance devices legislation in some other jurisdictions recognises the
use of a surveillance device on another person’s behalf, by prohibiting a person from

251 As to the regulator’'s power to make guidelines, see [10.109] ff and Rec 10-10(d) below.
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causing or permitting a surveillance device to be used,?52 or by including in some
exceptions use that is on behalf of another person.253

5.278 More specifically, exceptions for use of a surveillance device to protect a
lawful interest often permit a party to record a private conversation or private activity
if it is with the consent of a principal party and is reasonably necessary to protect that
principal party’s lawful interests. In South Australia, a listening device may
sometimes also be used to protect another person’s lawful interests.2%*

5.279 The Commission notes that, in circumstances where another person
caused or permitted the unlawful use, installation or maintenance of a surveillance
device, the provisions of the Criminal Code relevant to charging and convicting
principal offenders may apply. Those persons can be deemed to have taken part in
committing the offence, and can be charged with and found guilty of the offence.25%

5.280 Generally, a person can appoint another person as their agent, so that the
agent acts as the representative of the person.2% This will generally be sufficient for
the appointment of an agent to use a surveillance device in some circumstances,
such as where a conversation is recorded by an agent and with the consent of the
other parties.

5.281 However, unlike other exceptions included in the draft Bill, this exception is
framed in terms of the particular interests of the person using the device.?%” The law
of agency could operate to effectively satisfy this requirement, but for clarity and
because the use of a surveillance device can be an offence, the use of a device by
one person in another person’s lawful interests should be the subject of an express
provision.

5.282  Accordingly, the draft Bill provides that it is not an offence for a person to
use, install or maintain a surveillance device on behalf of another person who has
authorised the person to use the device on that other person’s behalf, where the use
is reasonably necessary for the protection of the lawful interests of that other person.
The draft Bill does not provide that a person may use a device for that purpose on
their own initiative, because the scope of the exception would then be too broad to
adequately regulate the use of a surveillance device.

252 Surveillance Devices Act 2007 (NSW) s 7(1); Surveillance Devices Act 2016 (SA) s 4(1); Listening Devices Act
1991 (Tas) s 5(1); Surveillance Devices Act 1998 (WA) ss 5(1), 6(1), 7(1). The use prohibitions that include the
concepts of ‘cause’ and ‘permit’ are limited to listening devices, except in Western Australia where the legislation
extends to causing any device to be used, installed, maintained or attached.

253 Listening Devices Act 1992 (ACT) s 4(3); Surveillance Devices Act 1998 (WA) ss 5(2)(d), (3), 6(2)(d), (3),
26(1)-(2), 27(1)—(2). In Western Australia, some provisions refer more specifically to ‘a person who is acting on
behalf of a party’ to a private conversation or a private activity: ss 26(2), 27(2).

254 See [5.259] above.

255 Criminal Code (Qld) s 7; see also n 158 above.

256 See generally, LexisNexis Australia, Halsbury’s Laws of Australia (at 14 July 2014) 15 Agency.
257

Cf, eg, the exceptions to the use prohibitions which provide that it is not an offence for any person to use a
device in circumstances where it is reasonably necessary in the public interest, or where it is to obtain evidence
or information in relation to a serious threat to an individual’s life, health, safety or wellbeing, or of substantial
damage to property: see [5.283] ff below.
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Public interest

5.283 In Western Australia and the Northern Territory, the term ‘public interest’ is
defined by surveillance devices legislation to include:?%8

the interests of national security, public safety, the economic well-being of
Australia, the protection of public health and morals and the protection of the
rights and freedoms of citizens.

5.284 The term ‘public interest’ is used in diverse contexts and is generally
interpreted broadly. What is ‘in the public interest depends on the context,
circumstances and purpose, but it does not include circumstances that are ‘merely
of interest’ to the public.2%°

5.285 Some concepts that might inform a general understanding of the term
‘public interest’ are that the relevant matters or interests being considered ‘convey a
sense of matters of public concern ... as opposed to matters that are the concern of
a particular person or entity’, or that there are social values that should be protected.
Within various approaches, one constant feature of a public interest test is that the
meaning of the term is decided in context and in a way that ‘balances’ various
interests to ensure ‘that recognition of the prevailing public interest goes only as far
as is necessary, with the least possible (‘proportionate’) compromising of another
interest’.260

5.286 The public interest might intersect with an individual’s interest, if the general
application of that individual's interest would affect others in a similar way. For
example, the NSWLRC observed that ‘a person’s interest in preventing unjustified
intrusions into his or her personal privacy, or protecting the right to a fair trial, are
classic examples of private interests which it is in the public interest to uphold’.26’

5.287 In general terms, examples of matters that might, depending on the
circumstances, be ‘in the public interest’ include:262

258 Surveillance Devices Act (NT) s 41; Surveillance Devices Act 1998 (WA) s 24 (definition of ‘public interest’). In

the Northern Territory, the scope of the legislation is restricted to emergency use in the public interest: pt 6. See
further [5.289] below.

259 S Rice, ‘The meaning(s) of public interest in law’ in B Douglas and J Wodak (eds), Who speaks for and protects

the public interest in Australia? Essays by notable Australians (2015) 24, 24; SA Legislative Review Committee
Report (2013) 38, 74; ACT Review (2016) [6.18].

260 See Rice, above n 259, 24-5.

See also NSWLRC Interim Report No 98 (2001) [6.4] ff; SA Legislative Review Committee Report (2013) 38;
VLRC, Report No 18 (2010) [7.187]; ALRC Discussion Paper No 80 (2014) [8.36]-[8.37].

261 NSWLRC Interim Report No 98 (2001) [6.7]. See also NSWLRC Report No 108 (2005) [5.15]; SA Legislative
Review Committee Report (2013) 38, 74; Privacy Committee of South Australia, Responses to questions on
notice from the South Australian Legislative Review Committee: Inquiry into surveillance devices (2013) 2; ACT
Review (2016) [6.18]. See also ALRC Discussion Paper No 80 (2014) [2.12].

262 NSWLRC Interim Report No 98 (2001) [6.5], [6.11]; NSWLRC Report No 108 (2005) [5.21]; SA Legislative
Review Committee Report (2013) 38-39, 76; Australian Communications and Media Authority, Privacy
Guidelines for Broadcasters (September 2016) 6-7.

In South Australia, covert recordings of a suspect by a police informant have been found to be in the public
interest: see, eg, R v Giaccio (1997) 68 SASR 484; R v Smith (1994) 63 SASR 123; see also SA Legislative
Review Committee Report (2013) 38.
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. the prevention and detection of illegal activities, for example, the investigation
of a crime or detection of insurance fraud;

. public officer maladministration in relation to performing official functions, for
example, the unauthorised use of public funds, corruption or bribery;

. national security;

. conduct causing a substantial risk to public health, safety, or the environment;
o the protection of public assets;

o retail practices that contravene consumer protection laws; and

o the prevention of wrongful prosecutions.

5.288 The ALRC has observed that because community expectations of privacy
change over time, it is preferable to provide a non-exhaustive list of matters that are
in the public interest than to define the term ‘public interest’. The ALRC stated that
this would ‘allow the meaning of public interest to develop in line with changing
community attitudes and developments in technology’.263

Surveillance devices legislation in other jurisdictions

5.289 In Western Australia and the Northern Territory, the term ‘public interest’ is
defined, as explained in [5.283] above. The provisions permit the use of a listening
device or an optical surveillance device to listen to, observe, monitor or record a
private conversation or activity:264

. by a party or a person acting on their behalf, if a principal party consents and
there are reasonable grounds for believing that the use of the device is in the
public interest (Western Australia);26°

. by a person on behalf of a child or protected person under their care,
supervision or authority who is a principal party, if there are reasonable
grounds for believing that the use of the device will contribute toward the
protection of their best interests and is in the public interest
(Western Australia); 266

. by a person if at the time of use there are 'reasonable grounds for believing
that the circumstances are so serious and the matter is of such urgency' that

263 ALRC Report No 123 (2014), [8.39]; see also Rice, above n 259, 25.

264 These provisions do not apply if, in the course of installing or using a device, a person does an act that is
unlawful under any other law: Surveillance Devices Act (NT) s 42; Surveillance Devices Act 1998 (WA) s 25.

265 Surveillance Devices Act 1998 (WA) ss 5(2)(d), 6(2)(d), 26(1), (2), 27(1), (2).

266 Surveillance Devices Act 1998 (WA) ss 5(2)(d), 6(2)(d), 26(3), 27(3). A ‘protected person’ is a person who, by

reason of mental impairment, is unable to consent to the use of a listening device or an optical surveillance
device in accordance with the public interest provisions: ss 26(4), 27(4).
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the use of the device is in the public interest (an 'emergency use')
(Western Australia, Northern Territory).267

5.290 In South Australia, the prohibitions against using a listening device or an
optical surveillance device do not apply if the use of the device is in the public
interest.268 The term ‘public interest’ is not defined.

5.291 The ACT Review, noting that this concept is generally interpreted broadly,
recommended that legislation ‘allow surveillance when it is carried out to protect a
public interest and the surveillance activity is necessary and proportionate’.26° The
VLRC decided not to recommend a ‘broad public interest exception’ because it
considered that the scope would be ‘too uncertain for use in a regime that contains
criminal sanctions’.270

Alternative approaches

5.292 The ALRC and the NSWLRC have each proposed an alternative legislative
scheme to address the use of a device in the public interest.

5.293 The NSWLRC proposed that covert surveillance should be permitted in the
public interest only where it is authorised by an ‘appropriate issuing authority’,2”
having regard to factors such as:272

e the nature of the issue in respect of which the authorisation is sought;

e the public interest (or interests) arising from the circumstances;

267 Surveillance Devices Act (NT) ss 11(2)(c), 12(2)(e), 43, 44; Surveillance Devices Act 1998 (WA) ss 5(2)(d),
6(2)(d), 28, 29. These provisions also include procedures for reporting the emergency use to a judge:
Surveillance Devices Act (NT) s 45; Surveillance Devices Act 1998 (WA) s 30.

268 Surveillance Devices Act 2016 (SA) s 6(1)(a), 2(a). More specifically, the prohibitions also do not apply to the

installation, use or maintenance of a listening device or an optical surveillance device under the provisions
about investigation agents and loss adjusters, or of an optical surveillance device on premises where it is
reasonably necessary to protect a person’s lawful interests, if the use of the device is in the public interest:
s 6(1)(b), 2(b). See also QLRC Consultation Paper No 77 (2018) [3.106] ff, [3.145] ff.

The communication or publication of information obtained from use of a surveillance device in the public interest
is limited to particular circumstances: see [6.95], [6.97]-[6.98] below.

269 ACT Review (2016) [2.5](d), [6.18], [6.21]. However, it was also recommended that subsequent communication

should require a court order, unless the communication is to a media organisation subject to an appropriate
code of conduct: see [6.104] below.

270 VLRC Report No 18 (2010) [6.81]. In a recent New South Wales review about landowner protection from

unauthorised filming or surveillance, it was recommended that the Surveillance Devices Act 2007 (NSW) should
be reviewed to consider whether to ‘insert a public interest exemption for unauthorised filming or surveillance’.
The NSW Government has supported this recommendation in principle, and indicated this it would establish a
working group for this purpose: Parliament of NSW Legislative Council, Select Committee on Landowner
Protection from Unauthorised Filming or Surveillance, Landowner Protection from Unauthorised Filming or
Surveillance (October 2018) [3.11]-[3.18], [3.54], Rec 3; N Blair, NSW Government, Response.

2n It was proposed that the ‘issuing authority’ could be members of a court or tribunal, and more generally that it

should be ‘accessible, affordable, expeditious and impartial: NSWLRC Interim Report No 98 (2001)
[6.34]-[6.36], Rec 52.

272 NSWLRC Interim Report No 98 (2001) [6.37]-[6.38], Rec 54, as amended by NSWLRC Report No 108 (2005)
[6.47], Rec 3. The NSWLRC also considered that any authorisation issued should specify a number of matters,
including the circumstances in respect of which it is granted and the various public interests that were
considered: NSWLRC Interim Report No 98 (2001) [6.39]-{6.42], Rec 55.
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e the extent to which the privacy of any person is likely to be affected;

o whether measures other than covert surveillance have been used or may
be more effective;

e the intended use of any information obtained as a result;
¢ the role played by the media in upholding the public interest; and

o whether the public interest (or interests) involved justifies the
displacement of individual privacy in the circumstances.

5.294 It was recommended that the scheme apply to any person (except an
employer or law enforcement officer), including a journalist, media organisation or
private investigator. Additionally, the term ‘public interest’ was to be interpreted
broadly, noting that it ‘may include private rights and interests where appropriate’.273

5295 The NSWLRC expressed concern that a broader exception permitting
surveillance in the public interest would be open to abuse, unable to appropriately
limit unwarranted intrusions into privacy, and have the result that only a law
enforcement officer or employer would be subject to authorisation requirements.274

5296 The ALRC observed that a broad public interest defence might allow for the
wider use of surveillance based upon subjective views and instead proposed a
defence of ‘responsible journalism’, noting that the activities of the media can offer
significant public benefit and might sometimes justify the use of a surveillance device
without consent.?75

5.297 In the ALRC’s view, the proposed defence should depend on ‘whether it
was reasonable for the journalist to believe that the use of the surveillance device
was in the public interest’, and not on whether the information obtained is in the public
interest. Generally, elements of the defence might include:27®

e the surveillance should be carried out for the purposes of investigating
matters of significant public concern, such as corruption;

o the defendant must have reasonably believed that conducting the
surveillance was in the public interest;

e the surveillance was necessary and appropriate for achieving that public
interest, and the public interest could not have been satisfied through
other reasonable means; and

273 NSWLRC Interim Report No 98 (2001) Recs 49, 50. The NSWLRC concluded in its final report that this
authorisation scheme was appropriate and that, despite strong opposition, it should apply to the media:
NSWLRC Report No 108 (2005) [5.46]. See also [6.100]-[6.102] below.

274 NSWLRC Interim Report No 98 (2001) [6.24][6.27].

275 ALRC Report No 123 (2014) [14.58] ff, Rec 14-5. The ALRC stated that this defence is particularly important if
participant monitoring exceptions are not included in legislation.

276 Ibid [14.62][14.64]. The ALRC considered that there should be separate provision for the use or installation of

a surveillance device, and for the communication of information obtained through surveillance. As to
communication, see [6.103] below.
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e the defendant must have been an employee or member of an
organisation that had publicly committed to observing standards dealing
adequately with the appropriate use of surveillance devices by media
and journalists. (notes omitted)

The Commission’s view

5.298 The draft Bill provides that it is not an offence for a person to use, install or
maintain a surveillance device if use of the device is ‘reasonably necessary in the
public interest’. This exception is not dependent on the individual interests of the
person using the surveillance device.

5.299 Again, it is important that this exception incorporates the concept of
reasonableness as an objective test, so that it operates in appropriate
circumstances. It is not intended that a person’s subjective belief as to whether the
use of a surveillance device is in the public interest should inform the circumstances
in which use is not an offence.

5.300 The Commission considers that an exception which simply permits the use
of a device ‘in the public interest’ is vague in nature and could result in uncertainty or
be open to abuse.

5.301 However, the Commission does not consider that the term ‘public interest’
should be defined. An understanding of ‘public interest’ is generally contextual.
Relevant public interests and the outcome of balancing various interests will depend
upon the facts of a case. What is in the public interest also changes over time.

5.302 There have been rapid technological advances, which have increased
access to surveillance devices and the capacity to use those devices for surveillance
purposes. More generally, changes in society and to community attitudes have
impacted upon expectations of privacy and the understanding of matters that are (or
are not) within the public interest. Future changes will also impact on the concept
and understanding of the public interest.

5.303 Any definition of ‘public interest’ that attempted to accommodate this
ongoing change might be overly general, and any definition that attempted to more
specifically explain the term might be too narrow or inflexible. It is preferable that the
term ‘public interest’ continues to develop in accordance with community attitudes
and technology.?””

5.304 However, it is appropriate that the draft Bill provide guidance about the
circumstances in which using a device might be reasonably necessary in the public
interest. Drawing upon the alternative approaches suggested by the NSWLRC and
the ALRC, the Commission is of the view that this exception should include a list of
relevant matters, to provide a framework for courts and persons in determining

277 See also ALRC Discussion Paper No 80 (2014) [8.38]-[8.39].
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whether the use of a surveillance device is reasonably necessary in the public
interest in particular circumstances.278

5.305 This approach offers a greater degree of certainty about the scope of the
exception. It provides guidance about the concept of the public interest, ensures that
a person does not rely solely on their own view of what is in the public interest, and
facilitates a consistent approach to the operation of the exception whilst allowing the
concept of the public interest to develop over time.

5.306  Accordingly, the draft Bill provides that, in considering whether the use of a
surveillance device is ‘reasonably necessary in the public interest’, a court must
consider the following matters, as they existed when the person used, installed or
maintained the device:

. the subject matter of the use of the device;

o the information that the person reasonably expected would be obtained from
the use of the device;

o the purpose for which the person intended to use information that the person
reasonably expected would be obtained from the use of the device;

o the nature of the public interest that arose in the circumstances;

o whether the public interest could have been served in another reasonable
way;

. the extent to which the use, installation or maintenance of the device affected,

or was likely to affect, the privacy of an individual; and

. whether, on balance in the circumstances, the public interest justified the
interference with the privacy of an individual.

5.307 The focus of this exception is on the public interest at the time of the use,
installation or maintenance of the surveillance device. That is, the relevant
consideration is whether use of a surveillance device was ‘reasonably necessary in
the public interest’, and not ‘whether the information obtained through surveillance
was, in hindsight, information in the public interest’.?”® This is reflected in the
requirement that the use be ‘reasonably necessary’, and in the matters that have
been included.

5.308 For example, in appropriate circumstances, a member of the public might
rely on this exception to use a surveillance device to make an audio or audio-visual
recording about the commission of a crime to give to police in the course of an
investigation into a suspected criminal offence.

278 Unlike the alternative approaches proposed by the NSWLRC and the ALRC, the draft Bill does not include any

requirement that the use of a surveillance device be authorised by an authority prior to its use, or provide a
defence for the use of a surveillance device in particular circumstances.

279 ALRC, Report No 123, [14.62].
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5.309 It might be useful for the new regulator to provide guidelines about the public
interest exception, including examples of circumstances in which the use of a
surveillance device might be reasonably necessary in the public interest.28°

Media organisations and journalists

5.310 An exception for the use, installation or maintenance of a surveillance
device where it is reasonably necessary in the public interest may be of particular
relevance to media organisations or journalists.

5.311  The public interest in a free press is fundamental to a liberal democracy.28"
The High Court has held that ‘each member of the Australian community has an
interest in disseminating and receiving information’ relevant to government and
political matters that affect the Australian public.282 In another decision, the Victorian
Court of Appeal held that the public has a ‘right to know’ about matters falling within
their legitimate area of interest, and that the media have a ‘right to disseminate
information’ to satisfy that right to know.23

5.312 However, the public interest in a free press is not absolute. It must be
balanced with other countervailing public interests, such as the public interest in the
rule of law and in the civil liberties of individuals, including privacy.?8* The Victorian
Court of Appeal observed that the public’s ‘right to know’ will assume greater or
lesser importance depending on the subject matter of the information being
published.2

5.313 Media broadcasting codes of practice state that it is necessary to balance
the broadcasting of matters that are in the public interest against other matters,
including individuals’ right to privacy. The Australian Communications and Media
Authority privacy guidelines for broadcasters state that:286

The broadcast of personal information or material that invades privacy, without
consent, will not breach the [broadcasting codes of practice] if there is a clear

280 See also NSWLRC Interim Report No 98 (2001) [6.11], in which the NSWLRC made a similar observation. As
to the regulator’'s power to make guidelines, see [10.109] ff and Rec 10-10(d) below.

281 The Right Honourable Lord Justice Leveson, An Inquiry into the Culture, Practices and Ethics of the Press,

Report (November 2012) vol 1, 56 ff (‘Leveson Inquiry Report’).

282 Lange v Australian Broadcasting Corporation (1997) 189 CLR 520, 570-1. In that case, the High Court also
stated that ‘[t]he duty to disseminate such information is simply the correlative of the interest in receiving it’: 571.
See also Stephens v West Australian Newspapers Ltd (1994) 182 CLR 211, 264 (McHugh J), in which it was
held that ‘the general public has a legitimate interest in receiving information’ about the exercise of public
functions and powers.

283 News Digital Media v Mokbel (2010) 30 VR 248, [36] (Warren CJ and Byrne AJA). See also Victoria v The
Australian Building Construction Employees’ and Builders’ Labourers’ Federation (1982) 152 CLR 26, 98-9
(Mason J), in which it was noted that the importance of the public having access to information which it has a
legitimate interest in knowing is of equal importance to freedom of discussion and speech.

284 Leveson Inquiry Report, above n 281, vol 1, 69 ff.

285 See, eg, News Digital Media v Mokbel (2010) 30 VR 248, [36] (Warren CJ and Byrne AJA), noting that
‘information may, at one end of the spectrum, concern the performance of the functions of those in the highest
office; and at the other no more than salacious gossip about personal shortcomings of the less lofty’.

286 Australian Communications and Media Authority, Privacy Guidelines for Broadcasters (September 2016) 6-7.

See also the ABC Code of Practice and Associated Standards (January 2019) [6. Privacy] which states, among
other things, that the ABC ‘seeks to balance the public interest in respect for privacy with the public interest in
disclosure of information and freedom of expression’.
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and identifiable public interest in the material being broadcast. The public interest
is assessed at the time of the broadcast.

Whether something is in the public interest will depend on all the circumstances,
including whether a matter is capable of affecting the community at large so that
the audience might be legitimately interested in or concerned about what is
going on.

Any material that invades a person’s privacy in the public interest should directly
or indirectly contribute to the public’s capacity to assess an issue of importance
to the public, and its knowledge and understanding of the overall subject. The
information disclosed should be proportionate and relevant to those issues, and
not include peripheral facts or be excessively prolonged, detailed or salacious.

Whether an invasion of privacy or intrusion into a person’s private life is justified
in the public interest will generally depend on the public interest matters raised in
the broadcast.

5.314  The approach proposed by the NSWLRC considered freedom of speech in
the context of the role of the media: 287

Freedom of speech is a public interest of fundamental importance, and a free
press plays a crucial role in preserving and upholding that public interest. What
needs to be recognised, however, is that the concept of public interest goes
beyond freedom of speech, as [do] the media's responsibilities. In addition to
presenting the public with information, the media also play an important role in
helping to ensure the public interest in the protection of personal privacy is upheld
by not making unwarranted intrusions into privacy in the name of freedom
of speech.

5.315 The NSWLRC explained that including the media within their proposed
surveillance device scheme was not ‘an incursion on freedom of speech’, because
restrictions on covert information gathering are not necessarily limitations on the
freedom of the press or of free speech. It observed that those freedoms are not
absolute and that the proposed scheme will ensure that, in upholding those
freedoms, the media also respect other relevant public interests.288

5.316  However, the NSWLRC did recognise that the issuing authority for its
proposed scheme needed to consider all relevant factors, and stated that a relevant
factor should be ‘the role played by the media in upholding the public interest’. This
role includes presenting the public with relevant information, but also ‘helping to

287 NSWLRC Interim Report No 98 (2001) [6.16]. See also [5.293]-[5.294] above.

The terms ‘freedom of expression’ and ‘freedom of speech’ are often used to refer to the free speech rights of
both individuals and the media: Prof Onora O’'Neill, FBA, FRS, FMedSci, Witness Statement for Leveson
Inquiry, 14 June 2012, [2]. However, the public interest in individual freedom of expression is distinct from the
public interest in press freedom: Leveson Inquiry Report, above n 281, vol 1, 71.

288 NSWLRC Interim Report No 98 (2001) [6.17]. The NSWLRC also observed that the concept of those freedoms
not being absolute is reflected in other legislation applicable to the media, such as defamation.
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ensure the public interest in the protection of personal privacy is upheld by not
making unwarranted intrusions into privacy in the name of freedom of speech’.28°

5.317 As explained previously, the ALRC suggested a specific defence of
‘responsible journalism’, which incorporates the concept of the public interest.2%

5.318 In other jurisdictions, the use prohibitions in surveillance devices legislation
do not include provisions specific to the media. In Western Australia, provisions about
the use of a surveillance device in the public interest were intended to ensure that
the legislation would have only ‘minimal impact’ on the media on the 'rare occasions'
where covert surveillance was carried out in the public interest.?°' Additionally, this
approach ‘maintains the privacy rights of the individual by allowing surveillance only
when there is a strong public interest in doing so’ and, except in an emergency, only
with consent.2?

The Commission's view

5.319  The draft Bill provides that it is not an offence for a person to use, install or
maintain a surveillance device where the use of the device is ‘reasonably necessary
in the public interest’. It is desirable that media organisations and journalists are
subject to the same regulation as others. The Commission is of the view that it is not
necessary to make specific provisions about the use of surveillance devices by media
organisations and journalists.

5.320 The Commission acknowledges the importance of the public interest in a
free press, and the media’s role in disseminating information. However, other public
and private interests, including the protection of personal privacy, also arise in
particular circumstances. In some instances, the balancing of relevant interests will
result in those other interests taking priority. This is similar to the balancing exercise
required under other rights-based legislation, such as the Human Rights Act 2019.2%

5.321  The requirement for media organisations and journalists to comply with the
draft Bill is a reasonable and balanced outcome. The media should, in some
circumstances, be permitted to use a surveillance device without consent because it
is in the public interest for the media to gather and publish the information they
reasonably expect to obtain at the time of using the device. If use that is reasonably
necessary in the public interest is an exception to the prohibition against the use of

289 NSWLRC Report No 108 (2005) [5.39], [5.47], Rec 3.

290 See [5.296]-[5.297] above.

291 Specifically, the use of a listening device or an optical surveillance device in the public interest is generally
permitted with a party’s consent, or without consent in an emergency: Surveillance Devices Act 1998 (WA)
ss 26-29.

292 Western Australia, Parliamentary Debates, Legislative Council, 21 October 1998, 2406 (NF Moore, Leader of
the House). The same intention to have ‘minimal impact’ applied in the case of private investigators and the
public. It was also observed that ‘in most circumstances the work of the media and inquiry agents [or private
investigators] involves the surveillance of an activity that will not fall within the definition of private activity’.

293 See Human Rights Act 2019 (Qld) s 13. See also NSWLRC Interim Report No 98 (2001) [6.17], in which the

NSWLRC observed that freedom of speech is not absolute and must sit with other public interests, which in
some circumstances should take precedence. This is recognised in law by including media activity within the
scope of defamation, contempt and trespass laws.
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a surveillance device, media organisations and journalists do not need or have a
principled basis for any greater protection.

5.322 It is not necessary to include the role of the media in upholding the public
interest as an additional matter for consideration. The list of matters recommended
by the Commission is sufficient to deal with the particular roles and interests of media
organisations and journalists in the use of surveillance devices.

Safety and wellbeing

5.323  In some jurisdictions, exceptions permit the use of a listening device or an
optical surveillance device in circumstances that are related, generally, to safety and
wellbeing.

5.324 In Tasmania, a person may use a listening device to obtain evidence or
information connected with an imminent threat of serious violence to a person or
substantial property damage, or a serious narcotics offence. The person must
believe on reasonable grounds that it was necessary to use the device immediately
to obtain the evidence or information.2% This exception was ‘designed to cover
gravely serious situations such as the taking of hostages, bombing threats and
serious drug offences’ where use of the device is immediately necessary, and is
included ‘to enable law enforcement agencies to act quickly and effectively’.2%5

5.325 In Western Australia, a person who has a child or protected person under
their care, supervision or authority may use a listening device or an optical
surveillance device on their behalf in particular circumstances.2% Some jurisdictions
permit the use of a tracking device to monitor the location of a patient in particular
prescribed circumstances, such as where a patient may leave without regard for their
health or safety, or to locate a vulnerable patient that is missing or lost.2%”

5.326 The Commission considers that it is appropriate for the draft Bill to include
an exception similar to the Tasmanian provision. This approach makes it clear that a
person can use a surveillance device to obtain evidence or information in appropriate

294 Listening Devices Act 1991 (Tas) s 5(2)(c). Where this exception is relied upon, the user is required to provide
reports about (among other things) the circumstances and particulars of the use of the device to the Chief
Magistrate and the Attorney-General: ss 5(4)—(7), 6-8.

295 Tasmania, Parliamentary Debates, Legislative Assembly (1 May 1991) 934-5 (PJ Patmore, Minister for
Justice).

296 Surveillance Devices Act 1998 (WA) ss 5(2)(d), 6(2)(d), 26(3), 27(3). See further [5.289] above.

297

Surveillance Devices Act (NT) s 13(2)(d); Surveillance Devices Regulations (NT) reg 3(1); Surveillance Devices
Act 1998 (WA) s 7(2)(d); Surveillance Devices Regulations 1999 (WA) reg 6(1).

The NZLC supported the use of a tracking device where it is no more extensive than reasonably necessary to
protect a person’s health, safety or wellbeing, or to protect public health and safety. It explained, by way of
example, that this would enable the use of a device to monitor people with dementia so they do not wander and
get lost, to allow parents to monitor the location of their children when away from home, and to enable hospitals
to track the movements of patients within the hospital: NZLC Report No 113 (2010) [3.54].

The VLRC made a similar recommendation in relation to people with dementia or similar conditions but
suggested that, at least in part, this should be achieved by expanding the regime in the Guardianship and
Administration Act 1986 (Vic): VLRC Report No 18 (2010) [6.48] ff.
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circumstances, but places a limit on the use of a surveillance device by including the
requirement of immediacy.

5.327 The exception should provide that a person is permitted to use, install or
maintain a surveillance device to obtain evidence of, or information about, a serious
threat to the life, health, safety or wellbeing of an individual, or a serious threat of
substantial damage to property. This is consistent with the approach under the
Information Privacy Act 2009.2% The term ‘serious threat’ sets an appropriate
standard for the application of this exception, and the use of this approach is
consistent with other relevant legislation.

5.328 It is not necessary for this exception to refer to an ‘imminent threat’. The
exception necessarily requires that a threat be in existence at the time that a
surveillance device is used, and requires a belief that it is necessary to use the device
immediately. This is a sufficient limit to the application of the exception.

5.329 The exception should include a requirement that the person ‘believes, on
reasonable grounds, it is necessary for the device to be used immediately to obtain
the evidence or information’. This protects privacy in circumstances where immediate
use is not necessary, and requires people to use other appropriate means in those
instances (for example, reporting their concerns to the police).

5.330 Accordingly, the draft Bill provides that the use, installation or maintenance
of a surveillance device by a person to obtain evidence of, or information about, a
serious threat to the life, health, safety or wellbeing of an individual, or of substantial
damage to property, is not an offence if the person believes, on reasonable grounds,
that it is necessary for the device to be used immediately to obtain the evidence or
information.

5.331  Finally, there are specific Acts, such as the Mental Health Act 2016,
Disability Services Act 2006 or the Guardianship and Administration Act 2000, which
establish legislative schemes to provide for the care and wellbeing of a particular
cohort of vulnerable people. As a matter of policy, it is appropriate that specific
regulation of the use of a surveillance device in connection with a vulnerable person
be dealt with under the relevant Act.

Location and retrieval of a lost or stolen vehicle or other thing

5.332 In New South Wales and South Australia, it is not an offence for a person
to use a listening device, an optical surveillance device or (in South Australia) a

298 The Information Privacy Act 2009 prevents the use or disclosure of an individual’s personal information unless

‘the agency is satisfied on reasonable grounds [that it] is necessary to lessen or prevent a serious threat to the
life, health, safety or welfare of an individual, or to public health, safety or welfare’: Information Privacy Act 2009
(Qld) sch 3, IPPs 10(1)(b), 11(1)(c).

The Commission considered adopting similar wording to s 43(2)(e)(iii) of the Invasion of Privacy Act 1971 (Qld),
which provides an exception in relation to officers of government entities where there are ‘reasonable grounds
to believe there may be a risk to the life, health or safety’ of an officer. On balance, the Commission has
prioritised consistency with the wording in the Information Privacy Act 2009 (Qld) sch 3, IPPs 10(1)(b), 11(1)(c).
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tracking device, if it is used solely for the purposes of locating and retrieving that
device.?%

5.333 In Western Australia, it is not an offence for a person to use a tracking
device in relation to an object that:30%°

(a) was in the person’s possession or under the person’s control when the
device was attached or installed; and

(b) is no longer in the person’s possession or under the person’s control;
and
(c) the person reasonably believes to have been stolen.

5.334 A broad exception, such as in New South Wales or South Australia, permits
a person to locate and retrieve a surveillance device in any circumstances. Although
it is required that the use is ‘solely for the purposes of’ location and retrieval of the
device, this still enables the location and retrieval of a device that is lawfully in
another person’s possession (for example, a phone that has been borrowed with
consent) and this might result in incidentally obtaining information about the other
person and their whereabouts.

5.335 It is more appropriate for an exception of this kind to have a narrower
application, similar to the provision in Western Australia, but to apply in
circumstances where a vehicle or other thing is lost or stolen.

5.336  Accordingly, the draft Bill provides that it is not an offence for a person to
use a surveillance device to locate a vehicle or other thing if the person:

(a) is not in possession or control of the vehicle or thing; and

(b) believes, on reasonable grounds, that the vehicle or thing is lost or
stolen; and

(c) is an owner of the vehicle or thing or, before the vehicle or thing was lost

or stolen, was in lawful control of it.

5.337  This exception could apply to the use of a surveillance device to locate the
device itself, or to locate a vehicle or some other thing. For example, a person who
has attached a tracking device to their bicycle could, if it is stolen, use that tracking
device to find its location.

5.338  This exception allows a person to use a surveillance device for the purpose
of locating a vehicle or other thing in circumstances where a person would be entitled
to its return, but protects privacy by limiting the exception to those circumstances. It
does not allow a person to use a surveillance device to locate or retrieve a vehicle or

299 Surveillance Devices Act 2007 (NSW) ss 7(2)(e), 8(2)(c); Surveillance Devices Act 2016 (SA) ss 4(2)(g),
5(4)(e), 7(2)(b). In New South Wales, this applies in relation to listening devices and optical surveillance devices
and also includes ‘enhancement equipment’ related to those devices. ‘Enhancement equipment’ is defined as
equipment capable of enhancing a signal, image or other information obtained by the use of a surveillance
device: s 4(1).

300 Surveillance Devices Act 1998 (WA) s 7(2)(d); Surveillance Devices Regulations 1999 (WA) reg 6(2). This
exception is included as a prescribed circumstance: see generally [5.347] ff below.
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other thing if the person was not, prior to it being lost or stolen, an owner or person
in lawful control of it.

Authorised under another Act of the State or an Act of the Commonwealth

5.339  Surveillance devices legislation in other jurisdictions includes exceptions for
the use of a device that is authorised by another law. Generally, the prohibitions do
not apply to the use, installation, maintenance or attachment of a surveillance device
that is in accordance with or authorised under the Telecommunications (Interception
and Access) Act 1979 or any other law of the Commonwealth, surveillance devices
legislation, or any other Act or a corresponding law. 30"

5.340 There are also exceptions for use of a surveillance device by law
enforcement officers, for matters of law enforcement or for other government use (for
example, use by fire and emergency services).302

5.341  Under the Invasion of Privacy Act 1971, the prohibition on the use of
listening devices does not apply ‘to or in relation to the use of a listening device by a
police officer or another person under a provision of an Act authorising the use of a
listening device’.303

5.342  The draft Bill retains a similar exception in relation to the use prohibitions. It
provides that the use, installation or maintenance of a surveillance device without
consent is not an offence if it is authorised under another Act of the State or an Act
of the Commonwealth. This exception ensures that use of a surveillance device that
is expressly authorised by another Act is not affected.3* Such authorising Acts
include:

. the PPRA, which regulates the use of a surveillance device by police officers
in certain circumstances, 3% and makes lawful the use of a body-worn camera

301 Listening Devices Act 1992 (ACT) ss 3B, 3C, 4(2)(a); Surveillance Devices Act 2007 (NSW) ss 7(2)(b), 8(2)(b),
9(2)(b), 10(2)(b); Surveillance Devices Act (NT) ss 11(2)(a)(ii), 12(2)(b), 13(2)(b), 14(2)(b), pt 6; Surveillance
Devices Act 2016 (SA) ss 4(2)(b)(i)—(ii), 5(4)(a)(i)—(ii), (c), (d), 7(2)(a)(i)—(ii), 8(2)(a); Listening Devices Act 1991
(Tas) s 5(2)(b); Surveillance Devices Act 1999 (Vic) ss 6(2)(b), 7(2)(b), 8(2)(b), 9(2)(b); Surveillance Devices
Act 1998 (WA) ss 5(2)(c), 6(2)(c), 7(2)(e).

Some jurisdictions, such as the Australian Capital Territory and Victoria, provide more specifically that the Act
does not apply to the use of a device in relation to particular listed Acts, or to the use of a device under a law of
the Commonwealth.

302 Surveillance Devices Act 2007 (NSW) ss 7(2)(@), (d), (), (4), 8(2)(@), (d)~(f), 9(2)(a), 10(2)(@), pts 3-6;
Surveillance Devices Act (NT) ss 11(2)(a)(i), (b), (ba), 12(2)(a), (c)—(da), 13(2)(a), (c), 14(2)(a), 14A, pts 4-5,
7-8; Surveillance Devices Act 2016 (SA) ss 4(2)(b)(iii), (d), (e), 5(4)(a)(iii), (c), (d), 7(2)(a)(iii), pts 3—4; Listening
Devices Act 1991 (Tas) s 5(2)(a), (ba)—(bb), (e), pt 4; Surveillance Devices Act 1999 (Vic) ss 6(2)(a), (c)—(e),
7(2)(a), (c)—(e), 8(2)(a)—(ad), 9(2)(a), pts 4-5; Surveillance Devices Act 1998 (WA) ss 5(2)(a)-(b), (3)(a)—(b),
6(2)(a)-(b), (3)(b)(i)(i), 7(2)(a)}-(c), pt 4.

303 Invasion of Privacy Act 1971 (Qld) s 43(2)(d). The Act also includes exceptions related to people employed in
connection with the Commonwealth and to government network radios. These are addressed separately below:
see Invasion of Privacy Act 1971 (Qld) s 43(2)(c), (e); [11.15] ff below.

304 The draft Bill would not affect the operation or application of other relevant laws, for example,
the Criminal Code (Qld).

305

Police Powers and Responsibilities Act 2000 (Qld) ch 13. Under the PPRA, a ‘surveillance device’ includes a
listening device, an optical surveillance device, a tracking device and a data surveillance device, and a device
that is a combination of any two or more of those devices: s 322 (definition of ‘surveillance device’).
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by police officers;306

the Commissions of Inquiry Act 1950, which regulates the use of a listening
device by commissions of inquiry in certain circumstances;3%7

the Crime and Corruption Act 2001, which regulates the use of a surveillance
device by commission officers in certain circumstances;308

the Fisheries Act 1994, which makes lawful the use of a body-worn camera
by inspectors,3% and the use of vessel tracking equipment by relevant
boats;310

the Public Safety Preservation Act 1986, which regulates the use of a
surveillance device in an emergency;3"

the Youth Justice Act 1992, which makes lawful the recording of images or
sounds in a detention centre, and the authorised use of a body-worn camera
by detention centre employees;312

the Corrective Services Act 2006, which provides that some prisoner
communications or personal visits may be monitored or recorded, and that an
offender may be required to wear a device, or permit installation of a device
or equipment at their residence, to enable the monitoring of their location;3'3

306

307
308

309

310

311

312

313

Police Powers and Responsibilities Act 2000 (Qld) s 609A. Section 609A(4) explicitly states that, ‘[tjo remove
any doubt, it is declared that subsection (1) is a provision authorising the use by a police officer of a listening
device, for the purposes of the Invasion of Privacy Act 1971 (Qld), section 43(2)(d)’.

Commissions of Inquiry Act 1950 (Qld) ss 3 (definition of ‘listening device’), 19C.

Crime and Corruption Act 2001 (Qld) ch 3 pt 6. Schedule 2 of that Act defines a ‘surveillance device’ to mean:

(a) for a crime investigation—
(i) a listening device; and
(ii) a visual surveillance device; and
(iii) a tracking device; and
(iv) a device containing any combination of the devices mentioned in
subparagraphs (i), (ii) and (iii); and
(v) a data surveillance device; and
(b) for a corruption investigation—a listening device.

Fisheries Act 1994 (Qld) s 181A(1). Section 181A(4) explicitly states that, ‘[tJo remove any doubt, it is declared
that subsection (1) is a provision authorising the use by an inspector of a listening device, for the purposes of
the Invasion of Privacy Act 1971 (Qld) s 43(2)(d)'.

Fisheries Act 1994 (Qld) s 80.

Public Safety Preservation Act 1986 (Qld) s 43E. The schedule to that Act defines ‘surveillance device’ by
reference to the definition of ‘surveillance device’ in the PPRA. See also n 305 above.

Youth Justice Act 1992 (Qld) s 263A(1), (2), (6). Section 263A(7) explicitly states that ‘[tjJo remove any doubt, it
is declared that subsections (1), (2) and (6) are provisions authorising the use by the chief executive, or a
detention centre employee, of a listening device for the Invasion of Privacy Act 1971 (Qld) s 43(2)(d)’.

Corrective Services Act 2006 (Qld) ss 52, 158, 200A, 267. See also, as to monitoring an offender’s locations,
the Dangerous Prisoners (Sexual Offenders) Act 2003 (Qld) s 16A.
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5.343

the Bail Act 1980, which provides that a condition of a person’s bail may be
that a person wear a tracking device whilst they are released on bail;3'4

the Transport Operations (Passenger Transport) Regulation 2018, which
includes requirements for security cameras systems in a booked hire vehicle,
limousine or taxi;3'5 and

various Acts which provide that an inspector or authorised officer may (among
other things) enter a place, and record, photograph or film any part of the
place or anything at the place.3'®

There might be some instances where the use of a device is not expressly

authorised by another Act, for example, where an Act includes a requirement to
monitor something without specifying how that monitoring should be carried out. A
surveillance device might be used to satisfy that requirement.

5.344

Acts that might authorise or require surveillance or monitoring activities,

without expressly authorising the use of a surveillance device, include:

the Biosecurity Act 2014, which provides for the authorisation of ‘surveillance
programs’ directed at monitoring compliance, or identifying and monitoring
biosecurity matter;31”

the Food Production (Safety) Regulation 2014, which provides that Safe Food
Production Queensland may monitor compliance with food safety schemes
and defines ‘monitor’ to mean carrying out activities, including, for example,
oversight or surveillance of a business;318

the Marine Parks Act 2004, Nature Conservation Act 1992 and Wet Tropics
World Heritage Protection and Management Act 1993, which variously

314

315
316

317

318

Bail Act 1980 (Qld) s 11(9B). For the purposes of that Act, a ‘tracking device’ means ‘an electronic device
capable of being worn, and not removed, by a person for the purpose of the Queensland police service, or the
chief executive of the department in which the Corrective Services Act 2006 (Qld) is administered, finding or
monitoring the geographical location of the person’: s 11(10).

Transport Operations (Passenger Transport) Regulation 2018 (Qld) pt 9.

See, eg, Planning Act 2016 (Qld) s 198; Fisheries Act 1994 (Qld) s 150; Fair Trading Inspectors Act 2014 (Qld)
s 38; Liquor Act 1992 (Qld) s 178; Gaming Machine Act 1991 (Qld) s 329; Keno Act 1996 (Qld) s 180; Lotteries
Act 1997 (QlId) s 166; Charitable and Non-Profit Gaming Act 1999 (Qld) s 125; Wine Industry Act 1994 (Qld)
s 49; Wagering Act 1998 (Qld) s 246; Taxation Administration Act 2001 (Qld) s 96; First Home Owner Grant Act
2000 (Qld) s 39; Food Act 2006 (Qld) s 182; Tobacco and Other Smoking Products Act 1998 (Qld) s 37; Public
Health Act 2005 (Qld) s 399; Pest Management Act 2001 (Qld) s 69; Water Fluoridation Act 2008 (Qld) s 40;
Radiation Safety Act 1999 (Qld) s 117; Public Health (Infection Control for Personal Appearance Services) Act
2003 (Qld) s 86; Private Health Facilities Act 1999 (Qld) s 99; Pharmacy Business Ownership Act 2001 (Qld)
s 156; Health Act 1937 (Qld) s 151; Racing Integrity Act 2016 (Qld) s 175; Food Production (Safety) Act 2000
(Qld) s 95; Nature Conservation Act 1992 (Qld) s 147; Environmental Protection Act 1994 (Qld) s 460; Waste
Reduction and Recycling Act 2011 (Qld) s 211; Coastal Protection and Management Act 1995 (Qld) s 134;
Queensland Heritage Act 1992 (Qld) s 139; Marine Parks Act 2004 (Qld) s 66; Recreation Areas Management
Act 2006 (Qld) s 157; Wet Tropics World Heritage Protection and Management Act 1993 (Qld) s 70.

Some Acts also provide that a particular person can record information that is given by a person: see, eg,
Taxation Administration Act 2001 (Qld) s 89; State Penalties Enforcement Act 1999 (Qld) s 134E.

Biosecurity Act 2014 (Qld) ch 9. However, that Act also provides that ‘aerial control measures’, which can
include activities done from the air by an airborne machine, might be part of a surveillance program. This
provision could capture the use of a drone: s 294.

Food Production (Safety) Regulation 2014 (Qld) s 45, sch 13 (definition of ‘monitor’).
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contain requirements to manage an area (or similar) in a way that allows study
and monitoring of that area, to assess or monitor areas as required under the
Acts, and to monitor and enforce compliance with the Acts;3"°

. generally, some entities, including government bodies and private business,
might use a surveillance device for general purposes such as administering
and enforcing legislation, operational monitoring or recording, protecting
people and assets, detecting and obtaining evidence of offences committed
on their property, and conducting inspections of their own assets or as part of
their business (for example, using a drone to inspect a location where access
is difficult or dangerous).

5.345 The Commission does not consider that the draft Bill should include an
exception for the use of a surveillance device in those circumstances, as it would be
very broad. In appropriate circumstances, one of the other exceptions to the use
prohibitions, particularly the exception for use that is reasonably necessary in the
public interest may apply.320

5.346 If specific provisions are required to regulate additional uses of a
surveillance device, they could be included as a prescribed circumstance or,
alternatively, specifically authorised.

Prescribed circumstances

5.347 In several jurisdictions, it is not an offence to install, use, maintain or attach
a device in 'prescribed circumstances'. In South Australia, circumstances may be
prescribed in relation to any of the four categories of surveillance device,32' but in
the Northern Territory and Western Australia this is limited to a tracking device.322

5.348 Inrelation to a tracking device, prescribed circumstances include:323

. to search for a person or thing during a search and rescue operation;

319 Marine Parks Act 2004 (Qld) ss 5(2)(i), 66(3), 128; Nature Conservation Act 1992 (Qld) ss 16(1)(b), 21B(2)(a),
70JB, 73(b), 145; Wet Tropics World Heritage Protection and Management Act 1993 (Qld) ss 10(1)(I), 68, 71,
sch 1. Other Acts also contain various requirement to monitor land: see, eg, Environmental Protection Act 1994
(Qld) ss 264, 331, 363N, 389. More generally, surveillance devices might be used to monitor areas or to monitor
compliance with an Act, without reference to any particular legislative monitoring requirement.

In respect of monitoring compliance with an Act, there may be overlap with the provisions of inspectors or
authorised officers, discussed at [5.242] and n 316 above.

320 In some cases, the types of use that might be required are unlikely to come within the use prohibitions, because
they would not relate to private conversations or activities, or to information about an individual’s location or
information that is input into, output from or stored in a computer.

321 Surveillance Devices Act 2016 (SA) ss 4(2)(h), 5(4)(f), 7(2)(c), 8(2)(b). No circumstances have been prescribed
in relation to listening devices, optical surveillance devices or data surveillance devices.

322 Surveillance Devices Act (NT) s 13(2)(d); Surveillance Devices Act 1998 (WA) s 7(2)(d).

323

Surveillance Devices Regulations (NT) reg 3(1); Surveillance Devices Regulations 2017 (SA) reg 11;
Surveillance Devices Regulations 1999 (WA) reg 6(1), (2). Most circumstances that relate to use in connection
with a person (for example, a patient or a person in the criminal justice system) specify that the use is to be by
or in accordance with the directions of a person in charge, manager, public authority, or other similar person.
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. to monitor the location of a hospital or nursing home patient if the patient is
legally obliged to stay but likely to attempt to leave, ill or incapacitated and
likely to leave without due regard to their health or safety, or likely to be
unlawfully taken from the hospital or nursing home; or to locate a vulnerable
patient if the patient becomes lost or goes missing;

. to monitor the activities and/or location of an accused person, offender or
prisoner, to locate a prisoner if they escape from legal custody, or for the
purposes of specific legislation that relates to bail, sexual offenders or
sentencing;

. to monitor the location of an animal or thing the subject of a research project,
or an object if its geographical location is relevant to research being carried
out by a researcher;

. to measure transport system performance, or monitor traffic on a highway or
main road; or

. to track an object that is believed to have been stolen.

5.349  The draft Bill enables additional circumstances in which the use, installation
or maintenance of a surveillance device is not an offence to be prescribed by
regulation. The ability to prescribe additional circumstances in which the use of a
surveillance device is not an offence is prudent and gives the draft Bill some flexibility,
while the requirement for this to be prescribed through regulation provides for an
appropriate degree of oversight.

5.350 If the use of a surveillance device is permitted or authorised under other
legislation then, to remove any doubt, the use of a device for the purpose of that
legislation could be listed as a prescribed circumstance.

Security providers and insurance adjusters

5.351  The Security Providers Act 1993 provides a scheme for the licensing and
regulation of security providers, including private investigators, crowd controllers and
security officers.324

5.352 A private investigator is a person who, for a reward:325

. obtains and gives private information about another person, without the other
person’s express consent; or

324 See generally Security Providers Act 1993 (Qld) ss 4-8A, pt 2. See also: QLRC Consultation Paper No 77
(2018) [3.142]-[3.144].

325 Security Providers Act 1993 (Qld) s 6(1). See also: Institute of Mercantile Agents Limited, Investigators

<http://www.imal.com.au/index.php?option=com_content&view=article&id=34:queensland&catid=25:states-
aterritory-info>; Queensland Government, Apply for a Private Investigator Licence (10 October 2018)
<https://www.qld.gov.au/law/laws-regulated-industries-and-accountability/queensland-laws-and-
regulations/requlated-industries-and-licensing/requlated-industries-licensing-and-leqislation/security-industry-
regulation/get-a-security-licence/security-manpower-licence/apply-for-a-private-investigator-licence>.
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. carries out surveillance for obtaining private information326 about another
person, without the other person’s express consent; or

. investigates the disappearance of a missing person.

5.353 A person is not a private investigator (and does not require a licence) if they
are an Australian legal practitioner, an accountant, or a person carrying on the
business of insurance or an insurance adjustment agency and they are performing
the functions of their occupation. 327

Surveillance devices legislation

5.354  In South Australia, a licensed investigation agent3?® or a loss adjuster3? is
not prohibited from installing, using or maintaining a listening device or an optical
surveillance device if the use is in the course of their functions and is reasonably
necessary for the protection of the lawful interests of a person,3% or if the use is in
the public interest.331

5.355  Generally, consideration of this topic by the South Australian Legislative
Review Committee and the NSWLRC focused primarily on the use of surveillance
devices by private investigators to detect insurance fraud, and both recommended
schemes that required covert surveillance in those circumstances to be
authorised. 332

326 For an individual, ‘private information’ refers to information about their personal character, actions, business or

occupation. For a person other than an individual, ‘private information’ relates to the person’s business or
occupation. The reference to ‘information’ includes information that is recorded in a document: Security
Providers Act 1993 (Qld) s 6(5) (definition of ‘private information’).

327 Security Providers Act 1993 (Qld) s 6(3). In each instance, this also includes an employee of that person.

An insurance adjuster is bound by the APPs and may be subject to the Insurance Council Code of Practice.
Recently, the Insurance Council of Australia recommended that this Code should ‘include mandatory standards
on the use of investigators and the use of surveillance to ensure that investigations are carried out only when
required and in an appropriate manner’: Submission 26; Insurance Council of Australia, General Insurance
Code of Practice (1 July 2014); Insurance Council of Australia, Final Report: Review of the General Insurance
Code of Practice (June 2018), 51-2, app 5.

328 That is, a person who holds an investigation agent’s licence under the Security and Investigation Industry Act

1995 (SA), which authorises the person to perform the functions of ‘inquiry work’: Surveillance Devices Act
2016 (SA) s 4(2)(b)(iv). Inquiry work includes searching for information about a person's character, actions or
their work and gathering evidence to be used in court: Government of South Australia, Security and Investigation
Agent Licence (14 September 2018) <https://www.sa.gov.au/topics/business-and-trade/licensing/security/
security-and-investigation-agent-licence>.

329 Specifically, a loss adjuster to whom the Security and Investigation Industry Act 1995 (SA) does not apply:

Surveillance Devices Act 2016 (SA) s 4(2)(b)(v). Generally, a loss adjuster is an insurance agent who assesses
the amount of compensation that should be paid following a loss: Merriam-Webster Dictionary (online at
24 February 2020) ‘loss adjuster’.

330 Surveillance Devices Act 2016 (SA) ss 4(2)(b)(iv), (v), 5(4)@)(iv), (v), (5).

331 Surveillance Devices Act 2016 (SA) s 6(1)(b), (2)(b).

332 SA Legislative Review Committee Report (2013) 63—71, 76, Rec 6, which considered the Surveillance Devices

Bill 2012 (SA) (not passed); NSWLRC Report No 108 (2005) [5.62]-{5.69], Rec 7. The ACT Review concluded
that there should not be particular exceptions for private investigators because in that jurisdiction they are not
licenced or subject to a regulatory regime: ACT Review (2016) [2.5](h), [6.34]-[6.38]. See also QLRC
Consultation Paper No 77 (2018) [3.146]—[3.147].
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The Commission’s view

5.356 The draft Bill does not include specific exceptions relevant to the use,
installation or maintenance of surveillance devices by security providers or insurance
adjusters. Collectively, the exceptions included in the draft Bill are sufficient to enable
the use of surveillance devices by security providers or insurance adjusters in
appropriate circumstances.

5.357  Some of the ways that a surveillance device might be used by those people
may not fall within the scope of the draft Bill, for example, because the activities
monitored are not private activities. Alternatively, the use of a device might fall within
the scope of an exception to the use prohibitions, for example, use to detect
insurance fraud might be in the public interest.333

5.358  Where use of a surveillance device is for the protection of a person’s lawful
interests, security providers and insurance adjusters could rely on the exception
under which a person could be appointed to use a device on another person’s behalf
for the protection of that other person’s lawful interests. It is appropriate that, where
a private investigator is acting pursuant to a retainer and their work relates to a
private interest, the lawfulness of any use of a surveillance device should stand or
fall on the basis of the law applying to the person employing them.

5.359  Additionally, nothing prevents security providers and insurance adjusters
from relying on another applicable exception in the draft Bill, which does not require
that the person using the device (or using the device on another person’s behalf) has
any particular role or interest.

Not for communication or publication to a person who is not a party

5.360 In several jurisdictions, a party to a private conversation may use a listening
device to record a conversation if it is with the consent of a principal party and not for
the purpose of communicating or publishing the conversation, or a report of the
conversation, to a person who is not a party to that conversation. 33

5.361  An exception of this kind is not included in the draft Bill. In the Commission’s
view, this exception permits the recording of a private conversation without the
knowledge of other parties, and therefore effectively permits participant monitoring.
As explained previously, the draft Bill does not permit participant monitoring and an
exception of this kind would be inconsistent with that approach.

333 For example, the South Australian Legislative Review Committee concluded that detecting insurance fraud

represented the ‘most significant use of covert surveillance’ by licensed agents, and recognised that evidence
about whether or not a person has a legitimate insurance claim can be both in the public interest and relevant
to protecting a person’s lawful interests: SA Legislative Review Committee Report (2013) 76. See also VLRC
Report No 18 (2010) [2.81], [2.83]-[2.84].

334 Listening Devices Act 1992 (ACT) s 4(3)(b)(ii); Surveillance Devices Act 2007 (NSW) s 7(3)(b)(ii); Listening
Devices Act 1991 (Tas) s 5(3)(b)(ii). The VLRC opposed this exception on the basis that it was still possible for
the recordings to ‘fall into the hands of third parties’: VLRC Report No 18 (2010) [6.81].
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Lawful purpose

5.362 In New South Wales, a person may use, maintain or install a tracking device
‘for a lawful purpose’.33%

5.363  This exception is not included in the draft Bill. The Commission considers
that if the use of a device in particular circumstances, or for a particular purpose, is
not adequately addressed by the existing exceptions, then that use should be
specifically authorised by other legislation or included as a prescribed circumstance
in which the use of a surveillance device is not an offence. These approaches are
clearer and more targeted, and ensure appropriate oversight.

RECOMMENDATIONS

Definitions
5-1 The draft Bill should define ‘private conversation’ as:

(a) Words spoken by an individual are a private conversation if the
words are spoken in circumstances that may reasonably be taken
to indicate that—

(i) for words not spoken to anyone else—the individual does
not want anyone else to listen to the words; or

(i) for words spoken to another individual, or other
individuals—the individual, or at least one of the
individuals to whom the words are spoken, does not want
the words to be listened to by anyone other than—

(A) the individual speaking the words; and
(B) the individuals to whom the words are spoken; and

(C) any other individual who has the consent of all of
the individuals mentioned in subparagraphs (A)
and (B).

(b) However, a private conversation does not include words spoken
by an individual in circumstances in which the individual, and all
of the individuals to whom the words are spoken, ought
reasonably to expect that someone else may listen to, monitor or
record the words.

[See Surveillance Devices Bill 2020 cl 11, and [5.162]-[5.172] above.]

335 Surveillance Devices Act 2007 (NSW) s 9(2)(c). The VLRC expressed the view that this exception is ‘vague

and unnecessarily broad’, and suggested that other options, such as exempting particular purposes by
regulation, would be preferable: VLRC Report No 18 (2010) [6.42]-[6.44].
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5-2  The draft Bill should define ‘private activity’ as:

(a) An activity is a private activity if it is carried out in circumstances
that may reasonably be taken to indicate that—

(i) for an activity carried out by one individual—the individual
does not want anyone else to observe the activity; or

(i) for an activity carried out by two or more individuals—at
least one of the individuals does not want the activity to be
observed by anyone other than—

(A) the individuals carrying out the activity; and

(B) any other individual who has the consent of all of
the individuals carrying out the activity.

(b) However, a private activity does not include an activity carried
out by one or more individuals in circumstances in which all of
the individuals carrying out the activity ought reasonably to
expect that someone else may observe, monitor or visually
record the activity.

[See Surveillance Devices Bill 2020 cl 12, and [5.173]-[5.178] above.]
5-3  The draft Bill should define ‘party’ as:
(a) Each of the following is a party to a private conversation—

(i) an individual who speaks, or is spoken to, during the
conversation;

(i) an individual who listens to the conversation with the
consent of all of the individuals mentioned in paragraph (i).

(b) Each of the following is a party to a private activity—
(i) an individual carrying out the activity;

(i) an individual who observes the activity with the consent of
all of the individuals mentioned in paragraph (i).

[See Surveillance Devices Bill 2020 cl 13, and [5.196]-[5.203] above.]

5-4 The draft Bill should explain that, in the legislation, a reference to
installing a surveillance device includes doing anything to, or in relation
to, a device to enable it to be used as a surveillance device.

[See Surveillance Devices Bill 2020 cl 15, and [5.140]-[5.144] above.]
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The draft Bill should define ‘maintain’, in relation to a surveillance
device, to include:

(a) adjust, relocate, repair or service the device; and

(b) replace a faulty device.

[See Surveillance Devices Bill 2020 sch 1 (definition of ‘maintain’), and
[5.137]-[5.139] above.]

The draft Bill should explain that a reference to a person who owns a
vehicle, computer or other thing does not include a person (an
‘excluded owner’) who owns the vehicle, computer or other thing if:

(a) another person has the use or control of the vehicle, computer or
other thing under a credit agreement, hiring agreement,
hire-purchase agreement, leasing agreement or another similar
agreement; and

(b) under the agreement, the excluded owner is not entitled to
immediate possession of the vehicle, computer or other thing.

[See Surveillance Devices Bill 2020 cl 16, and [5.216]-[5.218] above.]

Prohibitions on the use, installation or maintenance of surveillance devices

5-7

5-9

The draft Bill should provide that a person must not use, install or
maintain a listening device to listen to, monitor or record a private
conversation without the consent of each party to the conversation.

[See Surveillance Devices Bill 2020 cl 18, [5.148]-[5.151] and [5.207]-[5.211]
above.]

The draft Bill should provide that a person must not use, install or
maintain an optical surveillance device to observe, monitor or visually
record a private activity without the consent of each party to the activity.

[See Surveillance Devices Bill 2020 cl 19, [5.152] and [5.207]—[5.211] above.]

The draft Bill should provide that a person must not use, install or
maintain a tracking device to find, monitor or record the geographical
location of:

(a) an individual without the consent of the individual; or

(b) a vehicle or other thing without the consent of each person who
owns, or is in lawful control of, the vehicle or thing.

[See Surveillance Devices Bill 2020 cl 20, [5.153] and [5.212]-[5.224] above.]
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5-10

5-11

The draft Bill should provide that a person must not use, install or
maintain a data surveillance device to access, monitor or record
information that is input into, output from or stored in a computer
without the consent of each person who owns, or is in lawful control of,
the computer.

[See Surveillance Devices Bill 2020 cl 21, [5.154] and [5.225]-[5.234] above.]

The draft Bill should provide that a person who contravenes a
prohibition in Recommendations 5-7 to 5-10 commits an offence, which
is punishable by a maximum penalty of 60 penalty units or three years
imprisonment.

[See Surveillance Devices Bill 2020 cll 18, 19, 20, 21, and [5.235]-[5.237] above.]

Exceptions to the prohibitions on the use, installation or maintenance of

surveillance devices

5-12

5-13

The draft Bill should provide that a person who uses, installs or
maintains a surveillance device does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if use of the device is
reasonably necessary to protect the lawful interests of:

(a) the person; or

(b) if another person has authorised the person to use the
surveillance device on the other person’s behalf—the other
person.

[See Surveillance Devices Bill 2020 cl 22, and [5.268]-[5.282] above.]

The draft Bill should provide that a person who uses, installs or
maintains a surveillance device does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if use of the device is
reasonably necessary in the public interest.

[See Surveillance Devices Bill 2020 cl 23(1), and [5.298]-[5.308] above.]

For the purposes of Recommendation 5-13, in deciding whether the use
of a surveillance device is reasonably necessary in the public interest,
a court must consider the following matters as they existed when the
person used, installed or maintained the device:

(a) the subject matter of the use of the device;

(b) the information that the person reasonably expected would be
obtained from the use of the device;
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5-15

5-16

5-17

(c) the purpose for which the person intended to use information that
the person reasonably expected would be obtained from the use
of the device;

(d) the nature of the public interest that arose in the circumstances;

(e) whether the public interest could have been served in another
reasonable way;

(F) the extent to which the use, installation or maintenance of the
device affected, or was likely to affect, the privacy of an
individual;

(9) whether, on balance in the circumstances, the public interest
justified the interference with the privacy of an individual.

[See Surveillance Devices Bill 2020 cl 23(2), and [5.304]-[5.307] above.]

The draft Bill should provide that a person who uses, installs or
maintains a surveillance device to obtain evidence of, or information
about, a serious threat does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if the person believes, on
reasonable grounds, it is necessary for the device to be used
immediately to obtain the evidence or information.

[See Surveillance Devices Bill 2020 cl 24(1), and [5.323]-[5.331] above.]

For the purposes of Recommendation 5-15, the draft Bill should define
the term ‘serious threat’ to mean:

(a) a serious threat to the life, health, safety or wellbeing of an
individual; or

(b) a serious threat of substantial damage to property.
[See Surveillance Devices Bill 2020 cl 24(2), and [5.327] above.]

The draft Bill should provide that a person who uses a surveillance
device to locate a vehicle or other thing does not commit an offence
against the prohibitions in Recommendations 5-7 to 5-10 if the person:

(a) is not in possession or control of the vehicle or thing; and

(b) believes, on reasonable grounds, that the vehicle or thing is lost
or stolen; and

(c) is an owner of the vehicle or thing or, before the vehicle or thing
was lost or stolen, was in lawful control of it.

[See Surveillance Devices Bill 2020 cl 25, and [5.332]-[5.338] above.]
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5-18 The draft Bill should provide that a person who uses, installs or
maintains a surveillance device does not commit an offence against the
prohibitions in Recommendations 5-7 to 5-10 if the use, installation or
maintenance is:

(a) authorised under another Act of the State or an Act of the
Commonwealth; or

(b) in circumstances prescribed by regulation.

[See Surveillance Devices Bill 2020 cl 26, and [5.339]-[5.350] above.]
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6.1 The terms of reference require the Commission to regulate the

communication or publication of information derived from surveillance devices.'

See terms of reference, para 2 in Appendix A.



138 Chapter 6

6.2 In the Consultation Paper, the Commission sought submissions about how
the communication or publication of information obtained from the lawful or unlawful
use of a surveillance device should be dealt with.?

SURVEILLANCE DEVICES LEGISLATION

6.3 Surveillance devices legislation generally prohibits the communication or
publication of information obtained from the use of a surveillance device (the
‘communication or publication prohibitions’), subject to exceptions.3

6.4 Their purpose is to protect the privacy of an individual from unjustified
interference from the communication or publication of such information without
consent.

6.5 The communication or publication prohibitions apply variously to information
that was obtained lawfully or unlawfully. Generally, ‘unlawfully’ obtained information
refers to information obtained in contravention of the use prohibitions, or of the
relevant surveillance devices legislation. Information that was obtained ‘lawfully’
refers to information obtained without contravening the use prohibitions, for example,
where a person uses a surveillance device with consent or where the particular use
of the device falls within an exception to a prohibition.

6.6 The communication or publication of information may be done in various
ways including, for example, telling another person about the information, putting the
information on social media, or publishing a newspaper article about the information.

Queensland

6.7 In Queensland, the Invasion of Privacy Act 1971 contains two
communication or publication prohibitions, each with its own exceptions.

6.8 First, section 44(1) of the Act provides that it is an offence for a person to
communicate or publish to another person a private conversation, or a report of, or
of the substance, meaning or purport of, a private conversation that has come to their

QLRC Consultation Paper No 77 (2018) Q-15 to Q-19, Q-21. In particular, the Commission sought submissions
on whether the communication or publication of information should:

. if obtained from the unlawful use of a surveillance device—be generally prohibited or
prohibited in particular circumstances; and

e if obtained from the lawful use of a surveillance device—be generally permitted or
permitted in particular circumstances.

The Commission also sought submissions on whether there should be any special provision in relation to the
communication or publication of information obtained through the prohibited or permitted use of a surveillance
device by a journalist or media organisation, a private investigator or loss adjuster, or in any other
circumstances.

The Commission also sought submissions on whether the communication or publication prohibitions should be
punishable as a criminal offence or civil penalty, or both: see [5.28]-5.30] above.

Listening Devices Act 1992 (ACT) ss 5, 6; Surveillance Devices Act 2007 (NSW) ss 11, 14; Surveillance
Devices Act (NT) s 15; Invasion of Privacy Act 1971 (Qld) ss 44, 45; Surveillance Devices Act 2016 (SA) ss 9,
10, 12; Listening Devices Act 1991 (Tas) ss 9, 10; Surveillance Devices Act 1999 (Vic) s 11; Surveillance
Devices Act 1998 (WA) s 9. The prohibitions apply, variously, to information derived from, or that the person
knows was obtained as a result of, the use of a surveillance device, or reports or records of information made
as a result of the use of a surveillance device: see further [6.7]-[6.22] below.
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knowledge as a direct or indirect result of the unlawful use of a listening device (that
is, in @ manner that contravenes section 43(1) of the Act.*

6.9

6.10

The offence does not apply:®
if the communication or publication is made:

- to a party to the conversation or with the consent, express or implied,
of such a party;® or

- in the course of proceedings for an offence against Part 4 of the Act
(which regulates the use, and the communication or publication of
information obtained from the use, of a listening device); or

to prevent a person who has obtained knowledge of a private conversation in
a manner that does not contravene section 43(1) of the Act from
communicating or publishing that knowledge to another person, even if the
person also obtained knowledge of the conversation through the unlawful use
of a listening device.

Second, section 45(1) of the Act provides that it is an offence for a party to

a private conversation who used a listening device to overhear, record, monitor or
listen to that conversation, which is lawful under the Act, to communicate or publish
to another person any record of the conversation made, directly or indirectly, by the
use of the listening device or any statement prepared from such a record.”

6.11

This offence does not apply where the communication or publication is:8
made to another party to the private conversation;

made with the express or implied consent of all other parties to the private
conversation who were speaking or spoken to during the conversation;

made in the course of legal proceedings;
not more than is reasonably necessary:
— in the public interest; or

- in the performance of a duty of the person making the communication
or publication; or

Section 43(1) prohibits the use of a listening device to overhear, record, monitor or listen to a private
conversation, except in particular circumstances: see [5.4] above.

Invasion of Privacy Act 1971 (Qld) s 44(2).
As to the meaning of a ‘party’ to the conversation, see [2.23], [5.196] above.

Or to communicate or publish a statement prepared from such a record: Invasion of Privacy Act 1971 (Qld)
s 45(1). Participant monitoring is permitted under the Invasion of Privacy Act 1971 (Qld): see [2.22], [5.245] ff
above.

Invasion of Privacy Act 1971 (Qld) s 45(2).
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— for the protection of that party’s lawful interests;

. made to a person who has, or is believed on reasonable grounds to have,
such an interest in the private conversation as to make the communication or
publication reasonable under the circumstances in which it is made; or

. authorised under the Act or another Act.
Other jurisdictions

6.12 Like Queensland, the legislation in the Australian Capital Territory and
Tasmania contains two communication or publication prohibitions, which generally
prohibit the communication or publication of a record or report of a private
conversation by:

. any person if it has come to the person’s knowledge, or the person knows of
the conversation, as a direct or indirect result of the unlawful use of a listening
device;® and

. a party to a private conversation who lawfully or unlawfully used a listening

device to overhear, record, monitor or listen to that conversation.°

6.13 In the Northern Territory, Victoria and Western Australia, the legislation
contains a single communication or publication prohibition that applies in relation to
information obtained from both the lawful and unlawful use of a surveillance device.

6.14 In those jurisdictions, a person must not communicate or publish a record
or report of a private conversation or private activity that has come to the person’s
knowledge, or which the person knows, has been made as a direct or indirect result
of the use of a listening device, an optical surveillance device or, except for Western
Australia, a tracking device."!

6.15 In contrast, the legislation in New South Wales contains two communication
or publication prohibitions, which apply only in relation to information obtained from
the unlawful use of a surveillance device

6.16 The first prohibition applies to a record or report of a private conversation or
activity that has come to the person’s knowledge as a direct or indirect result of use

9 Listening Devices Act 1992 (ACT) s 6(1); Listening Devices Act 1991 (Tas) s 9(1). In those jurisdictions, the
offence also applies in relation to the unintentional hearing of a private conversation by means of a listening
device. Further, in the Australian Capital Territory, it applies in relation to the lawful use of a listening device
with the consent of the parties to the private conversation. In Tasmania, this offence applies if the person
‘knowingly’ communicates or publishes a record or report of a private conversation.

10

Those offences apply whether or not the use of the listening device was in contravention of the legislation:
Listening Devices Act 1992 (ACT) s 5(1); Listening Devices Act 1991 (Tas) s 10(1).

1 Surveillance Devices Act (NT) s 15(1); Surveillance Devices Act 1999 (Vic) s 11(1); Surveillance Devices Act

1998 (WA) s 9(1). In Victoria and Western Australia, it is an offence if the communication or publication is done
‘knowingly’. In Western Australia, the record or report must have come to the person’s knowledge as a direct
or indirect result of the use of a relevant device. In the Northern Territory, the person must know the record or
report has been made as a direct or indirect result of the use of a relevant device.
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of a listening device, an optical surveillance device or a tracking device in
contravention of the legislation. 2

6.17 The second prohibition applies to information regarding the input of
information into, or the output of information from, a computer, obtained as a direct
or indirect result of the use of a data surveillance device in contravention of the
legislation.'3

6.18 In South Australia, the legislation contains three communication or
publication prohibitions that apply to the knowing use, communication or publication
of information or material derived from:

. the unlawful use of a surveillance device;'* and
. the lawful use of a listening device or an optical surveillance device, without
consent: 15

- to protect that person’s lawful interests; or
- in the public interest. 16

6.19 In effect, if the use of the device was lawful because it was used with
express or implied consent, there is no prohibition on the communication or
publication of any information or material derived from that use.'” Similarly, there is
no general prohibition on the communication or publication of information or material

12 Surveillance Devices Act 2007 (NSW) s 11(1). The scope of the prohibition is limited to the extent that it involves

entry into a building or vehicle, or interference with a vehicle or other object, without consent: see
[5.182]-[5.184] above.

13 Surveillance Devices Act 2007 (NSW) s 14(1). The scope of the prohibition is limited to the extent that the use

involves entry onto or into a premises without the express or implied consent of the owner or occupier of the
premises, or interference with the computer or a computer network on the premises without the express or
implied consent of the person having lawful possession or lawful control of the computer or computer network.
The legislation in the Northern Territory and Victoria also includes a prohibition on the use of a data surveillance
device, which applies to the use of a data surveillance device by law enforcement officers and extends to lawful
and unlawful use: Surveillance Devices Act (NT) s 16; Surveillance Devices Act 1999 (Vic) s 12. In Queensland,
the Police Powers and Responsibilities Act 2000 (Qld) prohibits the communication or publication of ‘protected
information’, which includes any information obtained from the use of a surveillance device under a warrant or
relevant authorisation: ss 351 (definition of ‘protected information’), 352.

14 Surveillance Devices Act 2016 (SA) s 12(1). It is an offence for a person to knowingly communicate or publish

information or material derived from the use of a listening device, an optical surveillance device, a tracking
device or a data surveillance device in contravention of the legislation. The regulation of the use of an optical
surveillance device focuses on both the consent of the parties and entry into a building or vehicle, or interference
with a vehicle or other object: see [5.182]ff above.

15 Surveillance Devices Act 2016 (SA) ss 9(1), 10(1). It is an offence if the communication or publication is done

‘knowingly’.
16 Surveillance Devices Act 2016 (SA) ss 9(1), 10(1). It is an offence if the communication or publication is done
‘knowingly’.
17 Surveillance Devices Act 2016 (SA) ss 4(2)(a)(i), 5(1), 7(1), 8(1). In relation to the use of an optical surveillance
device, a tracking device or a data surveillance device, express or implied consent is included as an element of
the communication or publication use prohibitions. In relation to the use of a listening devices, the offence does
not to apply if the device was used by a party to a private conversation to record the private conversation with
the express or implied consent of all the principal parties to the conversation. For a discussion of whose consent
is required in relation to the use of each device, see [5.204] ff above. For the meaning of principal party, see
[5.196]-[5.197] above.
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derived from the use of a surveillance device without consent, if the use is captured
by an exception to the use prohibitions.8

6.20 However, there are particular restrictions that apply to the communication
or publication of information obtained from the lawful use of a listening device or an
optical surveillance device, without consent, in circumstances where the device was
used to protect the lawful interests of that person, or in the public interest. The
communication or publication of information obtained in those circumstances is
generally prohibited, subject to particular exceptions.®

6.21 In each jurisdiction, different exceptions apply to each of the communication
or publication prohibitions. They variously include communication or publication:2°

. with consent;

. in some or all legal proceedings;

. (not more than is reasonably necessary) to protect a person’s lawful interests;
. in connection with an imminent threat of serious violence or substantial

damage to property or the commission of another serious offence;

. (not more than is reasonably necessary) in the public interest;

. (not more than is reasonably necessary) in the performance of a duty;

. to a person with a reasonable interest in the circumstances;

. by a person who obtained knowledge other than by unlawful use of the device;
or

. by or to particular authorised persons or as authorised by law.

6.22 The scope and application of the exceptions also varies depending on
whether the person was a party to the relevant conversation or activity, the type of
surveillance device used and whether the use of the surveillance device was lawful
or unlawful.?!

18 Parliament of South Australia, Report of the Legislative Review Committee into Issues Relating to Surveillance

Devices (12 November 2013) 27.

19 An order of a Supreme Court Judge is generally required prior to communication or publication in the public

interest, except for communication or publication to, or by, a media organisation: see further [6.97] below. In
relation to communication or publication where a device was used to protect that person’s lawful interests, see
further [6.87] below.

20 See further Table 3 in Appendix C.
2 See further QLRC Consultation Paper No 77 (2018) [3.167] ff.
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SUBMISSIONS
Communication or publication prohibitions

6.23 Most respondents submitted that the communication or publication of
information obtained from the unlawful use of a surveillance device should be
generally prohibited, except in particular circumstances.??

6.24 The Brisbane City Council observed that the communication or publication
of such information should be prohibited because the unlawful use of a surveillance
device ‘violates the expectation of privacy’. Future Wise similarly noted that the
communication or publication of such information ‘would undermine the original
prohibition’ on the unlawful use of a surveillance device. A member of the public also
observed that a general prohibition ‘will help protect an individual’s privacy from
further erosion’.23

6.25 Additionally, most respondents submitted that the communication or
publication of information obtained from the lawful use of a surveillance device should
also be prohibited, except in particular circumstances.2* QAI stated that the
communication or publication of lawfully obtained information ‘should be subject to
stringent safeguards and conditions’. A member of the public noted that ‘it should not
automatically follow that just because it is legal to ‘capture’ information, it is also legal
to communicate and or publish it’.?5

6.26 The OIC observed that:26

Communication or publication of information obtained through the lawful and
unlawful use of a surveillance device is privacy invasive. As outlined in the
Consultation Paper, the purpose of [these] legislative provisions is to prevent or
limit the damage that could be caused by the communication or publication of
information ... without consent.

6.27 An academic gave the example of the use of a camera trap set up in remote
bushland to monitor wildlife, or of a drone monitoring vegetation or searching for a
lost person. This respondent observed that the use of an optical surveillance device
for those purposes is justified and should not constitute an offence. However, its
lawful use may inadvertently breach privacy interests, for example, by recording a
person who is urinating or who is engaged in sexual activity. For this reason, he
submitted that the communication or publication of information recorded by both the
lawful and unlawful use of a surveillance device should be generally prohibited.?”

22 Eg, Submissions 13, 15, 18, 19, 25, 33, 35, 36, 38, 39, 40, 43.

23 Submission 13.

24 Eg, Submissions 10, 13, 15, 18, 19, 25, 33, 35, 36, 38, 40, 43.

25 Submission 13.

26 This respondent further stated that: ‘the purpose of these legislative provisions remains the same irrespective

of whether the information was obtained through the lawful or unlawful use of a surveillance device’.

27 Submission 19.
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6.28 The AAUS submitted that legislation should prohibit the communication or
publication of ‘a private record without the consent of each party reasonably
identifiable from that record’.28

Exceptions to the communication or publication prohibitions

6.29 Most respondents submitted that a general prohibition on communication
and publication should be subject to particular exceptions.2® The OIC noted that:

in certain circumstances, the communication or publication of information
obtained through the use of a surveillance device will justify an incursion on an
individual’s privacy.

6.30 However, the QLS observed that ‘any proposed exceptions should be
carefully considered’ and that it is ‘critical to ensure that no unintended
consequences result’. Similarly, a member of the public noted that ‘the inclusion of
any exceptions must be strictly limited so as not to encourage or excuse’ the unlawful
use of surveillance devices.3

6.31 Respondents expressed general support for a number of exceptions to the

general prohibition, for example, where the communication or publication is made:

o to a party or with the consent of the parties to the private conversation or
activity; 3

. in the course of legal proceedings;3?

. to protect that person’s lawful interests;33

. in connection with an imminent threat of serious violence or substantial

damage to property or the commission of another serious offence;3*

. in the public interest;3%
. in the performance of a duty;3¢
28

AAUS and Liberty Victoria Paper (2015) [4.4], Rec 5, adopted in Submission 39 from the AAUS. In that paper,
the AAUS and Liberty Victoria suggested the adoption of uniform, harmonised surveillance devices legislation.
It suggested that ‘private record’ should be defined to mean a record of a private activity (including a
communication), and/or the geographical location of a person or an object that has been made as a direct or
indirect result of the use of a surveillance device: see further Recs 1, 4 and 6.

29 Eg, Submissions 10, 13, 15, 19, 25, 35, 36, 38, 39, 43.
30 Submission 13.

31 Eg, Submissions 15, 19, 35, 36, 40.

32 Eg, Submissions 10, 15, 18, 19, 35, 36, 40.

33 Eg, Submissions 10, 15, 18, 19, 35, 36.

34 Eg, Submissions 10, 15, 18, 19, 25, 35, 36.

35 Eg, Submissions 10, 15, 18, 25, 35, 36.

36 Eg, Submissions 10, 15, 19, 35, 36, 40.
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. to a person with a reasonable interest in the circumstances;3” or
. by a person who obtained knowledge other than by unlawful use of the
device.38

6.32 However, some respondents submitted that particular exceptions should
apply only if the communication is reasonable and proportionate, or if it is ‘not more
than is reasonably necessary’.3°

6.33 In addition, some respondents noted that the communication or publication
of information obtained from the use of a surveillance device should be permitted by
law enforcement authorities for the investigation of crime.4°

6.34 The Department of Agriculture and Fisheries also noted that government
departments may undertake surveillance in carrying out their functions. Biosecurity
Queensland, for example, undertakes surveillance of a population or area to collect
data about the presence, incidence, prevalence or geographical extent of a pest or
disease. This may include visual surveillance to monitor wildlife for the purposes of
feral animal pest management.*' In order to ensure government departments are not
unduly restricted in carrying out their functions, this respondent submitted that:
‘communication, including sharing of information with other relevant agencies,
including enforcement agencies, should also be allowed'.

Communication or publication to protect that person’s lawful interests

6.35 Some respondents submitted that it should not be an offence if the
communication or publication is reasonably necessary (or not more than is
reasonably necessary) to protect the lawful interests of the person making it.42

6.36 The OIC stated that the approach in South Australia ‘may provide useful
guidance in prescribing exceptions to the communication or publication
prohibitions’.43

37 Eg, Submissions 15, 19, 36, 40.
38 Eg, Submissions 15, 19, 36.
39

Eg, Submissions 19, 25. Future Wise observed that communication or publication in connection with an
imminent threat of serious violence or substantial damage to property or the commission of another serious
offence, or in the public interest, ‘should be undertaken only in a way that is reasonable and proportionate’. An
academic noted that the communication or publication of information in the performance of a duty should be
‘not more than reasonably necessary in the performance of a duty of that person’.

40 Eg, Submissions 15, 19. The terms of reference exclude from the review Queensland’s existing law regulating
the use of surveillance devices for State law enforcement purposes.

41 This respondent submitted that this type of surveillance ‘is usually undertaken in rural and remote areas’ and
‘any capturing of individuals is inadvertent and uncommon’. It noted that biosecurity surveillance is not ordinarily
aimed at individuals, except in rare circumstances, such as a significant biosecurity outbreak, ‘where it is
important to monitor and limit the human and vehicular assisted spread of pests and diseases’.

42 Eg, Submissions 19, 36. See also the submissions on the meaning or scope of ‘lawful interests’ at [5.62]-[5.64]
above.

43

The South Australian provision is discussed at [6.87] below.
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Communication or publication in the public interest

6.37 A number of respondents submitted that the legislation should include a
broad exception for communication or publication in the public interest.4

6.38 A few respondents expressed the view that the legislation should not
include a broad public interest exception. Instead, those respondents submitted that
there should be specific provisions to cover, for example, the public interest in media
and journalists having an exception, or in private investigators and loss adjusters
having an exception.*®

6.39 The QCCL submitted that the communication or publication of information
obtained from the lawful use of a surveillance device should only be permitted by
consent, in the course of legal proceedings, in the performance of a duty and to a
person with a reasonable interest in knowing the truth of the matter. It observed that:

The combined exceptions should allow the disclosure of information in all
necessary circumstances. In other words, the combined effect of the exceptions
is to reflect the public interest.

6.40 This respondent also submitted that information obtained from the unlawful
use of a surveillance device should generally be communicated or published only
with judicial authority or with the informed consent of the subject of the surveillance.

6.41 In contrast, the Insurance Council of Australia submitted that it is not
practical to require judicial authority in each case. It observed that:

in some jurisdictions, communication of the results of surveillance requires a
court order. We consider that having to wait for a court to decide whether the
results of surveillance can be communicated is not practical and increases
litigation and demands on court resources. We note that where concerns in
communicating the results of surveillance relate to the privacy of other parties,
there are pragmatic solutions available (such as the use of pixilation).

Special provision in relation to the media

6.42 Future Wise observed that communication or publication by investigative
journalists may represent a justifiable exception to the communication or publication
prohibitions. However, this respondent submitted that investigative journalists should
be required to satisfy a public interest test.

6.43 The QCCL and the QLS expressed support for an exception for responsible
journalism in the public interest, as was proposed by the ALRC.46

6.44 As noted above, the QCCL submitted that judicial authority should ordinarily
be required for a communication or publication in the public interest. However, it

44 Eg, Submissions 10, 15, 18, 25, 35, 36. See further [5.65] ff above.

45 Eg, Submissions 19, 38, 40, 43.

46 The ALRC recommended that, instead of a broad public interest defence, surveillance devices legislation should

provide a ‘responsible journalism’ defence ‘relating to matters of public concern and importance’: see further
ALRC Report No 123 (June 2014) [14.58]-[14.76], Rec 14-5; QLRC Consultation Paper No 77 (2018) [3.197].
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submitted that the one exception should be in the case of responsible journalism. It
observed that:

the public interest requires a press which is capable of investigating issues and
informing the public about them... We would submit that the commission should
follow the lead of the [ALRC] and develop a specific exception for responsible
journalism.

6.45 The QCCL also noted, however, that:*4”

there is a clear difference between public interest journalism with an underlying
quality of journalistic integrity... and scandalous journalism intended to vilify
individuals.

6.46 An academic expressed support for a responsible journalism exception as
proposed by the ALRC, but submitted that it should be extended to apply to any
person.*8

6.47 The OIC observed that the approach in South Australia ‘may provide useful
guidance’.49

Special provision in relation to private investigators and loss adjusters

6.48 Future Wise observed that communication or publication by private
investigators and insurance loss adjusters are:

circumstances that represent a justifiable exception to communication and
publication of prohibited or permitted surveillance. Surveillance lies at the heart
of these professions, and might satisfy the balance of benefits as against
the harms.

6.49 However, this respondent observed that communication or publication by
private investigators and loss adjusters should be made to appropriate parties only
to the extent that is necessary and proportionate for the carriage of the relevant
matter.

6.50 As previously discussed, the Insurance Council of Australia submitted that
the legislation should not impede the ability of insurers and their agents to
appropriately conduct legitimate surveillance activities to investigate fraudulent or
exaggerated claims.5°

6.51 The Brisbane City Council submitted that such matters: ‘should be dealt with
in the context of legislation relevant to these specific industries and their functions
and responsibilities’.

47 The QLS made similar observations: see further [5.95] above.

48 Submission 19. See also [5.68], [5.96] above.

49 The South Australian provision is discussed at [6.97] below.

50 See further the discussion of this submission at [5.87] ff above.
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THE COMMISSION’S VIEW
The approach of the draft Bill

6.52 In the Commission’s view, the regulation of the communication or
publication of information obtained from the use of a surveillance device requires a
criminal response to protect the privacy of individuals from unjustified interference.®"

6.53 Accordingly, the draft Bill prohibits a person from communicating or
publishing surveillance information without consent. As previously explained,
‘surveillance information’ is defined the draft Bill as ‘information obtained, directly or
indirectly, using a surveillance device’.52

6.54 The communication or publication prohibitions supplement the use
prohibitions. They provide an important additional protection, which recognises the
breach of privacy caused by the communication or publication of surveillance
information about a private conversation, a private activity, the geographical location
of an individual, vehicle or thing, or information that is input into, output from, or
stored in, a computer.

6.55 The Invasion of Privacy Act 1971 contains two separate communication or
publication prohibitions. The prohibition in section 44(1) applies where a person
communicates or publishes information about a private conversation that was
obtained from the unlawful use of a listening device (that is, in contravention of the
use prohibition in section 43(1)).%3 The prohibition in section 45(1) applies where a
party to a private conversation communicates or publishes information about the
conversation that was obtained from the lawful use, by that party, of a listening device
(that is, in compliance with section 43(2)(a), which permits participant monitoring).54

6.56 However, as participant monitoring is not permitted under the draft Bill,%S it
is unnecessary for the communication or publication prohibitions in the draft Bill to
distinguish between information obtained from the use of a surveillance device by a
person who is a party to a private conversation or private activity and another person.

6.57 Further, in the Commission’s view, consent should generally be required
prior to the communication or publication of information obtained from the lawful or
unlawful use of a surveillance device. Accordingly, the communication or publication
prohibitions in the draft Bill do not distinguish between lawfully and unlawfully
obtained surveillance information.

51 See [3.23]-[3.24] above.
52 See [4.52] above.

53 See [6.8]-[6.9] above.
54 See [6.10]-[6.11] above.

55 See [5.247] f above.
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6.58 The communication or publication prohibitions are subject to exceptions
where the communication or publication is for a particular purpose that, in the
circumstances, justifies the interference with privacy.%®

6.59 The specific aspects of the Commission’s approach, including the elements
of the communication or publication prohibitions and their exceptions, are discussed
below.

ELEMENTS OF THE COMMUNICATION OR PUBLICATION PROHIBITIONS
Intention or knowledge

6.60 The communication or publication prohibitions in the draft Bill apply if the
person making the communication or publication knows, or ought reasonably to
know, that the information is surveillance information.

Surveillance information that the communication or publication prohibitions
apply to

6.61 The communication or publication prohibitions in the draft Bill apply to
surveillance information about:%’

o a private conversation;

. a private activity;

. the geographical location of an individual, a vehicle or another thing; and
o information that is input into, output from, or stored in a computer.

6.62 This approach links the communication or publication prohibitions to the
privacy interest being protected. It is also consistent with the use prohibitions in the
draft Bill.

6.63 The draft Bill defines ‘information’ to include a record in any form and a
document. This will ensure that the communication or publication prohibitions will
apply to a recording in any form (including an audio, visual, audio visual record or a
record in digital form) or a statement prepared from such a record.5%8 It will also apply
to a report of, or of the substance, meaning or purport of, for example, a private
conversation or private activity.? This is consistent with the approach taken in

56 See further [6.69] ff below.
57 As to the meaning of ‘private conversation’ and ‘private activity’, see [5.158] ff above.
58 Pursuant to s 36, sch 1 of the Acts Interpretation Act 1954 (Qld), a ‘document’ includes:
(a) any paper or other material on which there is writing; and
(b) any paper or other material on which there are marks, figures, symbols or
perforations having a meaning for a person qualified to interpret them; and
(c) any disc, tape or other article or any material from which sounds, images,
writings or messages are capable of being produced or reproduced (with or
without the aid of another article or device).
59

The Macquarie Dictionary defines ‘information’ to mean ‘knowledge communicated or received concerning
some fact or circumstance’ or ‘knowledge on various subjects, however acquired’.



150 Chapter 6

section 44(1) of the Invasion of Privacy Act 1971 and surveillance devices legislation
in most jurisdictions.80

Consent

6.64 As discussed above, the Commission considers that consent should
ordinarily be required prior to the communication or publication of surveillance
information. Accordingly, absence of consent is included in the draft Bill as an
element of the communication or publication prohibitions.®’

6.65 Consent to the communication or publication of surveillance information,
which may be express or implied, is required from:62

. for a listening device—each of the parties to the private conversation;
. for an optical surveillance device—each of the parties to the private activity;
. for a tracking device:

— for information about the geographical location of an individual whose
location is being tracked—that individual,

- for information about the geographical location of the vehicle or other
thing—each person who owns, or is in lawful control of, the vehicle or
thing;

. for a data surveillance device—each person who owns, or is in lawful control
of, the computer.

6.66 This is similar to the approach taken in the use prohibitions in chapter 5
above.®3

Criminal penalty

6.67 The maximum penalty for a contravention of the communication or
publication prohibitions under the Invasion of Privacy Act 1971 for an individual is

60 See [6.8]-[6.9] and [6.12] ff above. In the Australian Capital Territory, Tasmania, New South Wales, the

Northern Territory, Victoria and Western Australia, the communication or publication prohibitions apply to
records or reports of private conversations or activities. The surveillance devices legislation generally defines a
‘record’ to include an audio, visual or audio visual record or a record in digital form, or a documentary record or
statement prepared from such a record. A ‘report’ is defined to include a report of the substance, meaning or
purport of a private conversation or activity.

Cf in South Australia, the communication or publication prohibitions apply to information or material derived
from the use of a surveillance device. The words ‘information’ and ‘material’ are not defined in the surveillance
devices legislation.

61 Since a lack of consent is included as an element of the communication or publication prohibitions, the draft Bill

does not include consent as an exception. By comparison, s 44(2)(a)(i) and 45(2)(a) of the Invasion of Privacy
Act 1971 (Qld) include consent as an exception.

62 See further the discussion of consent at [4.99] ff above.

63 See further [5.204] ff above.
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imprisonment for two years or 40 penalty units ($5338).%4 For a corporation, the
maximum penalty by default is 200 penalty units ($26 690).55

6.68 Consistently with the approach taken to the use prohibitions in the draft Bill,
the Commission is of the view that a contravention of a communication or publication
prohibition should be a criminal offence with a maximum penalty of three years
imprisonment or 60 penalty units ($8007). For a corporation, the maximum penalty
would be 300 penalty units ($40 035).66

EXCEPTIONS TO THE COMMUNICATION OR PUBLICATION PROHIBITIONS

6.69 The communication or publication prohibitions in the draft Bill are subject to
exceptions under which it is not an offence to communicate or publish surveillance
information, without consent, in circumstances where the interference with privacy is
justified. This approach protects privacy while taking into account countervailing
interests and justified uses of surveillance devices.

6.70 In summary, the draft Bill provides that it is not an offence to communicate
or publish surveillance information, without consent, if the communication or
publication is:

o in a legal proceeding;
o reasonably necessary to protect the lawful interests of:
- the person making the communication or publication; or

— another person who has authorised the person to communicate or
publish the information on their behalf;

. reasonably necessary in the public interest;
. reasonably necessary to lessen or prevent a serious threat:
- to the life, health, safety or wellbeing of an individual; or

- of substantial damage to property;

. authorised under another Act; or
. in circumstances prescribed by regulation.
64

Invasion of Privacy Act 1971 (Qld) ss 44(1), 45(1). The prescribed value of a penalty unit is currently $133.45:
Penalties and Sentences Act 1992 (Qld) ss 5(1)(e)(i), 5A(1); Penalties and Sentences Regulation 2015
(Qld) s 3. For an overview of the maximum penalties in other Australian jurisdictions see [2.39] above.

65 The Invasion of Privacy Act 1971 (Qld) does not expressly provide for higher maximum penalties for

corporations. However, a higher maximum penalty for corporations—of five times the prescribed maximum—
applies by default pursuant to Penalties and Sentences Act 1992 (Qld) s 181B.

66 See [5.235]-[5.237] above. As to corporate officer liability, see [7.52] ff below.
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6.71 Also, a person does not commit an offence if the use of a surveillance device
to obtain the surveillance information the subject of the communication or publication
was authorised under another Act.

6.72 The Commission considers that the exceptions contained in the draft Bill
provide for the range of circumstances in which the communication or publication of
surveillance information without consent is justified.

Communication or publication in legal proceedings

6.73 The communication or publication prohibitions in surveillance devices
legislation apply to communication or publication of information to a court.%”
However, in each jurisdiction, there is an exception permitting communication or
publication in the course of some, or all, legal proceedings.%8

6.74 The scope of this exception differs depending on whether the
communication or publication prohibition applies to information obtained from the
lawful or unlawful use of a surveillance device, or both.5°

6.75 In Queensland, a person who is not a party to a private conversation may
communicate or publish information about a private conversation obtained from the
unlawful use of a listening device in the course of proceedings for an offence against
Part 4 of the Invasion of Privacy Act 1971.7°

6.76 However, a person who is a party to a private conversation who used a
listening device to overhear, record, monitor or listen to the conversation, which is
lawful under the Act, may communicate or publish information about the private
conversation in the course of legal proceedings.”" ‘Legal proceedings’ are defined to
include civil or criminal proceedings in or before any court, proceedings before
justices, proceedings before any court, tribunal or person (including any inquiry,
examination or arbitration) in which evidence is or may be given, and any part of legal
proceedings.”?

67 See Thomas v Nash (2010) 107 SASR 309, [54]-[55] (Doyle CJ), in which it was held that evidence of a private
conversation recorded without the consent of the other participants was inadmissible, because the
communication or publication prohibition in s 5 of the Listening and Surveillance Devices Act 1972 (SA) applied
to communication or publication to a court.

68 Listening Devices Act 1992 (ACT) ss 5(2)(c), 6(2)(a)(iii); Surveillance Devices Act 2007 (NSW) ss 11(2)(a)(iv),

)
14(2)(a)(iv); Surveillance Devices Act (NT) s 15(2)(c); Invasion of Privacy Act 1971 (Qld) ss 44(2)(a)(ii),
45(2)(b); Surveillance Devices Act 2016 (SA) ss 9(1)(d), 12(2)(d); Listening Devices Act 1991 (Tas) s 9(2)(a)(iii),
s 10(2)(b); Surveillance Devices Act 1999 (Vic) s 11(2)(c); Surveillance Devices Act 1998 (WA) s 9(2)(a)(ix).

69 Surveillance devices legislation in some jurisdictions also includes separate provisions in relation to the

inadmissibility of evidence obtained from the unlawful use of a surveillance device. See [7.63] ff below.

70 Invasion of Privacy Act 1971 (Qld) s 44(2)(a)(ii). Part 4 of the Act regulates listening devices, and includes the

use prohibition and the communication or publication prohibitions.

7 Invasion of Privacy Act 1971 (Qld) s 45(2)(b). See further the discussion of ‘participant monitoring’ at [5.245] ff

above.

72 Invasion of Privacy Act 1971 (Qld) s 45(3).
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6.77 Similar exceptions are included in surveillance devices legislation in the
Australian Capital Territory and Tasmania.”®

6.78 The surveillance devices legislation in the remaining jurisdictions variously
permits communication or publication by a person:’4

. for information obtained from the unlawful use of a surveillance device—in the
course of proceedings for an offence against the surveillance devices
legislation (New South Wales, South Australia);’> or

. for information obtained from the lawful and unlawful use of a surveillance
device—in the course of legal proceedings (Northern Territory, Victoria,
Western Australia).”®

The Commission’s view

6.79 It is not intended that a person be liable for a contravention of the
communication or publication prohibitions by communicating or publishing
surveillance information to a court or tribunal. The draft Bill therefore provides that a
person does not commit an offence against the communication or publication
prohibitions where the communication or publication is in a legal proceeding.

6.80 This exception to the communication or publication prohibitions is not
intended to make the information admissible if it is not otherwise admissible in court
proceedings.”’

Communication or publication to protect that person’s lawful interests

6.81 The Invasion of Privacy Act 1971 provides that it is not an offence for a party
to a private conversation who used a listening device to communicate or publish a

73 Listening Devices Act 1992 (ACT) ss 5(2)(c), 6(2)(a)(iii); Listening Devices Act 1991 (Tas) s 9(2)(a)(iii),
s 10(2)(b). The exception for communication or publication by a party to the private conversation applies to any
‘civil or criminal proceedings’ in the Australian Capital Territory and to ‘legal proceedings’ in Tasmania.

74 Surveillance Devices Act 2007 (NSW) ss 11(2)(a)(iv), 14(2)(a)(iv); Surveillance Devices Act (NT) s 15(2)(c);
Surveillance Devices Act 2016 (SA) s 12(2)(d); Surveillance Devices Act 1999 (Vic) s 11(2)(c); Surveillance
Devices Act 1998 (WA) s 9(2)(a)(ix).

7 An exception also expressly permits communication or publication for the purpose of investigating or

prosecuting an offence against the communication or publication provisions (in NSW) or the communication
and publication provisions and pt 2 of the legislation (in South Australia) : Surveillance Devices Act 2007 (NSW)
ss 11(2)(a)(iii), 14(2)(a)(iii); Surveillance Devices Act 2016 (SA) ss 9(1)(c), 12(2)(c).

In South Australia, there is also a separate offence provision prohibiting the communication or publication of
information obtained from the use of a surveillance device to protect that person’s lawful interests. In that case,
the information can be communicated or published in the course, or for the purposes, of a relevant action or
proceeding, or to an officer of an investigating agency for the purpose of investigating or prosecuting such an
offence: Surveillance Devices Act 2016 (SA) s 9(1)(c)—(d). See n 85 below, in relation to the definition of
‘relevant action or proceeding’.

76 The precise wording is: ‘in the course of legal or disciplinary proceedings’ (Northern Territory, Victoria); ‘in the

course of any legal proceedings’ (Western Australia).

” See [7.63] ff below, in relation to the admissibility of evidence obtained from the unlawful use of a surveillance

device.
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record of the conversation if the communication or publication is ‘not more than is
reasonably necessary for the protection of the lawful interests of that person’.”®

6.82 Similarly, in the Australian Capital Territory and Tasmania, it is not an
offence for a party to a private conversation to communicate or publish a record of
the conversation if the communication or publication is reasonably necessary to
protect the lawful interests of the person making it.”®

6.83 In the Northern Territory, Victoria and Western Australia, the communication
or publication prohibitions do not apply to a communication or publication by a person
that is not more than is reasonably necessary for the protection of the lawful interests
of the person making the communication or publication.2°

6.84 Additionally, in the Australian Capital Territory and Western Australia, if a
listening device or an optical surveillance device is used with the consent of a
principal party to protect their lawful interests, a communication or publication may
be made in the course of reasonable action taken to protect the lawful interests of
the consenting principal party.8’

6.85 As previously discussed, the term ‘lawful interests’ is not defined in the
legislation. A person’s lawful interests are to be determined on the facts of each case.
The communication or publication must also be ‘reasonably necessary’ to protect the
person’s lawful interests, which is to be assessed objectively, taking into account the
particular circumstances.8?

6.86 Surveillance devices legislation in New South Wales and South Australia
does not contain a broad exception where communication or publication is made to
protect the lawful interests of the person making it. As explained above, the general
communication or publication prohibitions in those jurisdictions apply where the
information was obtained as a direct or indirect result of the use of a surveillance
device in contravention of the surveillance device prohibitions in the legislation.

8 Invasion of Privacy Act 1971 (Qld) s 45(2)(c)(iii). There is no lawful interest exception for communication or

publication by a person of a record of a private conversation unlawfully listened to under s 44(2): see
[6.8]-[6.9] above.

79 Listening Devices Act 1992 (ACT) s 5(2)(d); Listening Devices Act 1991 (Tas) s 10(2)(c). In the Australian
Capital Territory, the offence does not apply if the communication or publication ‘is considered by the party
making it, on reasonable grounds, to be necessary for the protection of that party’s lawful interests’. This
exemption does not apply if the use of the listening device is by or on behalf of the Territory. In Tasmania, the
offence does not apply if the communication or publication ‘is not more than is reasonably necessary for the
protection of the lawful interests of the person making the communication or publication’.

80 Surveillance Devices Act (NT) s 15(2)(b)(ii); Surveillance Devices Act 1999 (Vic) s 11(2)(b)(ii); Surveillance
Devices Act 1998 (WA) s 9(2)(vi), (3)(a)(iii).

81 Listening Devices Act 1992 (ACT) s 6(2)(a)(iv); Surveillance Devices Act 1998 (WA) s 9(2)(a)(vii). In the
Australian Capital Territory, the exemption does not apply if the use of the listening device is by or on behalf of
the Territory.

82 See [5.261] ff above in relation to the meaning of ‘lawful interests’ and ‘reasonably necessary’.
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6.87 In South Australia, such an exception was considered ‘too broad’ in relation
to the use prohibitions.83 Instead, the legislation provides that a person must not
knowingly use, communicate or publish information or material derived from the use
of a listening device or an optical surveillance device in circumstances where the
device was used to protect the lawful interests of that person, except:8

(a) to a person who was a party to the conversation or activity to which the
information or material relates; or

(b) with the consent of each party to the conversation or activity to which the
information or material relates; or

(c) to an officer of an investigating agency for the purposes of a relevant
investigation or relevant action or proceeding; or

(d) in the course, or for the purposes, of a relevant action or proceedings;8?
or

(e) in relation to a situation where—
(i) a person is being subjected to violence; or
(ii) there is an imminent threat of violence to a person; or

(f) to a media organisation; or

(9) in accordance with an order of a judge under [part 2 division 2 of this
Act]; or

(h) otherwise in the course of duty or as required or authorised by law.

(notes added)
The Commission’s view

6.88 The draft Bill provides that it is not an offence to communicate or publish
surveillance information if the communication or publication is reasonably necessary
to protect the lawful interests of the person making it.

6.89 This exception applies to any person who can establish that they have a
lawful interest, and that the communication or publication of surveillance information
is reasonably necessary for the protection of that lawful interest.

6.90 It also applies if the communication or publication of surveillance information
is reasonably necessary to protect the lawful interests of another person who has

83 South Australia, Parliamentary Debates, House of Assembly, 10 September 2015, 2476 (JR Rau, Deputy

Premier, Attorney-General, Minister for Justice Reform, Minister for Planning, Minister for Housing and Urban
Development, Minister for Industrial Relations and Minister for Child Protection Reform).

84 Surveillance Devices Act 2016 (SA) s 9(1).

85 A ‘relevant action or proceeding’ is defined to include a prosecution of an offence, an application for bail, and

other specified proceedings or hearings: Surveillance Devices Act 2016 (SA) s 3(1). Examples of a relevant
action or proceeding include a prosecution of an offence, an application for bail, a police disciplinary proceeding;
and a proceeding relating to alleged misbehaviour, or alleged improper conduct, of a police officer (however
described), or an officer or employee, of the State or another jurisdiction.

86 A person may apply to a judge of the Supreme Court of South Australia for an order authorising the

communication or publication of information or material derived from the use of a listening device or an optical
surveillance device: Surveillance Devices Act 2016 (SA) s 11(1).
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authorised the person to communicate or publish the information on the other
person’s behalf.

6.91 This exception is consistent with, and a corollary to, the lawful interests
exception that applies to the use prohibitions.8”

Communication or publication in the public interest

6.92 The Invasion of Privacy Act 1971 provides that it is not an offence for a party
to a private conversation who used a listening device to communicate or publish a
record of the conversation if the communication or publication is ‘not more than is
reasonably necessary in the public interest’.88

6.93 In the Northern Territory and Victoria, the legislation provides that it is not
an offence to communicate or publish a record or report of a private conversation or
a private activity that has come to the person’s knowledge as a result of the use of a
surveillance device if the communication or publication is not more than is
‘reasonably necessary in the public interest’.8% This exception could, in appropriate
circumstances, apply in relation to a media organisation, journalist, private
investigator or loss adjuster.

6.94 Surveillance devices legislation in other jurisdictions does not contain a
broad exception for communication or publication in the public interest.%°

6.95 In South Australia and Western Australia, an order of a Supreme Court
judge is generally required prior to a communication or publication, in circumstances
where a relevant surveillance device was used in the public interest.®’ In Western
Australia, it was explained that the requirement for judicial oversight in these

87 See further [5.268]ff above.

88 Invasion of Privacy Act 1971 (Qld) s 45(2)(c)(iii). There is no public interest exception for communication or

publication by a person of a record of a private conversation unlawfully listened to under s 44(2): see further
[6.9] above.

89 Surveillance Devices Act (NT) s 15(2)(b)(i); Surveillance Devices Act 1999 (Vic) s 11(2)(b)(i). However, in the
Northern Territory, the communication or publication of private conversations or private activities obtained from
the emergency use of a listening device or an optical surveillance device under pt 6 of the Surveillance Devices
Act (NT) is subject to judicial oversight: see further [6.96] below.

90 However, in Western Australia, the other exceptions to the prohibition on communication or publication apply
only if the relevant communication or publication ‘is not more than is reasonably necessary in the public interest”:
Surveillance Devices Act 1998 (WA) s 9(3)(a)(i).

91

In South Australia, if a listening device or an optical surveillance device was used in the public interest,
information derived from that use cannot be communicated or published except in accordance with an order of
a Supreme Court judge: Surveillance Devices Act 2016 (SA) ss 3(1) (definition of ‘judge’), 10(1). However, there
is special provision in relation to media organisations: see further [6.97] below.

In Western Australia, it is not an offence to communicate or publish private conversations or private activities
obtained from the use of a listening device or an optical surveillance device if the communication or publication
is made in accordance with pt 5 of the Surveillance Devices Act 1998 (WA), which regulates the use of those
devices in the public interest, including their emergency use. Under pt 5, a judge may make an order allowing
communication or publication in the public interest if they are satisfied ‘that the publication or communication
should be made to protect or further the public interest’. For the purposes of pt 5, ‘public interest’ is defined to
include ‘the interests of national security, public safety, the economic well-being of Australia, the protection of
public health and morals and the protection of the rights and freedoms of citizens’. See further Surveillance
Devices Act 1998 (WA) ss 9(2)(a)(viii); pt 5.
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circumstances ensures that the privacy of the public is maintained not only at the
time of surveillance, but also after any surveillance recording has been made.??

6.96 In the Northern Territory, the communication or publication of private
conversations or private activities obtained from the emergency use of a listening
device or an optical surveillance device under Part 6 of the Act is also subject to
judicial oversight.®3

Special provision in relation to the media

6.97 In South Australia, special provision is made permitting communication or
publication to, or by, media organisations in the public interest. In that jurisdiction,
there is a general requirement to obtain an order of a Supreme Court Judge to
communicate or publish information or material derived from the use of a listening
device or an optical surveillance device in circumstances where the device was used
in the public interest.®* This does not apply if the communication or publication is
made:%°

. to a media organisation; or
. by a media organisation and the information or material is in the public
interest.

6.98 The exceptions for a media organisation were included following opposition
to an earlier Bill that required, as a blanket rule, an order of a judge prior to any

92 Western Australia, Parliamentary Debates, Legislative Council, 21 October 1998, 2406 (NF Moore, Leader of

the House).

93 See further Surveillance Devices Act (NT) pt 6, which provides separately for the emergency use of a listening

device or an optical surveillance device ‘if at the time of use there are reasonable grounds for believing the
circumstances are so serious and the matter is of such urgency that the use of the device is in the public
interest’. For the purposes of pt 6, ‘public interest’ is defined to include ‘the interests of national security, public
safety, the economic well-being of Australia, the protection of public health and morals and the protection of the
rights and freedoms of citizens’. If a person uses a listening device or an optical surveillance device under pt 6,
they must provide a written report to a Supreme Court judge within two business days of starting to use the
device. They cannot communicate or publish records or reports of private conversations or activities obtained
from the emergency use of the device under pt 6 without the order of a Supreme Court judge.

94 Surveillance Devices Act 2016 (SA) s 10(1). In the Northern Territory and Western Australia, an order of a

Supreme Court Judge is also required prior to communication or publication of a record of a private conversation
or activity that has come to the person’s knowledge from the emergency use of a listening device or an optical
surveillance device in the public interest. In those jurisdictions, a person is permitted to use a listening device
or an optical surveillance device to listen to, record, or record visually, observe or monitor a private conversation
or private activity ‘if at the time of use there are reasonable grounds for believing the circumstances are so
serious and the matter is of such urgency’ that the use of the device is in the public interest: Surveillance Devices
Act (NT) ss 43, 44, 46; Surveillance Devices Act 1998 (WA) ss 26-28, 29, 31.

9% Surveillance Devices Act 2016 (SA) s 10(2). ‘Media organisation’ is defined in s 3(1) to mean ‘an organisation

whose activities consist of or include the collection, preparation for dissemination or dissemination of the
following material for the purpose of making it available to the public:

(a) material having the character of news, current affairs, information or a
documentary;
(b) material consisting of commentary or opinion on, or analysis of, news, current

affairs, information or a documentary’.

Communication or publication by a person to a media organisation is also permitted where the surveillance
device was used to protect the person’s lawful interests: s 9(1)(f).
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communication or publication of information obtained from the use of a listening
device or an optical surveillance device in the public interest.%

Other approaches

6.99 The scope of the public interest exception in surveillance devices legislation
has been considered in some law reform reviews and inquiries.

6.100  As previously discussed, in relation to the use of a surveillance device, the
NSWLRC considered that an open-ended public interest exception in relation to
covert surveillance ‘would be too broad, would be open to abuse and would offer
insufficient privacy safeguards’. %’

6.101  Accordingly, the NSWLRC recommended that the communication or
publication of information obtained through covert surveillance in the public interest
should generally require authorisation. As explained above, it recommended a new
scheme for the authorisation of covert surveillance conducted in the public interest,
similar to the process for authorising covert surveillance by law enforcement
officers.%8

6.102 The NSWLRC considered whether covert surveillance by a media
organisation should be exempted, but ultimately concluded that it should not,
stating:%°

The Commission acknowledges that failing to exempt the media from its
proposed regulatory scheme will generate controversy. However, the
Commission does not accept the argument that including the media within the
scope of new surveillance laws will act as a curb on freedom of speech or
expression. It will merely ensure that, in upholding freedom of speech, the media
respect other equally important public interests and act in accordance with the
law.

6.103 The ALRC recommended that, instead of a broad public interest defence,
surveillance devices legislation should provide a ‘responsible journalism’ defence

96 South Australia, Parliamentary Debates, House of Assembly, 10 September 2015, 2477 (JR Rau, Deputy

Premier, Attorney-General, Minister for Justice Reform, Minister for Planning, Minister for Housing and Urban
Development, Minister for Industrial Relations, Minister for Child Protection Reform) in debate on the
Surveillance Devices Bill 2014 (SA) cl 9(2). See also [6.124]-[6.125] below, as to use by a private investigator
or loss adjuster in the public interest.

o7 NSWLRC Report No 98 (2001) [6.24]-[6.25]. See further [5.295] above.

98 Ibid [2.60], Recs 49, 55, 81, 82. The NSWLRC recommended that the ‘proposed legislation should contain a
separate part applying to anyone (including the media) wishing to conduct surveillance in the public interest,
but should require authorisation prior to conducting the surveillance, rather than before publication occurs’: at
[260]. The NSWLRC affirmed these recommendations in NSWLRC Report No 108 (May 2005) [5.37]-[5.49],
Recs 3-5. They have not been implemented. As to the authorisation process recommended by the NSWLRC,
see [5.293]-[5.294] above.

99 NSWLRC Report No 98 (2001) [2.61]. See also [6.16]-[{6.18]. The NSWLRC noted that the authorisation
process would only apply to covert surveillance, ‘due to its highly intrusive nature’. It also noted that the use of
covert surveillance by the media ‘is carried out rarely, and only as a last resort’, so that the requirement for an
authorisation would affect ‘only a small part of the media’s operations’: [6.19].
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‘relating to matters of public concern and importance’. "% Such a defence would apply
to offences in relation to the installation or use of a surveillance device as well as to
the communication of information obtained by the use of a device. However, a
distinction was drawn in relation to how this defence would apply to these offences: 0"

The circumstances that justify communication of information obtained through
surveillance may be different from those that justify the installation or use of a
surveillance device. A journalist is unlikely to know what information will be
obtained under surveillance before the surveillance is completed—for example,
a public official may or may not make a comment that suggests corruption during
a particular recording.

A responsible journalism defence to the installation or use of a surveillance
device should therefore depend [on] whether it was reasonable for the journalist
to believe that the use of the surveillance device was in the public interest, and
not on whether the information obtained through surveillance was, in hindsight,
information in the public interest. However, considerations of whether the
information obtained was in the public interest may be relevant if a responsible
journalism defence is to be applied to the use or communication of information
obtained through surveillance, rather than the act of surveillance itself.

6.104 In the ACT Review, it was recommended that the legislation should: 102

allow surveillance when it is carried out to protect a public interest and the
surveillance activity is necessary and proportionate. Communication of the
results of surveillance should require a court order unless the communication is
to a media organisation subject to an appropriate code of conduct.

The Commission’s view

6.105 There will be circumstances where the communication or publication of
surveillance information is reasonable and justified in the public interest.103
Accordingly, the draft Bill provides that it is not an offence to communicate or publish
surveillance information, without consent, if communication or publication is
reasonably necessary in the public interest.

6.106  The requirement for the communication or publication to be ‘reasonably
necessary’ will ensure that the scope of the exception is limited to circumstances
where the interference with privacy is justified. 04

6.107  Consistently with the approach taken to the use prohibitions in Chapter 5
above, 1% the draft Bill provides that, for deciding whether a person’s communication
or publication of surveillance information is reasonably necessary in the public

100 ALRC Report No 123 (June 2014) [14.58]-[14.76], Rec 14-5. See [5.296]-[5.297] above. The ALRC did not set
out the specific elements of such a defence. However, it noted that ‘it may be appropriate for a defence of
responsible journalism to apply only where the surveillance was necessary’.

101 Ibid [14.61]-[14.62].
102 ACT Review (2016) [2.5](d), [6.21].

103 As to the meaning of ‘in the public interest’, and some examples of matters that might be in the public interest,
see [5.283]-[5.288] above.
104 See [5.271], [5.299] above.

105 See [5.304]-[5.307] above.
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interest, a court must consider the following matters as they existed when the person
communicated or published the information:

. the subject matter of the surveillance information;

. the scope of the communication or publication;

. the nature of the public interest that arose in the circumstances;

. whether the public interest could have been served in another reasonable
way;

) the extent to which the communication or publication affected, or is likely to

affect, the privacy of an individual; and

) whether, on balance in the circumstances, the public interest justifies the
interference with the privacy of an individual.

6.108  Except for one additional matter, the matters are consistent with the matters
to be considered in determining whether the use, installation or maintenance of a
surveillance device is ‘reasonably necessary in the public interest’ at the time of the
use of the device.

6.109 The additional matter is the ‘scope of the communication’. It would include,
for example, to whom the information is communicated or published, the medium by
which itis communicated or published, the extent of the communication or publication
and the character or tone of the communication or publication. 06

Media organisations and journalists

6.110 It is not necessary for the draft Bill to include a specific provision for the
communication or publication of surveillance information by media organisations or
journalists. 197

6.111  The public interest exception will have the effect that communication or
publication of surveillance information to, or by, the media organisations and
journalists will not be an offence, provided that it is ‘reasonably necessary’ in the
public interest. The public interest in a free press is fundamental to a liberal
democracy. However, it is not absolute; it must be balanced with other countervailing
public interests, including privacy. %8

6.112 The Commission also considers that the matters for consideration in the
draft Bill, outlined above, are sufficient to deal with the particular roles and interests
of media organisations and journalists when communicating or publishing
surveillance information.% It is not necessary to include any additional matters for

106 See, eg, Channel Seven Perth Pty Ltd v S (2007) 34 WAR 325 [40], [54]-[57]; Australian Broadcasting
Corporation v SAWA Pty Ltd [2018] WASCA 29 [27]-[28],[76][78].

107 See also the discussion of the matters for consideration in the use prohibitions at [5.319] ff above.

108 See [5.310] ff above.

109 See [6.107] ff above.
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consideration that relate specifically to the role of the media in upholding the public
interest. 10

Communication or publication for safety and well-being

6.113  The surveillance devices legislation in New South Wales, Tasmania, and
Western Australia provides that it is not an offence if the communication or
publication of information obtained from a relevant use of a surveillance device is
made: "1

. in connection with an imminent threat of serious violence or substantial
damage to property, or the commission of a serious narcotics offence (New
South Wales and Tasmania) and is no more than is reasonably necessary
(New South Wales) or if the person believes on reasonable grounds that it is
necessary (Tasmania); or

. to police in connection with an indictable drug offence or other indictable
matter of the requisite seriousness, or if the person believes on reasonable
grounds that it is necessary in connection with an imminent threat of serious
violence to a person or substantial damage to property (Western Australia).

6.114  In South Australia, it is not an offence if a person communicates or publishes
information or material derived from the use of a listening device or optical
surveillance device is to protect the person’s lawful interests in relation to a situation
where a person is being subjected to violence or there is an imminent threat of
violence to a person.'12

The Commission’s view

6.115  The draft Bill provides that it is not an offence to communicate or publish
surveillance information, without consent, if it is reasonably necessary to lessen or
prevent a serious threat to the life, health, safety or wellbeing of an individual, or of
substantial damage to property. This is broadly consistent with the approach taken
to the use prohibitions in Chapter 5 above. '3

110 This is consistent with the approach taken in relation to the public interest exception for the use prohibitions:

see [5.322].

111 Surveillance Devices Act 2007 (NSW) ss 49(1)(definition of ‘serious narcotic offence’), 11(2)(b), 14(2)(b);
Listening Devices Act 1991 (Tas) s 3(1) (definition of ‘serious narcotic offence’), 9(2)(b); Surveillance Devices
Act 1998 (WA) s 9(2)(b), (c). See also Surveillance Devices Act 1999 (Vic) s 11(2)(e), in relation to a
communication to a police officer.

12 Surveillance Devices Act 2016 (SA) s 3(1) (definitions of ‘indictable drug offence’ and ‘external drug offence’),

(1)(e).
113 See [5.323] f above.
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Communication or publication authorised under another Act or prescribed by
regulation

6.116  Surveillance devices legislation includes exceptions for the communication
or publication of information obtained from the use of a surveillance device if the
communication or publication is authorised under another Act or by law. 4

6.117 There are also exceptions for communication or publication by or to
particular persons, including by a law enforcement officer for particular law
enforcement activities and otherwise relating to the performance of the officer's
duty. 5

6.118  The Invasion of Privacy Act 1971 currently includes specific exceptions for
communication or publication of a record or statement of a private conversation by a
Commonwealth officer or other person employed in connection with customs or
security who used a listening device in circumstances authorised under the Act, to
or in relation to the use of a government network radio operated by a call centre
operator for a public safety entity in limited emergency circumstances, or by a police
officer or another person who used a listening device under a provision of an Act that
authorised the use. 6

The Commission’s view

6.119  There are other State and Commonwealth Acts that regulate the use of
surveillance devices and the communication or publication of information obtained
from their use.'”

6.120 In some instances, another Act will expressly authorise the communication
or publication of surveillance information.''® The draft Bill provides that a person does
not commit an offence against the communication or publication prohibitions if the
communication or publication of surveillance information is authorised under another
Act of the State or an Act of the Commonwealth.

114 Surveillance devices legislation variously provides that a person does not commit an offence if the person’s

communication or publication is: ‘made under an authority granted by or under a law of the Commonwealth’
(Australian Capital Territory); ‘authorised by a law of the Commonwealth relating to the security of the
Commonwealth’ (Northern Territory and Victoria); ‘required or authorised by law’ (South Australia); or ‘pursuant
to an authority granted by or under the Telecommunications (Interception) Act 1979 (Cth) or any other law of
the Commonwealth’ (Tasmania): Listening Devices Act 1992 (ACT) s 5(2)(f); Surveillance Devices Act (NT)
ss 15(2),(f), 16(2)(e); Surveillance Devices Act 2016 (SA) ss 9(1)(h), 12(2)(e); Listening Devices Act 1991 (Tas)
ss 9(3), 10(2)(e), (3); Surveillance Devices Act 1999 (Vic) s 11(2)(f). In the Northern Territory and Victoria, the
surveillance devices legislation also expressly states that the communication or publication prohibitions do not
apply in relation to ‘protected information’, including information obtained from the use of a surveillance device
under a warrant, emergency authorisation, corresponding warrant or corresponding emergency authorisation:
Surveillance Devices Act (NT) ss 15(2)(d), 16(2)(c), 51; Surveillance Devices Act 1999 (Vic) s 11(2)(ca), 30D.

115 Surveillance Devices Act (NT) ss 15(2)(e)—(ea), 16; Surveillance Devices Act 1999 (Vic) ss 11(2)(d), (e), 12;
Surveillance Devices Act 1998 (WA) s 9(2)(a)(iii)—(iv).

116 Invasion of Privacy Act 1971 (Qld) ss 43(2)(c)—(e), 45(2)(e).

"7 See [5.342] ff above, in relation to other Acts authorising the use of particular surveillance devices.

118 See, eg, Police Powers and Responsibilities Act 2000 (Qld) ch 13, pt 5, div 1, which regulates the use,

communication and publication of ‘protected information’, including any information obtained from the use of a
surveillance device under a warrant or emergency authorisation.
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6.121 In other instances, another Act may expressly authorise the use of a
surveillance device, but not the communication or publication of information obtained
from that use. The draft Bill provides that a person who communicates or publishes
surveillance information does not commit an offence under the communication or
publication prohibitions if the use of a surveillance device to obtain that surveillance
information was authorised under another Act of the State or an Act of the
Commonwealth. This exception continues the approach in section 45(2)(e) of the
Invasion of Privacy Act 1971.11°

6.122  However, the person making the communication or publication must comply
with any requirements under the Act authorising the use, communication or
publication. 120

6.123 The draft Bill also provides that a person does not commit an offence
against the communication or publication prohibitions if the communication or
publication of surveillance information is in circumstances prescribed by regulation.
This will enable additional circumstances to be prescribed by regulation and is
consistent with the approach taken in relation to the use prohibitions. 2!

Communication or publication by security providers and loss adjusters

6.124  In South Australia, a licensed investigation agent or loss adjuster must not
knowingly communicate or publish information or material derived from the use of a
listening device or optical surveillance device, except to a prescribed person or class
of persons, in prescribed circumstances, or as authorised by or under the
Surveillance Devices Act 2016 (SA) or any other Act or law. 122

6.125 For a licensed investigation agent: 123

o prescribed persons and classes of persons are: the clients or employers of
the licensed investigation agent and the legal representatives of, and medical
practitioners providing services, to those clients or employers; and

o prescribed circumstances include:

- the communication of information or material to another licensed
investigation agent employed by the same employer or client for the

119 A number of those Acts also include provisions regulating the disclosure of confidential or personal information:
see, eg, Corrective Services Act 2006 (Qld) s 341; Fire and Emergency Services Act 1990 (Qld) s 153A;
Fisheries Act 1994 (Qld) s 217B; Transport Infrastructure Act 1994 (Qld) s 104.

120 For example, pursuant to s 19C of the Commissions of Inquiry Act 1950 (Qld), a person can use a listening
device under and in accordance with an approval given to overhear, record, monitor or listen to any private
conversation to which the person is not a party. However, the person must not communicate or publish the
substance or meaning of that private conversation other than to the chairperson who authorised the person to
use the device or other person nominated by the chairperson to receive such information.

121 See [5.347] ff above.

122 Surveillance Devices Act 2016 (SA) s 9(2), (3). As to the definitions of ‘licensed investigation agents’ and ‘loss
adjusters’: see [5.354] above.

123

Surveillance Devices Regulations 2017 (SA) s 12.
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purpose of briefing the other agent about matters relating to that
employer or client;

- the communication of information or material to an officer of an
investigating agency for the purposes of a relevant investigation or
relevant action or proceeding; or

- the reasonable communication of information or material to a person
in order to assist the licensed investigation agent with an investigation.

The Commission’s view

6.126 The Commission is of the view that it is not necessary for the draft Bill to
make special provision in relation to private investigators or loss adjusters. The
communication or publication of surveillance information by private investigators or
loss adjusters is adequately captured by the exceptions included in the draft Bill,
including the exception for communication or publication of surveillance information
where it is reasonably necessary in the public interest or to protect a person’s lawful
interests.

Communication or publication to a person with a reasonable interest in the
circumstances

6.127  Section 45(2)(d) of the Invasion of Privacy Act 1971 provides that a party to
a private conversation who used a listening device to overhear, record, monitor or
listen to that conversation does not commit an offence by communicating or
publishing a record of the conversation, or a statement prepared from the record, to
a person who has, or who is believed on reasonable grounds to have, ‘such an
interest in the private conversation as to make the communication or publication
reasonable under the circumstances in which it is made’. 124

6.128 The Commission considers that this exception is too broad and ambiguous
and should not be included in the draft Bill, particularly as the communication or
publication prohibitions apply to information obtained from both the lawful and
unlawful use of a surveillance device. 25

Communication or publication in the performance of a duty

6.129  Section 45(2)(c)(ii) of the Invasion of Privacy Act 1971 provides that a party
to a private conversation who used a listening device to overhear, record, monitor or
listen to that conversation does not commit an offence by communicating or

124 Invasion of Privacy Act 1971 (Qld) s 45(2)(d). Similar provision is made in the surveillance devices legislation

in the Australian Capital Territory and Tasmania: Listening Devices Act 1992 (ACT) s 5(2)(e); Listening Devices
Act 1991 (Tas) s 10(2)(d). In Western Australia, it is a general requirement of any exception to the
communication or publication prohibitions that the communication or publication is made to a person who has,
or is believed on reasonable grounds by the person making the communication or publication to have, such an
interest in the private conversation or activity as to make the communication or publication reasonable under
the circumstances in which it is made: Surveillance Devices Act 1998 (WA) s 9(3)(b).

125 Cf Invasion of Privacy Act 1971 (Qld) s 45, which applies to a party to a private conversation who used a

listening device to overhear, record, monitor or listen to that conversation, which is lawful under the Act: see
further [6.55] ff above. There is no equivalent exception in s 44 of the Act, which applies to the communication
or publication of a private conversation that is unlawfully listened to.
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publishing a record, or statement prepared from the record, if the communication or
publication is not more than is reasonably necessary in the performance of a duty of
the person making it.

6.130 An exception in similar terms is included in the surveillance devices
legislation in Western Australia and South Australia. 26

6.131 In the parliamentary debates relating to the Western Australian provision, it
was observed that the concept of ‘duty’, and the operation of this exception, is
potentially broad and ambiguous.'?’ It was explained that the exception would apply
to communication or publication to, or by, law enforcement officers in the course of
their duty. 28 It has also been held that this exception applies to a person acting under
a statutory duty.'?® However, the exception is not expressly limited to law
enforcement officers or persons employed by government agencies. 30

6.132 As explained at [6.61]-[6.63] above, the communication or publication
prohibitions in the draft Bill apply to the extent that surveillance information relates to
a private conversation, a private activity, the geographical location of an individual,
vehicle or other thing, or information that is input into, output from, or stored in, a
computer.

6.133  In the Commission’s view, ordinarily the communication or publication of
such surveillance information should not be permitted without consent, unless it is
for a particular purpose that justifies the interference with privacy. Whether
communication or publication without consent is permitted should not turn on the
particular role or status of a person, but rather on the reasons for the communication
or publication. The draft Bill therefore does not include an exception for the

126 Surveillance Devices Act 2016 (SA) ss 9(1)(h), 12(2)(e); Surveillance Devices Act 1998 (WA) s 9(2)(a)(v),
(3)(a)(ii). In Western Australia, the communication or publication prohibition does not apply if the publication or
communication is made ‘in the course of the duty of the person making the publication or communication’, but
the publication or communication must be not more than is reasonably necessary in the performance of the
person’s duty. In South Australia, it is not an offence to communicate or publish information or material derived
from the use of a surveillance device in contravention of the surveillance devices legislation, or in circumstances
where the device was used to protect the lawful interests of a person, if the communication or publication is
made ‘otherwise in the course of duty’ or as required or authorised by law.

127 Western Australia, Parliamentary Debates, Legislative Assembly, 17 September 1998, 1675 (J Kobelke).

128 Ibid, K Prince also observing that:

The classic example is law enforcement organisations engaged, perhaps, in a drugs
operation, one of which has a form of surveillance on an individual from which it gains
information which all those organisations share.

129 See Ex parte De Costa [2014] WASC 454. In this case, an officer investigating an application for a liquor licence

came into possession of a recording of a private conversation supporting the inference that the applicant was
acting on behalf of another person who had previously been found not to be a fit and proper person to hold a
liquor licence. It was held that the officer could provide the recording to a delegate of the Director of Liquor
Licensing for the purpose of determining the application for a liquor licence; communication or publication in the
course of a person’s duty pursuant to s 9(2)(a)(v) of the Surveillance Devices Act 1998 (WA) includes a statutory
duty imposed on a public officer of a State government department to make a report to the Director’s delegate
in relation to an application for a liquor licence.

It was also noted that communication or publication is permitted in the public interest. However, in Western
Australia, there is no general exception for communication or publication in the public interest; a court order is
required: Surveillance Devices Act 1998 (WA) ss 9(2)(viii), 31. It was unnecessary to make an application for
an order allowing communication in the public interest in this case, as it was authorised by s 9(2)(a)(v), (which
provides an exception for communication or publication in the course of a person’s duty).

130 Western Australia, Parliamentary Debates, Legislative Assembly, 17 September 1998, 1675 (J Kobelke and

K Prince).
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communication or publication of surveillance information in the performance of
a duty.

6.134 The communication or publication of surveillance information by public
officers in the course of performing their statutory functions, should be captured by
one of the other exceptions under the draft Bill, including if the communication or
publication is reasonably necessary in the public interest or is authorised under
another Act.

6.135 If the communication or publication of surveillance information in particular
circumstances, or for a particular purpose, is not adequately addressed by the
existing exceptions, it is preferable for that communication or publication to be
specifically authorised by other legislation or included as a prescribed circumstance
in which the communication or publication is not an offence.

Communication or publication by a person who obtained knowledge other
than by unlawful use of the device

6.136  The Invasion of Privacy Act 1971 contains two separate communication or
publication prohibitions. Section 44 applies to the communication or publication of
private conversations where the conversation was unlawfully listened to. Section 45
applies to the communication or publication of a private conversation by a party to
the conversation who lawfully used a listening device to overhear, record, monitor or
listen to that conversation. 3’

6.137  Section 44(2)(b) qualifies the scope of the communication or publication
prohibition for unlawfully obtained information. It states that the prohibition does not
prevent a person from communicating or publishing knowledge of the conversation
that is obtained in a manner other than by the unlawful use of a listening device, even
if that person also obtained knowledge of the conversation through the unlawful use
of a listening device. 32

6.138 The communication or publication prohibitions in the draft Bill apply to
surveillance information obtained from both the lawful and unlawful use of a
surveillance device. 33 A provision in similar terms to section 44(2)(b) of the Invasion
of Privacy Act 1971 is therefore not included in the draft Bill.

Communication or publication to a party

6.139 In Queensland and other jurisdictions, surveillance devices legislation
provides generally that the communication or publication of information obtained
from the use of a surveillance device is not an offence if the communication or
publication is made by a party to a private conversation or activity to another party,

131 See further [6.7] f and [6.55] ff above.

132 Invasion of Privacy Act 1971 (Qld) s 44(2)(b). Similar provision is included in some other jurisdictions, if the

communication or publication prohibition applies to information obtained from the unlawful use of a surveillance
device: Listening Devices Act 1992 (ACT) s 6(2)(b); Surveillance Devices Act 2007 (NSW) ss 11(3), 14(3);
Surveillance Devices Act 2016 (SA) s 12(3); Listening Devices Act 1991 (Tas) s 9(2)(c).

133 See [6.55]-[6.57] above.
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or by a person to another person who was a party to the relevant conversation or
activity. 134

6.140 The communication or publication of surveillance information should be
permitted only if it is with consent, or for a particular purpose that justifies the
interference with privacy. If a person was a party to a conversation or activity, was
tracked or was the owner or lawful controller of a vehicle, computer or other thing,
that person would often already have the relevant information. However,
communication of a report or record of that information would still represent an
interference with privacy, particularly in circumstances where a surveillance device
was used without consent.

6.141  The draft Bill therefore does not include an exception for the communication
or publication of surveillance information to a party to a private conversation or
private activity, a person who was tracked, or the owner or lawful controller of a
vehicle, computer or other thing.

RECOMMENDATIONS

Communicating or publishing surveillance information

6-1 The draft Bill should provide that a person must not communicate or
publish surveillance information about a private conversation or private
activity if the person:

(a) knows, or ought reasonably to know, the information is
surveillance information; and

(b) the person does not have the consent of each party to the
conversation or activity to communicate or publish the
information.

[See Surveillance Devices Bill 2020 cl 28 and [6.60]-[6.66] ff above.]

6-2 The draft Bill should provide that a person must not communicate or
publish surveillance information about the geographical location of an
individual, a vehicle or another thing if the person:

(a) knows, or ought reasonably to know, the information is
surveillance information; and

(b) the person does not have the consent of the following person or
persons to communicate or publish the location:

134 Listening Devices Act 1992 (ACT) ss 5(2)(a), (6)(2)(a); Surveillance Devices Act 2007 (NSW) s 11(2)(a)(i);

Invasion of Privacy Act 1971 (Qld) ss 44(2)(a)(i), 45(2)(a); Surveillance Devices Act 2016 (SA) ss 9(1)(a),
12(2)(a); Listening Devices Act 1991 (Tas) ss 9(2)(a)(i), 10(2)(a); Surveillance Devices Act 1998 (WA)
s 9(2)(a)(i). Further, in New South Wales, a person does not commit an offence if they communicate or publish
information regarding the input of information into, or the output of information from, a computer to the person
having lawful possession or lawful control of the computer: Surveillance Devices Act 2007 (NSW) s 14(2)(a)(i).
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(i) for information about the location of an individual—that
individual;

(i) for information about the location of the vehicle or other
thing—each person who owns, or is in lawful control of,
the vehicle or thing.

[See Surveillance Devices Bill 2020 cl 29 and [6.60]-[6.66] ff above.]

6-3  The draft Bill should provide that a person must not communicate or
publish surveillance information about information that is input into,
output from or stored in a computer, if the person:

(a) knows, or ought reasonably to know, the information is
surveillance information; and
(b) the person does not have the consent of each person who owns,
or is in lawful control of, the computer to communicate or publish
the information.
[See Surveillance Devices Bill 2020 cl 30 and [6.60]-[6.66] ff above.]
6-4 The draft Bill should provide that a person who contravenes a

prohibition in Recommendations 6-1 to 6-3 above commits an offence,
which is punishable by a maximum penalty of 60 penalty units or three
years imprisonment.

[See Surveillance Devices Bill 2020 cll 28, 29 and 30 and [6.68] above.]

Exceptions to the communication or publication prohibitions

6-5

The draft Bill should provide that a person does not commit an offence
against the prohibitions in Recommendations 6-1 to 6-3 above if the
communication or publication of surveillance information is:

(a) in a legal proceeding; or
(b) reasonably necessary to protect the lawful interests of:

(i) the person who is making the communication or
publication; or

(i) another person who has authorised the person making the
communication or publication to do so on their behalf; or

(c) reasonably necessary in the public interest; or

(d) reasonably necessary to lessen or prevent a serious threat:
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(i) to the life, health, safety or wellbeing of an individual; or
(i) of substantial damage to property; or

(e) authorised under another Act of the State or an Act of the
Commonwealth; or

(f) in circumstances prescribed by regulation.
[See Surveillance Devices Bill 2020 cl 31(1) and [6.73] ff above.]

The draft Bill should provide that a person does not commit an offence
against the prohibitions in Recommendations 6-1 to 6-3 above if the use
of a surveillance device to obtain the surveillance information the
subject of the communication or publication was authorised under
another Act of the State or an Act of the Commonwealth.

[See Surveillance Devices Bill 2020 cl 31(2) and [6.116] ff above.]

The draft Bill should provide that, for deciding whether the
communication or publication of surveillance information is ‘reasonably
necessary in the public interest’ for Recommendation 6-5(c) above, a court
must consider the following matters as they existed when the person
communicated or published the information:

(a) the subject matter of the surveillance information;
(b) the scope of the communication or publication;
(c) the nature of the public interest that arose in the circumstances;

(d) whether the public interest could have been served in another
reasonable way;

(e) the extent to which the communication or publication affected, or
was likely to affect, the privacy of an individual; and

(f) whether, on balance in the circumstances, the public interest
justified the interference with the privacy of an individual.

[See Surveillance Devices Bill 2020 cl 31(3) and [6.105] ff above.]
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INTRODUCTION
7.1 This chapter deals with other matters that are ancillary to the use

prohibitions and the communication or publication prohibitions, as well as other
issues that were raised in the Consultation Paper and considered in the review.

OTHER PROHIBITIONS

7.2 Surveillance devices legislation in some jurisdictions includes other ancillary
prohibitions, including provisions that make it an offence to:

o possess records obtained from the prohibited use of a surveillance device; or
. possess, manufacture, supply or advertise surveillance devices.

Possession of records obtained from the prohibited use of surveillance
devices

7.3 In the Australian Capital Territory and Tasmania, a person commits an
offence under the surveillance devices legislation if the person possesses a record
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of a private conversation that the person knows was obtained, directly or indirectly,
as a result of the use of a listening device in contravention of the use prohibitions."

7.4 In New South Wales, a person must not possess a record of a private
conversation or the carrying on of an activity knowing that it has been obtained,
directly or indirectly, by the use of a listening device, an optical surveillance device
or a tracking device in contravention of the legislation.?

7.5 That provision repealed and replaced a similar provision in section 8 of the
Listening Devices Act 1984 (NSW), with modifications to extend it to cover
surveillance devices generally. It was explained, in relation to the earlier provision,
that its purpose is:3

to fill the significant gap that would be left in the law if it could not successfully
prosecute those who have committed a serious offence and effectively destroyed
all evidence of its commission, save for the possession of the very thing the crime
intended to obtain—that is to say, the private information disclosed in the
conversation.

7.6 In each of those jurisdictions, the offence does not apply if the record is in

the possession of the person:*

. in connection with proceedings for an offence against the legislation;

o with the consent of each principal party to the private conversation or, in New
South Wales, each person who took part in the activity; or

o as a consequence of a communication or publication of the record to that
person in circumstances that do not constitute an offence against the
legislation.

7.7 In Western Australia, the possession of reports or records obtained through

the use of a surveillance device is dealt with in the regulations.®

7.8 In the Australian Capital Territory, New South Wales and Tasmania, the
maximum penalty for the offence is the same as for the use prohibitions and the
communication or publication prohibitions.® In Western Australia, the penalty does

Listening Devices Act 1992 (ACT) s 7(1); Listening Devices Act 1991 (Tas) s 11(1). In Tasmania, the offence
also applies if the person knows that the record has been obtained as a result of the unintentional hearing of a
private conversation.

2 Surveillance Devices Act 2007 (NSW) s 12(1). The offences relates to a contravention of pt 2 of that Act, which
contains the use prohibitions and the communication or publication prohibitions.

3 NSW, Parliamentary Debates, Legislative Assembly, 17 May 1984, 1094 (D Landa, Attorney-General).

4 Listening Devices Act 1992 (ACT) s 7(2); Surveillance Devices Act 2007 (NSW) s 12(2); Listening Devices Act
1991 (Tas) s 11(2).

5 Surveillance Devices Regulations 1999 (WA) r 9.

6

Different maximum penalties for this offence apply in the Australian Capital Territory (50 penalty units ($8000)
or six months imprisonment or both); New South Wales (100 penalty units ($11 000) or five years imprisonment
or both); and Tasmania (40 penalty units ($6720) or two years imprisonment or both): Listening Devices Act
1992 (ACT) s 7(1); Surveillance Devices Act 2007 (NSW) s 12(1); Listening Devices Act 1991 (Tas) s 12.
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not include a term of imprisonment, unlike the use and communication or publication
prohibitions.”

Possession, manufacture, supply or advertising of surveillance devices

7.9 Surveillance devices legislation in some jurisdictions makes it an
offence to:®

. possess a surveillance device knowing that it is intended or mainly designed
for use in breach of the legislation, or with the intention of using it, or it being
used, in breach of the legislation;®

o manufacture or supply, or offer to supply, a surveillance device knowing that
it is intended or mainly designed for use in breach of the legislation, or with
the intention of using it, or it being used, in breach of the legislation; ' or

o advertise a listening device of a prescribed class or description. "

7.10 These offences extend the reach of the legislation beyond those who use a
surveillance device unlawfully, or who receive, communicate or publish unlawfully
obtained information. They reach ‘upstream’ to prohibit activities in ways that may
assist in reducing or preventing the ‘downstream’ offences that begin with unlawful
use.

7.11 However, the diversity and ubiquity of many multi-purpose technologies that
are capable of being used as surveillance devices—including smartphones, drones
and other smart devices and programs—makes it difficult to determine upstream
actions based on the intended use or design of the device.

712 The NZLC observed that it ‘would be impossible to outlaw all devices that
can be used to conduct unlawful surveillance’, and that offences for making, selling
or supplying a surveillance device or software would need to be ‘very tightly drawn

In Western Australia the penalty is $5000: Surveillance Devices Regulations 1999 (WA) r 9(1). The maximum
penalty for an offence under the use and communication or publication prohibitions is $5000 or 12 months
imprisonment or both: ss 5(1), 6(1), 7(1), 9(1).

It is also an offence under the Criminal Code Act 1995 (Cth) if a person manufactures, advertises, displays or
offers for sale, sells, or possesses an interception device. An interception device is an apparatus or device that
is capable of being used to enable a person to intercept a communication passing over a telecommunications
system and could reasonably be regarded as having been designed for the purpose of being used in connection
with the interception of communications passing over a telecommunications system: ss 473.1 (definition of
‘interception device’), 474.4.

9 See Listening Devices Act 1992 (ACT) s 8(a)(iv), (b); Surveillance Devices Act 2007 (NSW) s 13(1)(c);
Surveillance Devices Act 1998 (WA) s 34. See also Surveillance Devices Act 2016 (SA) s 36, which makes it
an offence to possess a surveillance device of a declared class or kind without the Minister's consent. No
devices have been declared to be a declared class or kind.

10 See Listening Devices Act 1992 (ACT) s 8(a)(i)—(iii), (b); Surveillance Devices Act 2007 (NSW)
s 13(1)(a)- (b), (2). This also includes the sale or distribution of a surveillance device, and offers to sell or
distribute a surveillance device.

1 See Invasion of Privacy Act 1971 (Qld) s 48. This offence is punishable on summary conviction, and has a

maximum penalty of 20 penalty units ($2669) or one year’s imprisonment. No devices have been prescribed for
the purpose of this offence.
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and restricted to cases in which a person is clearly aiding or encouraging the
commission of a crime’. It observed, for example, that: 2

It [should] not be an offence to sell or supply a surveillance device if the person
so doing did not know that the device was to be used to commit an offence under
the Act. It [should], however, be an offence for a private investigator to supply a
client with a tracking device, knowing that the client intended to install it in the car
of his ex-partner for the purpose of tracking her.

Submissions
7.13 In the Consultation Paper, the Commission asked if it is necessary for the
legislation to include any other ancillary prohibitions to deal with: '3
o the possession of records obtained from the prohibited use of surveillance
devices; or
o the possession, manufacture, supply or advertising of surveillance devices.

7.14 Some respondents submitted that the legislation should prohibit the
possession of records obtained from the prohibited use of a surveillance device. '

7.15 A few of those respondents also submitted that the legislation should
prohibit the possession, manufacture, supply or advertising of a surveillance
device.®

7.16 However, the QCCL submitted that those provisions should be limited to
circumstances where the possession of records, or the manufacture, supply or
advertising of an unlawful surveillance device, ‘occurs deliberately or with reckless
indifference to the legislation’.

717 A few respondents submitted that the legislation should not deal with the
possession, manufacture, supply or advertising of a surveillance device.'® A
government department observed that offences should relate to the use of a
surveillance device, rather than possession.'”

12 NZLC Report No 113 (2010) [3.103]-[3.104]. The NZLC recommended that it should be an offence to make,
sell or supply a surveillance device or software that can convert a device into a surveillance device, knowing
that the device is to be used to undertake surveillance in contravention of the criminal provisions of the
surveillance devices legislation, or to promote or hold out a device or software as being useful for the carrying
out of surveillance in contravention of the legislation: [3.104], Rec 16.

13 QLRC Consultation Paper No 77 (2018) Q-24.
14 Eg, Submissions 13, 18, 22, 40.
15 Submissions 13, 40.

16 Submissions 15, 18.

17 Submission 15.
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7.18 A community legal service observed generally that there is no need to
regulate all ancillary matters. It submitted that the legislation should focus on the
most serious issues.'®

The Commission’s view
Possession of records obtained from the prohibited use of surveillance devices

7.19 The Invasion of Privacy Act 1971 does not currently prohibit the possession
of records obtained from the unlawful use of a listening device. However, surveillance
devices legislation in some other jurisdictions does include such an offence.'?

7.20 The Commission is of the view that the draft Bill should provide an additional
privacy protection, by prohibiting a person from possessing information that they
know is surveillance information that has been obtained from the unlawful use of a
surveillance device. The purpose of such a provision is to reduce the risk of
unlawfully obtained surveillance information being communicated or published.

7.21 As previously explained, the draft Bill defines ‘surveillance information’ as
‘information obtained, directly or indirectly, using a surveillance device’, and defines
‘information’ to include a record in any form and a document.2°

7.22 Accordingly, the draft Bill provides that a person must not, without the
consent of each relevant person, possess information that the person knows is
surveillance information obtained in contravention of the use prohibitions under the
legislation.

7.23 For the purposes of this offence, the draft Bill defines a ‘relevant person’, in
relation to surveillance information, as: 2

. if the surveillance information is about a private conversation obtained using
a listening device—each party to the conversation; or

. if the surveillance information is about a private activity obtained using an
optical surveillance device—each party to the activity; or

. if the surveillance information is about the geographical location of an
individual obtained using a tracking device—the individual; or

. if the surveillance information is about the geographical location of a vehicle
or other thing obtained using a tracking device—each person who owns, or is
in lawful control of, the vehicle or thing; or

o if the surveillance information is about the information input into, output from
or stored in a computer obtained using a data surveillance device—each
person who owns, or is in lawful control of, the computer.

18 Submission 41.

19 See [7.3] ff above.
20 See [4.52] above.

2 See further [5.204] ff above in relation to consent to the use of a surveillance device.
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7.24 However, the draft Bill provides that a person does not commit an offence if
the person is in possession of the information:

. in relation to proceedings for an offence against the legislation; or

. because it was communicated to the person, or published, in a way that does
not contravene the legislation.

7.25 The draft Bill provides that the maximum penalty for a contravention of the
prohibition on possessing surveillance information is 20 penalty units ($2669) or
one year's imprisonment. For a corporation, the maximum penalty that may be
imposed is 100 penalty units ($13 345).22

Possession, manufacture, supply or advertising of surveillance devices

7.26 The Commission considers that the draft Bill should not include prohibitions
in relation to possessing, manufacturing, supplying or advertising a surveillance
device. Such provisions have limited utility, given that many common devices are
capable of being used for the purposes of surveillance.

USE OF A SURVEILLANCE DEVICE TO HARRASS, INTIMIDATE OR HINDER
A PERSON

7.27 In Victoria, in the context of its review considering, among other things,
‘Whether legislative or other measures are necessary to ensure that there is
appropriate control of surveillance’, the VLRC suggested that the surveillance
devices legislation should include an additional offence of a different kind, relating to
harassment and intimidation.

7.28 The VLRC recommended the creation of a new offence in the Surveillance
Devices Act 1999 (Vic) to make it unlawful to use a surveillance device in such a way
as to:3

(a) intimidate, demean or harass a person of ordinary sensibilities; or to

(b) prevent or hinder a person of ordinary sensibilities from performing an
act they are lawfully entitled to do.

7.29 The VLRC explained that the ‘primary purpose’ of the offence would be ‘to
send a clear message to the community that various forms of behaviour with a
surveillance device are unacceptable’. It referred, for example, to people filming acts
of violence, the aftermath of traffic accidents or consensual sexual activities, people
being filmed while entering abortion clinics, gay bars or drug treatment clinics to

22 If a body corporate is found guilty of the offence, the court may impose a maximum fine of an amount equal to

five times the maximum fine for an individual: Penalties and Sentences Act 1992 (QId) s 181B. See
[2.39] above.

23 VLRC Report No 18 (2010) Rec 20. See also Rec 21 as to the availability of both criminal and civil penalties for

contravention of the proposed offence.
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intimidate them or hinder their passage, and to the potential use of surveillance for
blackmail.?*

7.30 The VLRC observed that the protection offered by the Victorian Act is
generally limited to private conversations and activities and that there are existing
laws addressing matters such as stalking and offensive behaviour in public.
However, in its view, a ‘specific offence concerned with the grossly offensive use of
a surveillance device’ would provide a clearer message to the community.2%

7.31 A similar proposal was made by the AAUS and Liberty Victoria, observing
that such an offence would focus on the harm caused by particular conduct.26

7.32 In Queensland, there are a number of laws of general application that could
apply to situations in which a surveillance device is used to intimidate, demean
or harass another person.

7.33 These include Criminal Code offences dealing with unlawful stalking,
observations or recordings in breach of privacy and the distribution of intimate
images or recordings, as well as computer hacking or misuse offences.?’” For
example, ‘unlawful stalking’ can include the use of a surveillance device to track or
watch a person, or watch a place where a person lives, works or visits.28

7.34 There are also mechanisms for obtaining a domestic violence order under
the Domestic and Family Violence Protection Act 2012.2° Examples of domestic
violence, within a relevant relationship,3® include conducting unauthorised
surveillance (such as, following or tracking a person, monitoring telephone calls, text

24 Ibid [6.94]-[6.101].
25 Ibid [6.105]-[6.106].
26 AAUS and Liberty Victoria Paper (2015) [4.5]. AAUS and Liberty Victoria also proposed that there be a higher

penalty where a person has contravened the use prohibition or the communication or publication prohibition
and ‘thereby cause[d] psychological or physical harm to another person’.

27 See Criminal Code (Qld) ss 223, 227A, 227B, 229A, 408E and ch 33A. See further the discussion of those

offences in QLRC Consultation Paper No 77 (2018) [2.117] ff.

28 Criminal Code (Qld) s 359B(c)(i), (iii). ‘Unlawful stalking’ can also include: loitering near or approaching a person

or a place where a person lives, works or visits; contacting a person in any way (including by email or ‘through
the use of any technology’); giving offensive material to a person, directly or indirectly; leaving offensive material
where it will be found by, given to or brought to the attention of, a person; an intimidating, harassing or
threatening act against a person (whether or not it involves violence or threats of violence); or an act of violence,
or a threat of violence, against any person or the property of any person. See further H Douglas and M Burdon,
‘Legal Responses to Non-Consensual Smartphone Recordings in the Context of Domestic and Family Violence’
(2018) 41(1) University of New South Wales Law Journal 157, in which it is explained that non-consensual
recording of a partner or ex-partner can be unlawful stalking. Whether the conduct justifies a charge of unlawful
stalking will depend on the circumstances of the case.

29 See Domestic and Family Violence Protection Act 2012 (Qld) pt 3.

30 For the purposes of the Domestic and Family Violence Protection Act 2012 (Qld), a ‘relevant relationship’ is an

intimate personal relationship, a family relationship, or an informal care relationship: s 13. The terms ‘intimate
personal relationship’, ‘family relationship’ and ‘informal care relationship’ are also defined: see ss 14, 19, 20.
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messages or email) or unlawfully stalking a person.3' Contravention of a domestic
violence order is a criminal offence.3?

7.35 In addition, there are relevant cyber-harassment laws under the
Commonwealth Criminal Code. In particular, it is an offence to use a carriage service
to ‘menace, harass or cause offence’.3® This would apply to conduct amounting to
harassment by means of the internet, including posting harassing, intimidating or
menacing messages or images on social media.3*

Submissions

7.36 In the Consultation Paper, the Commission asked if it is necessary for the
legislation to include any other ancillary prohibitions to deal with the use of a
surveillance device to intimidate, harass or hinder a person.3%

7.37 Several respondents, including the QLS, the AAUS and a member of the
public submitted that the legislation should deal with the use of surveillance devices
to intimidate, harass or hinder a person.36

7.38 QAI submitted that it should be an offence to use a surveillance device to
intimidate, harass or hinder a person ‘with an aggravated component in
circumstances where the person subject to surveillance is particularly vulnerable’, for
example, because they are a person with a disability or there is a power imbalance
between the parties.

7.39 A few respondents gave examples of the use of surveillance cameras to
intimidate, harass or stalk neighbours.3”

7.40 The Women'’s Legal Service Qld submitted that there should be a review of
the offence of unlawful stalking in the Criminal Code ‘to ensure it adequately covers’
technology assisted abuse in the context of domestic violence. Technology assisted
abuse is the use of technology (such as internet, social media, mobile phones,

31 Domestic and Family Violence Protection Act 2012 (Qld) s 8(1), (2)(h)—(i). For the purposes of s 8, unauthorised

surveillance, of a person, means the unreasonable monitoring or tracking of the person’s movements, activities
or interpersonal associations without the person’s consent, including, for example, by using technology: s 8(5)
(definition of ‘unauthorised surveillance’).

32 Domestic and Family Violence Protection Act 2012 (Qld) ss 30, 177, 180.

33 Criminal Code Act 1995 (Cth), sch, s 474.17. The maximum penalty for this offence is three years imprisonment.

34 ALRC Report No 123 (2014) [15.38].

In Queensland, the Anti-Cyberbullying Taskforce proposed a package of reforms to address cyberbullying of
children and young people. The Taskforce did not consider that further criminal offences about bullying and
cyberbullying are required in Queensland, although it did recommend that the Queensland Government
advocate for the introduction of a national ‘right to erasure’ or ‘right to be forgotten’ law: Queensland
Government, Adjust our Settings: A community approach to address cyberbullying among children and young
people in Queensland (September 2018) 72-75, 78 and Rec 29. Queensland Government accepted all 29 of
the Taskforce’s recommendations: Queensland Government, Queensland Government Response to Adjust our
Settings: A community approach to address cyberbullying among children and young people in Queensland
(October 2018).

35 QLRC Consultation Paper No 77 (2018) Q-24(c).
36 Eg, Submissions 13, 18, 22, 33, 39, 43.
37 Eg, Submissions 5, 12, 13, 46.
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computers and surveillance devices) to stalk and perpetrate abuse on a person.38
This includes the use of surveillance devices to spy on a person and the use of
tracking devices to follow a person. For example, perpetrators may install listening
devices or tracking devices on the victim’s car or use tracking applications in their
ex-partner’s phones ‘as a form of control, monitoring and intimidation’.3°

7.41 In particular, the Women’s Legal Service supported updating the definition

of ‘unlawful stalking’ to include the use of a surveillance device for the purpose of:

. overhearing, recording, monitoring or listening to a person;

. observing, monitoring or recording a person;

. accessing, tracking, monitoring or recording information that is input into,
output from or stored in a computer or other device (for example, a phone);
and

. using a surveillance device for the purpose of determining the geographical

location of a person, vehicle or object.
The Commission’s view

7.42 The draft Bill provides for offences in relation to the use of a surveillance
device, or the communication or publication of information obtained from the use of
a surveillance device.% In some cases, the use, communication or publication will
involve conduct that is harassing, intimidating or demeaning.

7.43 The draft Bill also provides a civil mechanism for resolving complaints in
relation to a contravention of the general obligations not to use a surveillance device,
or to communicate or publish surveillance information, in a way that interferes with
an individual’s surveillance privacy.*!

7.44 In the Commission’s view, the draft Bill should not include a separate
provision prohibiting the use of a surveillance device to harass, intimidate or hinder
a person. A provision of this nature has a different focus from the criminal prohibitions
in the draft Bill, which seek to protect the privacy of individuals from unjustified
interference from the use of a surveillance device or the communication or
publication of information obtained from such use.

7.45 There are a number of offences in the Criminal Code that deal specifically
with conduct that is harassing, intimidating or demeaning. Those offences may apply
in situations in which a surveillance device is used to intimidate, demean or harass.*?

38 See further Domestic Violence Resource Centre Victoria, Legal Guides <https://www.dvrcv.org.au/knowledge-

centre/legal-protection-safety/legal-quides>.

39 Submission 27.

40 See generally Chapters 5 and 6 above. It also regulates the possession of information obtained from the

unlawful use of a surveillance device: see [7.20] ff above.

4 See generally Chapters 8 and 9 below.

42 See [7.32] ff above.
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7.46 In its submission, the Women’s Legal Service QId suggested that there
should be a review of the offence of unlawful stalking to ensure that it adequately
applies to all forms of technology assisted abuse in the context of domestic violence.
An examination of the scope and operation of that offence is outside the terms of
reference for this review. In terms of the scope of existing laws, the Commission
notes that the use of a surveillance device to track or watch a partner or former
partner without consent could constitute unlawful stalking. Technology-facilitated
stalking and abuse could also be a form of domestic violence, and could be the
subject of a domestic violence order.43

UNLAWFUL ENTRY OF DWELLING HOUSES

7.47 The Invasion of Privacy Act 1971 provides that it is an offence to enter a
dwelling house without the consent of lawful occupier (or if there is no person in
lawful occupation, the owner)#* or to gain entry by force, threats, intimidation, deceit
or fraudulent means,*® unless the entry was authorised, justified or excused by law
or was made to protect the house or a person inside.*6

7.48 This provision was intended to provide protection ‘from forcible or deceptive
entry by private inquiry agents or by repossession agents’.#” The regulation of private
inquiry agents and credit reporting agents, which was previously dealt with under the
Invasion of Privacy Act 1971 (Qld), is now regulated under different legislation.*® In
particular, the Fair Trading Inspectors Act 2014 (Qld) sets out general provisions for
the entry of places by inspectors.4?

7.49 The Invasion of Privacy Act 1971 also provides that it is an offence for a
person to be found in a dwelling house or the yard of a dwelling house without lawful
excuse.®® The purpose of this provision was to strengthen laws and penalties about

43 See [7.33]-[7.34] above. The domestic and family violence system was the subject of an extensive review in

2014-2015 and is the subject of ongoing reform in Queensland: see Special Taskforce on Domestic and Family
Violence in Queensland, Not Now, Not Ever: Putting an end to domestic and family violence in Queensland,
Report (February 2015); Qld Government, Domestic and Family Violence Prevention Strategy 2016—-2026
(December 2016).

44 Invasion of Privacy Act 1971 (Qld) s 48A(1). Those offences are punishable on summary conviction, and have

a maximum penalty of 20 penalty units ($2669) or one year’s imprisonment.

45 Invasion of Privacy Act 1971 (Qld) s 48A(1A). This offence is punishable on summary conviction, and has a

maximum penalty of 30 penalty units ($4003.50) or 18 months imprisonment. It applies whether or not the
offender has the consent of the owner or person in lawful occupation.

46 Invasion of Privacy Act 1971 (Qld) s 48A(2). Entry by threats, intimidation, deceit or fraud is not excused:

s 48A(2)(a).

47 Queensland, Parliamentary Debates, Legislative Assembly, 1 April 1976, 3330 (WE Knox, Minister for Justice

and Attorney-General).

48 See Invasion of Privacy Act 1971 (Qld) pts 2 and 3 (as made), pt 3 omitted by the Tourism, Racing and Fair

Trading (Miscellaneous Provisions) Act 2002 (Qld) pt 12. See now, eg, the Security Providers Act 1993 (Qld)
and Fair Trading Inspectors Act 2014 (Qld); Privacy Act 1988 (Cth) pt IlIA.

49 Fair Trading Inspectors Act 2014 (Qld) pt 2. Generally, an inspector cannot enter a place, other than a public

place or a place of business, unless the person has the consent of the occupier of the place or has power to
enter under a warrant.

50 Invasion of Privacy Act 1971 (Qld) s 48A(3) This offence is punishable on summary conviction, and has a

maximum penalty of 20 penalty units ($2669) or one year's imprisonment.
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prowlers or ‘peeping Toms’.5" It was noted at the time that this provision ‘overcomes
difficulties in obtaining prosecutions because of the problems of interpretation’ of the
Vagrants Gaming and Other Offences Act 1931.52 That Act was repealed and a
number of offences placed in the Summary Offences Act 2005 (Qld). The latter Act
includes a general offence of trespass.53

7.50 More broadly, the Summary Offences Act 2005 and the Criminal Code
include general offences relating to trespass.>* Further, at common law, an individual
who has a right to exclusive occupation of land or premises may bring an action in
trespass where there is an intrusion onto property.5°

The Commission’s view

7.51 The main purpose of the draft Bill is to regulate the use of surveillance
devices.®® Accordingly, it does not include an offence provision in relation to the
unlawful entry of dwelling houses or yards.

CORPORATE OFFICER LIABILITY

7.52 The Invasion of Privacy Act 1971 provides that, if a corporation commits
certain offences under the Act, each executive officer of the corporation is taken to
have also committed the same offence if the officer authorised or permitted the
corporation’s conduct constituting the offence, or was, directly or indirectly, knowingly
concerned in the corporation’s conduct.%”

7.53 For the purposes of this provision, an ‘executive officer is defined as a
person who is concerned with, or takes part in, the corporation’s management,
whether or not the person is a director or is given the name of executive officer.%8

51 Queensland, Parliamentary Debates, Legislative Assembly, 8 & 9 April 1976, 3614 (WE Knox, Minister for

Justice and Attorney-General).

52 In particular, it was noted that the provision in the Vagrants, Gaming and Other Offences Act had for many

years been restricted to enclosed yards. The Invasion of Privacy Act 1971 provision applies to all yards, whether
enclosed or not. See Qld, Parliamentary Debates, Legislative Assembly, 8 & 9 April 1976, 3614-16.

53 See Summary Offences Act 2005 (QlId) s 11, which makes it an offence to unlawfully enter or remain in a

dwelling, a yard for a dwelling, or a yard or place used for a business purpose. This offence has a maximum
penalty of 20 penalty units ($2669) or one year’s imprisonment.

>4 See Criminal Code (Qld) ss 421(1), 427(1), under which entry onto any premises, or unlawful entry of a vehicle,

with intent to commit an indictable offence are crimes. This offence has a maximum penalty of 10 years
imprisonment. See also Criminal Code ss 421(2), (3), 427(2) for more serious offences. See also Summary
Offences Act 1995 (Qld) s 11, which makes it an offence for a person to unlawfully enter, or remain in, a dwelling
or the yard for a dwelling. This offence has a maximum penalty of 20 penalty units ($2669) or one year's
imprisonment.

55 See further [D.47] below.

56 See generally Chapter 5 above. The draft Bill also regulates the communication or publication, and the

possession, of surveillance information: see Chapter 6 and [7.20] ff above.

57 Invasion of Privacy Act 1971 (QId) s 49A(1). This applies in relation to offences against ss 43(1) (the use

prohibition), 43(5) (breach of forfeiture order), 44(1), 45(1) (the communication or publication prohibitions) and
46(5) (breach of non-publication order). It does not matter whether the corporation has also been proceeded
against for, or convicted of, the offence: 49A(2).

58 Invasion of Privacy Act 1971 (Qld) s 49A(4).



182 Chapter 7

7.54 This provision does not affect the liability of the corporation for the offence.°

7.55 Corporate officer liability provisions are included in other Australian
jurisdictions, although their scope differs.6® By way of example, the provisions in
Tasmania and Western Australia exempt an officer from liability for the corporation’s
conduct if:81

o the corporation breached the relevant provision without the officer's
knowledge;

o the officer was not in a position to influence the conduct of the corporation in
relation to its breach; or

. the officer, being in such a position, used all due diligence to prevent the
breach by the corporation.

Submissions
7.56 In the Consultation Paper, the Commission asked how the liability of a

corporate officer for the contravention of the corporation should be dealt with.%2

7.57 A few respondents submitted that consideration should be given to making
corporate officers liable for a contravention by a corporation.®3

7.58 However, the QLS submitted that:

The approach taken in relation to liability of corporations or corporate officers
should be carefully considered in light of existing offences and existing law.
Directors and officers of corporations are subject to a range of obligations both
under the Corporations Act 2001 (Cth) and at common law by virtue of their
fiduciary positions. New offences should not be created unless there is a clear
gap in the law which is not adequately addressed by existing offences.

7.59 The QLS broadly supported the following view expressed by the
Corporations and Markets Advisory Committee in its report on personal liability for
corporate fault:4

[Al]s a general principle, individuals should not be made criminally liable for
misconduct by a company except where it can be shown that they have

59 Invasion of Privacy Act 1971 (Qld) s 49A(3)(a). Nor does it affect the liability of a person under the Criminal
Code (Qld) ch 2 as a party to the offence: s 49A(3)(b).

60 See Surveillance Devices Act 2007 (NSW) s 57; Surveillance Devices Act (NT) s 72; Listening Devices Act
1991 (Tas) s 25; Surveillance Devices Act 1999 (Vic) s 32A; Surveillance Devices Act 1998 (WA) s 39. These
provisions apply to a ‘director’ of the corporation, as well as to a person who is concerned in, or takes part in,
the corporation’s management.

61 Listening Devices Act 1991 (Tas) s 25(1); Surveillance Devices Act 1998 (WA) s 39(1). See also Surveillance
Devices Act (NT) s 72(3); and Surveillance Devices Act 1999 (Vic) s 32A(3) to generally similar effect.

62 QLRC Consultation Paper No 77 (2018) Q-22.

63 Eg, Submissions 13, 25.

64

Australian Government, Corporations and Markets Advisory Committee, Personal Liability for Corporate Fault,
Report (September 2006) 33.
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personally helped in or been privy to that misconduct, that is, where they were
accessories. ..

7.60 Toowoomba Regional Council submitted that there should be disciplinary
action for an officer in appropriate cases.

The Commission’s view

7.61 The Commission is of the view that the draft Bill should not include a
provision to the effect that, where a corporation has committed an offence under the
legislation, each executive officer of the corporation is taken to have committed the
same offence. The Commission notes that, ordinarily, a corporate officer should not
be made responsible for acts or omissions over which they had no control.85

7.62 A corporation may be liable for a contravention of a criminal prohibition
under the draft Bill.%8 A corporate officer may also be liable for a contravention of a
criminal prohibition if they are personally involved in the conduct or an accessory to
it, for example in situations where they knew of the contravention and were in a
position to influence the corporation’s conduct.®”

ADMISSIBILITY OF EVIDENCE OBTAINED FROM THE UNLAWFUL USE OF A
SURVEILLANCE DEVICE

7.63 Surveillance devices legislation in the Australian Capital Territory,
Queensland and Tasmania includes separate provisions that expressly limit the
admissibility of evidence obtained from the unlawful use of a surveillance device.

7.64 In Queensland, section 46 of the Invasion of Privacy Act 1971 provides that
a person who has knowledge of a private conversation as a direct or indirect result
of the unlawful use of a listening device® may not give evidence of that conversation
in any civil or criminal proceedings.®® That evidence is admissible only where:"°

. a party to the conversation consents to the person giving evidence;

. the person giving evidence has obtained knowledge of the conversation in the
way described and also in some other way; or

65 See generally Office of Queensland Parliamentary Counsel, Fundamental Legislative Principles: The OQPC
Notebook (2008) [2.9.10], [3.4.1]-[3.4.2]. See also ALRC, Principled Regulation: Federal Civil and
Administrative Penalties in Australia, Report No 95 (2002) [8.6]-[8.12]. The ALRC is currently undertaking a
review of the Commonwealth corporate criminal responsibility regime, with a particular focus on the need for
effective laws to hold corporations accountable for criminal misconduct: see: ALRC, Corporate Criminal
Responsibility, Discussion Paper No 87 (November 2019).

66 The prohibitions apply to a ‘person’, which includes an individual and a corporation: Acts Interpretation Act 1954
(Qld) s 36, sch 1 (definition of ‘person’). If a corporation is found guilty of an offence, the court may impose a
maximum fine of an amount equal to five times the maximum fine for an individual: Penalties and Sentences
Act 1992 (Qld) s 181B.

67 Criminal Code (Qld) ss 7, 10.

68 Specifically, the use of a listening device in contravention of s 43 of the Invasion of Privacy Act 1971 (Qld).

69 Invasion of Privacy Act 1971 (Qld) s 46(1).

70

Invasion of Privacy Act 1971 (Qld) s 46(2).
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. the evidence is given in proceedings for an offence against the Invasion of
Privacy Act 1971 that is constituted by a contravention of, or failure to comply
with, any provision in the part of the Act about listening devices.”"

7.65 Similar provision, although varying in terms and scope, is made in the
Australian Capital Territory and Tasmania.’?

7.66 At the time this provision was enacted in the Australian Capital Territory, it
was considered that ‘the inadmissibility of evidence obtained by the unlawful use of
a listening device will be the most effective means of deterring and eliminating’ covert
surveillance.”

7.67 Surveillance devices legislation in other jurisdictions does not contain
similar provisions about the admissibility of evidence, generally leaving the
admissibility of evidence unlawfully obtained to the court’s discretion.”* In New South
Wales, the Northern Territory and Victoria, the surveillance devices legislation
expressly provides that it ‘is not intended to limit a discretion that a court has to admit
or exclude evidence in any proceeding’.”®

7 Part 4 of the Invasion of Privacy Act 1971 (Qld) deals with listening devices.

72 Listening Devices Act 1992 (ACT) s 10; Listening Devices Act 1991 (Tas) s 14. In those jurisdictions, such

evidence is also admissible in a proceeding for a ‘defined offence’ (which includes an offence punishable by
imprisonment for life or 10 years or more and certain drug offences) (ACT) or an offence punishable by
imprisonment for life or 21 years or more, or a serious narcotics offence (TAS): Listening Devices Act 1992
(ACT) s 10(2)(d), dictionary (definition of ‘defined offence’); Listening Devices Act 1991 (Tas) ss 3 (definition of
‘serious narcotics offence’), 14(3)(d). In the ACT, evidence obtained by the use of a listening device for the
purpose of protecting the lawful interests of a principal party to a private conversation is also admissible under
those provisions: Listening Devices Act 1992 (ACT) s 10(2)(c).

In determining whether to admit evidence under these provisions, the court is required to take into account
various matters including: the public interest in upholding the law; protecting people from illegal or unfair
treatment and punishing those guilty of offences; the seriousness of the offence in relation to which the evidence
is sought to be admitted; and the nature of the relevant contravention of the surveillance devices legislation.

73 ACT, Legislative Assembly, Parliamentary Debates, 20 August 1992, 1880 (T Connolly, Attorney-General,

Minister for Housing and Community Services and Minister for Urban Services).

74 However, the scope of the communication or publication prohibitions (and, in particular, the extent of the

exception for communication or publication in legal proceedings) is also relevant. If legislation expressly
prohibits the communication of unlawfully obtained evidence to the court, ‘no question of discretion arises: the
evidence cannot be received’: The Hon JD Heydon AC, LexisNexis, Cross on Evidence, (at June 2019) [27270],
citing Thomas v Nash (2010) 107 SASR 309. In some jurisdictions, the communication or publication of
information obtained from the unlawful use of a surveillance device is permitted in proceedings for an offence
against surveillance devices legislation only: see [6.73] ff above.

In some jurisdictions, there are specific provisions relevant to the admissibility of evidence obtained in
connection with a warrant or authorisation, or in other relevant similar circumstances: see, eg, Surveillance
Devices Act (NT) s 70; Listening Devices Act 1991 (Tas) ss 14(2), 15; Surveillance Devices Act 1998 (WA)
ss 10, 11.

75 Surveillance Devices Act 2007 (NSW) s 3(2)(a); Surveillance Devices Act (NT) s 10(1)(a); Surveillance Devices
Act 1999 (Vic) s 5A(1)(a). In Queensland, s 10 of the Police Powers and Responsibilities Act 2000 (Qld) similarly
provides that the Act ‘does not affect the common law under which a court in a criminal proceeding may exclude
evidence in the exercise of its discretion’.
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7.68 At common law, a court has discretion based on public policy to exclude
evidence that has been obtained unlawfully or unfairly: 76

Evidence of relevant facts or things ascertained or procured by means of unlawful
or unfair acts is not, for that reason alone, inadmissible ... On the other hand
evidence of facts or things so ascertained or procured is not necessarily to be
admitted, ignoring the unlawful or unfair quality of the acts by which the facts
sought to be evidenced were ascertained or procured. Whenever such
unlawfulness or unfairness appears, the judge has a discretion to reject the
evidence.

7.69 Generally, where evidence is obtained by an unlawful act in contravention
of legislation, this factor may ‘more readily warrant’ the court exercising their
discretion to reject the evidence. Alternatively, legislation may impliedly forbid the
use of facts or things that were obtained in a way that breaches that legislation.””

7.70 The Australian Capital Territory, New South Wales, the Northern Territory,
Tasmania and Victoria have enacted uniform evidence legislation that contains a
statutory discretion to exclude improperly or illegally obtained evidence in court
proceedings.’®

7.71 The surveillance devices legislation in New South Wales previously
included a provision limiting the admissibility of evidence of a private conversation
unlawfully obtained, similar to the existing provisions in Queensland, the Australian
Capital Territory and Tasmania.”® However, this provision was repealed by the
current legislation. The NSWLRC observed generally that ‘provision exists under the
Evidence Act 1995 (NSW) for the court to exclude improperly or illegally obtained
evidence’.®0

7.72 In the recent ACT Review, it was observed that the express provision in the
surveillance devices legislation in that jurisdiction restricting the use of evidence
obtained using a listening device ‘displaces the more general provision for adducing
improperly or illegally obtained evidence’.8"

76 The Hon JD Heydon AC, LexisNexis Australia, Cross on Evidence (at September 2018) [27240], [27245],
referring to Bunning v Cross (1978) 141 CLR 54, 72 and R v Ireland (1970) 126 CLR 321, 334-5. The principle
is one of general application and it has been noted that ‘although there is little authority on the point, there is no
reason why the discretion should not be available in civil cases’: ibid [27270], referring, among others, to Miller
v Miller (1978) 141 CLR 269, 277 (Gibbs J).

7 Ibid [27245], referring to Hilton v Wells (1985) 157 CLR 57, 77.

8 Evidence Act 2011 (ACT) s 138; Evidence Act 1995 (NSW) s 138; Evidence (National Uniform Legislation)
Act (NT) s 138; Evidence Act 2001 (Tas) s 138; Evidence Act 2008 (Vic) s 138.

7 Listening Devices Act 1984 (NSW) s 13. The Listening Devices Act 1984 (NSW) was repealed and replaced by
the Surveillance Devices Act 2007 (NSW): Surveillance Devices Act 2007 (NSW) (as made) s 62.

80 NSWLRC Issues Paper No 12 (1997) [5.24].

81

ACT Review (2016) [6.41]. In the context of a recording made to protect a principal party’s lawful interests, it
was recommended that ‘a court should have a discretion to admit evidence obtained through use [of] a
surveillance device where the recording was intended at the time of the recording, whether reasonably or not,
to be used to protect a principal party’s lawful interests’: [6.45].
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Submissions

7.73 In the Consultation Paper, the Commission asked how the admissibility of
evidence, in court proceedings, of information obtained from the unlawful use of a
surveillance device should be dealt with.8?

7.74 Some respondents, including the QLS, submitted that information obtained
from the unlawful use of a surveillance device should not be admissible in legal
proceedings.8 A member of the public observed that this might ‘act as a deterrent to
the unlawful use of surveillance devices’.8*

7.75 However, a number of respondents submitted that the admissibility of
information obtained from the unlawful use of surveillance devices should be a matter
for the court’s discretion.8°

7.76 The QCCL observed that the admissibility of unlawfully obtained evidence
in proceedings requires a careful balance between two conflicting considerations:
excluding it ‘may deny trials the most reliable and relevant evidence’; however,
‘admitting it may be seen as legitimising illicit investigation methods’.8¢ It submitted
that ‘the decision and discretion to reject evidence must remain with the judiciary’.

The Commission’s view

7.77 The Commission considered whether the draft Bill should contain a
provision in similar terms to section 46 of the Invasion of Privacy Act 1971, expressly
limiting the admissibility of evidence obtained as a direct or indirect result of the
unlawful use of a surveillance device.

7.78 Ultimately, however, the Commission is of the view that questions about the
admissibility of such evidence should be a matter for the court’s discretion. As noted
above, the fact that the information is obtained in contravention of the legislation may
more readily justify the exercise of discretion not to admit evidence.8”

7.79 Accordingly, the draft Bill does not include a provision expressly limiting the
admissibility of evidence obtained from the unlawful use of a surveillance device.

7.80 It is not an offence under the draft Bill for a person to communicate or
publish surveillance information in a legal proceeding.8 However, whether that
information is admissible as evidence is subject to the rules of evidence, including
the discretion to exclude unlawfully obtained evidence. To make this clear, the draft

82 QLRC Consultation Paper No 77 (2018) Q-20.

83 Eg, Submissions 13, 18, 43.

84 Submission 13.

85 Eg, Submissions 15, 22, 40.

86 Submission 40, referring to L Byrne, ‘Admission of evidence obtained in breach of privacy laws’ (2007) 78
Precedent 21.

87 See [7.69] above.

88 See [6.79]-[6.80] above.
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Bill expressly provides that it does not affect the power of a court to make a decision
about the admissibility of information obtained using a surveillance device as
evidence in a proceeding.

NON-PUBLICATION ORDERS

7.81 Section 46(3) of the Invasion of Privacy Act 1971 provides that, in any
proceedings for an offence against Part 4 of the Act, the court may make an order
that forbids the publication of evidence of a private conversation, or any report about
that evidence, that has been obtained by the unlawful use of a listening device:®°

(3) The court before which any proceedings referred to in subsection (2)(c)%°
are brought may, at any stage of the proceedings and from time to time,
make an order forbidding publication of any evidence, or of any report of,
or report of the substance, meaning or purport of, any evidence referred
to in that subsection.

(4) Any person who contravenes an order made under subsection (3) is
guilty of an offence against this Act.

Maximum penalty—10 penalty units. (note added)

7.82 Similar provision, although varying in terms and scope, is made in the
surveillance devices legislation in the Australian Capital Territory and Tasmania.®"

7.83 The starting point in considering whether to include a provision of this kind
in the draft Bill is the recognition of the fundamental common law principle of open
justice. Court proceedings are ordinarily to take place in open court.%? The open
justice principle also extends to the fair and accurate reporting of proceedings,
including the names of the parties and witnesses, and the evidence, testimonial,
documentary or physical, that has been given in the proceedings.®?

7.84 However, the open justice principle is not absolute.®* There are
circumstances where a court may make a non-publication order—at common law in

89 Part 4 of the Invasion of Privacy Act 1971 (Qld) contains the use prohibition and the communication or

publication prohibitions. Under that Act, evidence of a private conversation that has come to a person’s
knowledge as a result of the unlawful use of a listening device is inadmissible, except in limited circumstances,
including in proceedings for an offence against pt 4 of the Act: see [7.64] ff above.

90 The proceedings referred to in the Invasion of Privacy Act 1971 (Qld) s 46(2)(c) are: ‘any proceedings for an

offence against this Act constituted by a contravention of, or a failure to comply with, any provision of [pt 4]’ of
the Act.

9 Listening Devices Act 1992 (ACT) s 10(5)—(6); Listening Devices Act 1991 (Tas) s 14(5)—(6).

92 Hogan v Hinch (2011) 243 CLR 5086, [20] (French CJ); John Fairfax & Sons Ltd v Police Tribunal of New South
Wales (1986) 5 NSWLR 465, 476 (McHugh JA; Glass JA agreeing at 467). As to proceedings of the Magistrates
Courts: see Justices Act 1886 (Qld) s 70; Magistrates Courts Act 1921 (Qld) s 14A(1). See also Human Rights
Act 2019 (Qld) s 31(1).

93 Hogan v Hinch (2011) 243 CLR 506, [22] (French CJ); John Fairfax & Sons Ltd v Police Tribunal of New South
Wales (1986) 5 NSWLR 465, 476—77 (McHugh JA; Glass JA agreeing at 467).

94 See John Fairfax Publications Pty Ltd v Ryde Local Court (2005) 62 NSWLR 512, 521 (Spigelman CJ; Mason P
and Beazley JA agreeing at 533): ‘The “principle of open justice” is a principle, it is not a freestanding right’
(emphasis in original). See also Hogan v Hinch (2011) 243 CLR 506, [20]-{21] (French CJ); Human Rights Act
2019 (Qld) s 31(2).
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the inherent jurisdiction of the Supreme Court or by statute under an express
statutory power or in the implied jurisdiction of a statutory court.%

7.85 Proceedings for offences under the draft Bill will be summary proceedings
under the Justices Act 1886, and will fall within the jurisdiction of the Magistrates
Courts.®8 Under the Criminal Practice Rules 1999, a Magistrate may make an order
as a trial judge that he or she considers appropriate about the production at trial,
custody or disposal of an exhibit or document marked for identification, and a person
may apply to the trial judge for an order allowing the copying of an exhibit for the
purpose of publication.®” Those rules do not expressly deal with other evidence given
during a proceeding for an offence.

7.86 The Magistrates Courts do not have the inherent jurisdiction of a Supreme
Court to make a non-publication order.®® But they have the implied power to make
orders necessary for the proper administration of justice in exercising their statutory
jurisdiction.® That is: 190

an order of a court prohibiting the publication of evidence is only valid if it is really
necessary to secure the proper administration of justice in proceedings before it.
Moreover, an order prohibiting publication of evidence must be clear in its terms
and do no more than is necessary to achieve the due administration of justice.
The making of the order must also be reasonably necessary; and there must be
some material before the court upon which it can reasonably reach the

95 Hogan v Hinch (2011) 243 CLR 506, [21] (French CJ); John Fairfax Group Pty Ltd (rec and mgr apptd) v Local
Court of New South Wales (1991) 26 NSWLR 131, 159-60 (Mahoney JA); R v McGrath [2002] 1 Qd R 520, [8]
(Thomas, Williams JJA and Dutney J), citing Ex parte The Queensland Law Society Inc [1984] 1 Qd R 166, 170
(McPherson J).

96 See Acts Interpretation Act 1954 (Qld) s 44(1), (2)(d), (4); Criminal Code (Qld) s 3(4); Magistrates Act 1991
(Qld) s 8.

o7 Criminal Practice Rules 1999 (QId) rr 55, 56A. In deciding whether to make an order permitting the copying for

publication of an exhibit, the trial judge may have regard to a number of matters (under r 56A(4)), including:

. whether it is in the public interest or another legitimate interest;

. the nature of the proposed publication;

. the nature and content of the exhibit and whether it contains private, confidential or personally or
commercially sensitive information;

. whether it is likely to prejudice the fair trial of an accused person; and

. the likely effect on a victim of the offence, a family member of the victim or accused person, a person

referred to in the exhibit or a person whose personal, proprietary or commercial interests may be
affected by the copying for publication; and

. whether the exhibit was produced in open court.

98 Cf the position of superior courts, which may make non-publication orders in the exercise of their inherent

jurisdiction: see Scott v Scott [1913] AC 417; Hogan v Hinch (2011) 243 CLR 506, [21], [26] (French CJ); John
Fairfax Group Pty Ltd (rec and mgr apptd) v Local Court of New South Wales (1991) 26 NSWLR 131, 159
(Mahoney JA); Brooks v Easther [2017] TASSC 44 (Holt AsJ); Brooks v Easther (No 2) [2017] TASSC 47
(Blow CJ).

99 Inferior courts have implied power to do whatever is necessary within their jurisdiction and to regulate their own

proceedings. See John Fairfax & Sons Ltd v Police Tribunal of New South Wales (1986) 5 NSWLR 465, 476-77
(McHugh JA; Glass JA agreeing at 467); John Fairfax Group Pty Ltd (rec and mgr apptd) v Local Court of New
South Wales (1991) 26 NSWLR 131, 160-61 (Mahoney JA; Hope AJA agreeing at 169); John Fairfax
Publications Pty Ltd v District Court of New South Wales (2004) 61 NSWLR 344, [38]-[48] (Spigelman CJ);
Police v Baden-Clay [2013] QMC 6, [22] (Judge Butler SC, Chief Magistrate).

100 John Fairfax & Sons Ltd v Police Tribunal of New South Wales (1986) 5 NSWLR 465, 476-77 (McHugh JA,
Glass JA agreeing at 467).
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conclusion that it is necessary to make an order prohibiting publication. Mere
belief that the order is necessary is insufficient. When the court is an inferior
court, the order must do no more that is ‘necessary to enable it to act effectively
within’ its jurisdiction.

7.87 Whether the court will have an implied power to make a non-publication
order will depend on the particular circumstances.'?' It has been held that the basis
for implying such a power is that: 02

if the kind of order proposed is not made, the result will be—or at least will be
assumed to be—that particular consequences will flow, that those consequences
are unacceptable, and that therefore the power to make orders which will prevent
them is to be implied as necessary to the proper function of the court. ...[For
example,] there will be hardship on the informer or the security officer or the
blackmail victim; the future supply of information from such persons will end or
will be impeded; and it will be more difficult to obtain from such persons the
evidence necessary to bring offenders before the courts and deal with them.

7.88 Apart from any implied power, the court may have an express power under
statute to make a non-publication order, as is currently provided in section 46(3) of
the Invasion of Privacy Act 1971.7% In Queensland, there are other subject-specific
statutory provisions that prohibit the publication of information about proceedings,
unless the court orders otherwise. %4

The Commission’s view

7.89 A fundamental purpose of the draft Bill is to protect an individual’s privacy
from unjustified interference in particular circumstances. Publication in a court
proceeding of information which has been obtained in contravention of the Bill's
protections can operate in some circumstances to further the unjustified interference.
The Commission considers that there will be cases in which the non-publication of
evidence given in a proceeding for an offence is appropriate in the proper
administration of justice. This may be particularly the case where the individual
concerned is a child or vulnerable person.

7.90 Given the particular context and subject matter of the criminal prohibitions
provided for in Part 2 of the draft Bill, the Commission considers that express
provision should be included in the draft Bill to empower the making of a
non-publication order. This continues the approach taken under the Invasion of
Privacy Act 1971 in relation to criminal offences under that Act.

7.91 The draft Bill accordingly provides that, at any time during a proceeding for
an offence against Part 2 of the legislation, the court may make an order prohibiting

101 An implied power would not be found if its exercise would be inconsistent with the court’s statutory obligations:

see, eg, Higgins v Comans (2005) 153 A Crim R 565.

102 John Fairfax Group Pty Ltd (rec and mgr apptd) v Local Court of New South Wales (1991) 26 NSWLR 131,
160-61 (Mahoney JA; Hope AJA agreeing at 169).

103 See also, eg, Legal Profession Act 2007 (Qld) ss 650, 656D, which enables orders to be made prohibiting the
publication of information in disciplinary proceedings; and Queensland Civil and Administrative Tribunal Act
2009 (QlId) s 66, which enables QCAT to make a non-publication order in certain circumstances.

104 See, eg, Criminal Law (Sexual Offences) Act 1978 (Qld) s 6; Child Protection Act 1999 (Qld) s 99ZG; Domestic

and Family Violence Protection Act 2012 (Qld) s 159.
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the publication of evidence given before the court, other than in the way and to the
persons stated in the order. It also provides that such an order may be made only if
the court considers it is necessary in the interests of justice.

7.92 The draft Bill further provides that a person must not contravene a
non-publication order, unless the person has a reasonable excuse. The maximum
penalty for a contravention of this provision is 60 penalty units ($8007) or three years
imprisonment. This is consistent with the maximum penalties for a contravention of
a communication or publication prohibition under the draft Bill.

FORFEITURE ORDERS

7.93 In addition to criminal offences, the Invasion of Privacy Act 1971 provides
for the forfeiture of a listening device used in breach of the Act.

7.94 If the court convicts a person of an offence relating to the unlawful use of a
listening device, the court may order that the listening device be forfeited to the State
and delivered by the person with possession of the device within the time and to the
person specified in the order (a ‘forfeiture order’).1% If the person does not comply,
police are empowered to seize the listening device. 106

7.95 With the exception of Victoria, the surveillance devices legislation in the
other Australian jurisdictions also provides for the court to make forfeiture orders
upon conviction for an offence. In some jurisdictions, the court may also order the
forfeiture or destruction of the record made by the device. 07

7.96 By way of example, the Surveillance Devices Act (NT) empowers the court,
where a person is found guilty of an offence against the Act, to make additional
orders for:108

. the forfeiture of the surveillance device (or connection device) used in
connection with the offence; or

. the forfeiture of a report or record of information obtained by the use of the
surveillance device.

7.97 Before making such an order, the court may give notice to and hear the
persons it considers appropriate. A forfeiture order may be made in addition to any
penalty imposed for the offence. 109

105 Invasion of Privacy Act 1971 (QId) s 43(4). This offence is punishable on summary conviction, and has a
maximum penalty of 20 penalty units ($2669): ss 43(5), 49(5).

106 Invasion of Privacy Act 1971 (Qld) s 43(6). This applies whether or not proceedings for an offence have started.

107 Listening Devices Act 1992 (ACT) s 12; Surveillance Devices Act 2007 (NSW) s 58; Surveillance Devices Act
(NT) s 73; Surveillance Devices Act 2016 (SA) s 40; Listening Devices Act 1991 (Tas) s 26; Surveillance
Devices Act 1998 (WA) s 40.

108

Surveillance Devices Act (NT) s 73(1). A ‘connection device’ is defined in s 4 to mean ‘a device that is not a
surveillance device or part of a surveillance device but is ancillary to the installation, use, maintenance or
retrieval of a surveillance device’.

109 Surveillance Devices Act (NT) s 73(2), (3).
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Submissions

7.98 In the Consultation Paper, the Commission asked if there should be power
to order the forfeiture of a surveillance device used in contravention of the legislation,
or of a report or record of information obtained by the use of a surveillance device in
contravention of the legislation.1°

7.99 Several respondents submitted that the legislation should include a power
to make forfeiture orders.'"" An academic observed that: 112

a court should be empowered to order forfeiture of surveillance devices and any
records or recordings produced as a result of the use of such devices. The power
to order forfeiture of the device should be available particularly where there is
actual or a high likelihood of repetition of the behaviour or where there are
aggravating factors...

7.100 A community legal service expressed general support for a power of
forfeiture, but observed that: 113

the forfeiture of motor vehicles regime for hooning and other offences has given
rise to some problematic issues around ownership and forfeiture of valuable
assets.

7.101 It therefore submitted that consideration should be given to the inclusion of
defences, particularly around knowledge and consent to use.

7.102 However, Future Wise observed that: 114

Forfeiture... is fruitless, [in circumstances] where data may already be
disseminated and aggregated elsewhere.

7.103  QAI submitted that reports or records should be required to be provided and
destroyed and an undertaking required to be provided not to unlawfully use the
surveillance device.

The Commission’s view

7.104 The Commission recognises that devices capable of being used as a
surveillance device, such as computers and smartphones, are used in contexts that
fall outside the scope of the draft Bill. However, in appropriate circumstances, the
court should have the power to order the forfeiture of a surveillance device used in
connection with the commission of an offence under the legislation.

7.105 The court should also have the power to order the forfeiture of other relevant
devices or things, such as a USB device on which the record of a private

110 QLRC Consultation Paper No 77 (2018) Q-23.

111 Eg, Submissions 13, 15, 18, 19, 40.

112 Submission 19.

113 Submission 41.

114 Submission 25.



192 Chapter 7

conversation or private activity is stored. In addition, the court should have the power
to order the forfeiture or destruction of any original or copy of the record.

7.106  Accordingly, the draft Bill provides that, if a person is convicted of an offence
against the legislation, the court before which the person is convicted may make an
order that:

. a surveillance device used in connection with the commission of the offence
is forfeited to the State; or

. a document, device or other thing that contains related information, or on
which related information is stored, is forfeited to the State; or

. related information be destroyed.

7.107 The draft Bill defines ‘related information’ to mean, for an offence,
information to which the offence relates, or obtained using a surveillance device to
which the offence relates. ‘Information’ is defined to include a record in any form and
a document. Related information therefore includes a record about a private
conversation or private activity.

7.108 The draft Bill also provides that:

o before making an order for forfeiture or destruction, the court may require
notice to be given to, and hear from, a person the court considers appropriate;

o the power to order forfeiture or destruction applies whether or not the
surveillance device, document, device or thing to be forfeited, or related
information to be destroyed, has been seized;

o the court may also make any order that it considers appropriate to enforce the
forfeiture;

. the provision does not limit the court’'s powers under the Penalties and
Sentences Act 1992, the Criminal Proceeds Confiscation Act 2002 or another
law; and

. when forfeited to the State, the surveillance device, document, device or thing
becomes the State’s property and may be dealt with as directed by the chief
executive.

RECOMMENDATIONS

Possessing surveillance information

71 The draft Bill should provide that a person must not, without the consent
of each relevant person, possess information that the person knows is
surveillance information obtained in contravention of the use
prohibitions in the legislation.
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[See Surveillance Devices Bill 2020 cl 27(1) and [7.20]-[7.22] above.]

7-2  For the purposes of the offence in Recommendation 7-1 above, a
‘relevant person’, in relation to surveillance information, means—

(a) if the surveillance information is about a private conversation
obtained using a listening device—each party to the
conversation;

(b) if the surveillance information is about a private activity obtained
using an optical surveillance device—each party to the activity;

(c) if the surveillance information is about the geographical location
of an individual obtained using a tracking device—the individual;

(d) if the surveillance information is about the geographical location
of a vehicle or other thing obtained using a tracking device—each
person who owns, or is in lawful control of, the vehicle or
thing; or

(e) if the surveillance information is about the information input into,
output from or stored in a computer obtained using a data
surveillance device—each person who owns, or is in lawful
control of, the computer.

[See Surveillance Devices Bill 2020 cl 27(3) and [7.23] above.]

7-3  However, for the purposes of the offence in Recommendation 7-1 above,
a person does not commit an offence if the person possesses
the information:

(a) in relation to proceedings for an offence against the
legislation; or

(b) because it was communicated to the person, or published, in a
way that does not contravene the legislation.

[See Surveillance Devices Bill 2020 cl 27(2)) and [7.24] above.]

7-4  The draft Bill should provide that the maximum penalty for the offence
in Recommendation 7-1 above is 20 penalty units or one year’s
imprisonment.

[See Surveillance Devices Bill 2020 cl 27(1) and [7.25] above.]

Admissibility of evidence obtained from the use of a surveillance device

7-5 The draft Bill should expressly state that it does not affect the power of
a court to make a decision about the admissibility of information
obtained using a surveillance device as evidence in a proceeding.

[See Surveillance Devices Bill 2020 cl 4(c) and [7.80] above.]
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Non-publication orders

7-6  The draft Bill should provide that, in proceedings for an offence against
Part 2 of the legislation (which deals with the criminal prohibitions), the
court may, at any time during the proceeding and only if it considers it
necessary in the interests of justice, make an order prohibiting the
publication of evidence given before the court, other than in the way and
to the persons stated in the order.

[See Surveillance Devices Bill 2020 cl 32(1)—(4) and [7.89]-[7.91] above.]

7-7  The draft Bill should provide that a person must not contravene an order
made under the provision in Recommendation 7-6 above, unless the
person has a reasonable excuse. The maximum penalty for such a
contravention is 60 penalty units or three years imprisonment.

[See Surveillance Devices Bill 2020 cl 32(5) and [7.92] above.]

Forfeiture or destruction of surveillance device or information

7-8  The draft Bill should provide that:

(1) if a person is convicted of an offence against the legislation, the
court before which the person is convicted may make an order
that:

(a) a surveillance device used in connection with the
commission of the offence is forfeited to the State;

(b) a document, device or other thing that contains related
information, or on which related information is stored, is
forfeited to the State; or

(c) related information be destroyed,;

(2) before making an order for forfeiture or destruction, the court
may require notice to be given to, and hear from, a person the
court considers appropriate;

(3) the power to order forfeiture or destruction should apply whether
or not the surveillance device, document, device or thing to be
forfeited, or related information to be destroyed, has been seized,;

(4) the court may also make any order that it considers appropriate
to enforce the forfeiture;
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(5) the provision in Recommendation 7-8(1) above does not limit the
court’s powers under the Penalties and Sentences Act 1992, the
Criminal Proceeds Confiscation Act 2002 or another law;

(6) when forfeited to the State, the surveillance device, document,
device or thing becomes the State’s property and may be dealt
with as directed by the chief executive.

[See Surveillance Devices Bill 2020 cl 33(1)—(6) and [7.106], [7.108] above.]

For the purposes of Recommendation 7-8 above, ‘related information’,
for an offence, should be defined to mean ‘information to which the
offence relates, or obtained using a surveillance device to which the
offence relates’.

[See Surveillance Devices Bill 2020 cl 33(7) and [7.107] above.]
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General obligations not to interfere with
surveillance privacy of individuals
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INTRODUCTION
8.1 The terms of reference require the Commission to consider appropriate

regulation of the use of surveillance devices, including remedies and other
appropriate protections for the privacy of individuals.’

8.2 There is presently no civil component to surveillance devices legislation.
Apart from specific criminal offences, the legislation does not impose any general
obligations about the use of a surveillance device in a way that would avoid
unjustified interference with an individual’s privacy.

8.3 In the Consultation Paper, the Commission sought submissions about the
right to bring a civil proceeding or complaint for contraventions of the surveillance
devices legislation.?

SUBMISSIONS

8.4 Many respondents expressed general support for the legislation to include
a civil component in addition to the criminal offences. In particular, many respondents
expressed support for civil remedies and a complaints mechanism.3

1 See terms of reference, paras 1, 5-6 and, in relation to the regulation of the communication or publication of
information obtained from the use of surveillance devices, para 2 in Appendix A.
2 See QLRC Consultation Paper No 77 (2018) Q-25, Q-29(a). See further Chapter 9 below.

3 Eg, Submissions 13, 15, 18, 19, 33, 38, 39, 40, 41, discussed in Chapter 9 below.
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8.5 In this context, most of the respondents referred in general terms to
‘breaches of the legislation’,* but a few made more specific submissions.

8.6 An academic submitted that the legislation should provide a civil avenue for
dealing with ‘invasions of privacy’ by the use of surveillance devices. In his view:®

a shortcoming of the Surveillance Devices Acts in the other jurisdictions is that
the various prohibitions are only criminal offences. In no case is there provision
for individuals who have had their privacy invaded to obtain civil remedies. By
contrast, the Commonwealth Telecommunications (Interception and Access) Act
1979 provides that the Federal Court of Australia or a court of a State or Territory
may, on the application of an aggrieved person, grant remedial relief in respect
of the interception of telecommunications and the communication of any record
of an intercepted communication, by making such orders against the defendant
as the court considers appropriate.®

As | have argued elsewhere:

While in a democratic society the state may have an interest in
preserving the self-autonomy of its citizens from invasions of their
privacy, the value of such prohibitions may depend upon the willingness
of the relevant authorities to prosecute transgressions. In any event, it is
the individual who has his or her dignity or self-autonomy affronted who
has the greater interest in preventing or redressing the wrong.”

In the absence of a dedicated cause of action the common law does not provide
adequate protection against invasions of privacy. For example, a drone mounted
with a [camera] may fly outside of a property line or at a height above that
considered to be a height of reasonable [use] for a property and therefore not
commit a trespass, but nevertheless still record high definition images in breach
of the privacy of those on the property. Further, those images may be
disseminated on the internet and thereby lose any quality of confidence, even
though they may still constitute an invasion of privacy.

For that reason, Queensland should include in its surveillance devices statute
provision for an individual who has had his or her privacy invaded to obtain a civil
remedy from the offender. (notes in original)

8.7 Another respondent submitted that there be an avenue ‘to deal with alleged
breaches of privacy by either surveillance or other means’.®

8.8 Both the OIC and the QCCL submitted that consideration should be given
to the introduction in Queensland of a more general statutory ‘tort’ or cause of action
for serious invasions of privacy. In their view, this would address any remaining gaps
not covered by the surveillance devices legislation. The OIC submitted that:

4 Eg, Submissions 39, 43.
Submission 19.
Section 107A. See also Chapter 9 below.

7 D Butler, ‘The Dawn of the Age of the Drones: An Australian Privacy Law Perspective’ (2014) 37(2) UNSW Law
Journal 434, 470.

Submission 29.
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Enactment of surveillance devices legislation in Queensland is unlikely to cover
every circumstance where privacy invasions have occurred. Criminal penalties
are likely to be reserved for the more serious invasions of privacy. While penalties
and remedies (if any) under surveillance legislation will form an important part of
the privacy protection framework, gaps will remain. The introduction of a statutory
cause of action could serve to ‘complement the existing legislative based
protections afforded to individuals and address some gaps that exist in both
common law and legislation’.® A statutory cause of action would necessitate the
individual taking action, rather than the regulator. (note in original)

8.9 In more general terms, the QLS expressed support for regulation that
‘promotes the responsible and reasonable use of surveillance devices’."0 In its view:

individuals are entitled to a reasonable expectation of privacy, and any
surveillance activities—whether in public places or, for example, by use of
tracking or location observation or recording—must be appropriately balanced
and adequately justified as necessary to the public interest.

QLS shares concerns that inadequately restrained surveillance laws are likely to
give rise to an increase in particular privacy risks ... and will have a detrimental
effect on the degree to which an individual may be affected by the intrusive
nature, intensity, [and] extended reach of unrestrained surveillance.!" (emphasis
in original; note added)

APPROACHES IN OTHER JURISDICTIONS

8.10 The regulation of surveillance devices in Queensland and in the other
jurisdictions relies on specific criminal offences that prohibit use, and communication
or publication, in particular circumstances. 2

8.11 Civil approaches to regulation have also been suggested in some
jurisdictions.

Breach of a criminal prohibition as ground for a civil complaint

8.12 One approach is for the contravention of a criminal prohibition in the
surveillance devices legislation to also constitute grounds for a civil proceeding or
complaint.

8.13 The NSWLRC recommended that the use of surveillance devices for
‘covert’ surveillance should be regulated through specific authorisation and reporting
requirements.'® It recommended that contravention of any of those requirements

9 Office of the Privacy Commissioner, Submission PR 499 [to the ALRC privacy review], 20 December 2007,
cited in ALRC Report No 108 (2008) vol 3, [74.85].

10 The Insurance Council of Australia similarly submitted that it ‘strongly endorse[s] the responsible use of

surveillance technology’.

" See further QLRC Consultation Paper No 77 (2018) [2.47] in relation to particular privacy risks.

12 The criminal prohibitions in surveillance devices legislation are discussed in Chapters 5 and 6 above.

13 See NSWLRC Interim Report No 98 (2001) [2.88]-[2.96], chs 5-6, 8; and [E.2] ff below.
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would be a criminal offence, but that it would also enable a person who is aggrieved
by the conduct to access a civil complaint process.'* It noted, in this respect, that:

Since surveillance is an area where both public and private rights may be
infringed, it should be possible for a private action to lie concurrently with a
prosecution for a criminal offence. Hence, a person aggrieved by conduct
infringing covert surveillance legislation should have access to the complaints
and review processes ...

8.14 The ALRC made a similar recommendation for surveillance devices
legislation to include a civil avenue for redress for ‘an individual who has been the
subject of unlawful surveillance’, where a criminal prohibition is contravened.'® Such
an approach is taken under the Telecommunications (Interception and Access) Act
1979 (Cth)."7

Breach of legislative principles as ground for a civil complaint

8.15 Another approach is for surveillance devices legislation to include a set of
legislative principles that are enforceable through a civil complaint process.

8.16 The NSWLRC recommended that, in relation to ‘overt’ surveillance, the
legislation should require surveillance users to comply with a set of ‘overt surveillance
principles’ and, in some cases, to formulate a code of practice consistent with those
principles.'® Non-compliance with the principles, or with the requirement to adopt a
code of practice, would give rise to liability under a civil complaint process.' Overt
surveillance would not be regulated by any criminal offences.

8.17 Two of the legislative principles recommended by the NSWLRC were that:2°

Overt surveillance must only be undertaken for an acceptable purpose [and]

Overt surveillance should not be used in such a way that it breaches an
individual’s reasonable expectation of privacy.

8.18 As to the first of those principles, the NSWLRC considered that an
acceptable purpose for overt surveillance is the protection of a person or property
(such as to deter or detect theft, assault or vandalism) or the protection of the public

14 See NSWLRC Interim Report No 98 (2001) [10.6], [10.11]-[10.14], [10.36]-[10.38], Recs 89, 105. As to the

complaints process and remedies proposed by the NSWLRC, see Chapter 9 below.

15 NSWLRC Interim Report No 98 (2001) [10.38].

16 ALRC Report No 123 (2014) [14.85], Rec 14-7. See further [9.21]-[9.22] below.

17 As to the relevant provisions of the Telecommunications (Interception and Access) Act 1979 (Cth), see [D.2] ff

below.

18 See NSWLRC Interim Report No 98 (2001) [4.32]-[4.37], [4.38]-[4.66], Recs 17, 19; NSWLRC Report No 108

(2005) Rec 1.

19 NSWLRC Interim Report No 98 (2001) [4.20], [4.32], [10.10], [10.25]-[10.35], Recs 17, 88, 91. As to the

complaints process and remedies proposed by the NSWLRC, see Chapter 9 below.

20 NSWLRC Interim Report No 98 (2001) [4.41]-[4.46]; NSWLRC Report No 108 (2005) [4.10][4.27], Rec 1.
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interest or a legitimate interest (such as road safety, coastal surveillance or, in some
cases, investigative journalism):2

Protection of the person and property are relatively straightforward. Protection of
the public interest and protection of a legitimate interest are broader categories,
created so as not to exclude overt surveillance for another socially acceptable
purpose.

8.19 As to the second of the principles above, the NSWLRC explained that the
‘reasonable expectation of privacy’ test is an ‘intuitive measure of the acceptability of
surveillance conduct’.?? In its view:23

[This concept] is an acknowledgment of the flexibility required to accommodate
different circumstances, including the nature of the surveillance device, the
surveillance subject, the location, the occasion and so on. ... [L]egislation such
as that being here proposed is designed to maintain an expectation of privacy by
restraining unwarranted intrusions by surveillance devices into personal privacy,
and thus helping to prevent daily life becoming a surveillance free-for-all.

8.20 The VLRC also recommended that the surveillance devices legislation
should include a set of legislative principles. The principles would provide guidance
about the ‘responsible use of public place surveillance’, but non-compliance would
not give rise to civil (or criminal) liability.2*

8.21 Like the NSWLRC, the VLRC'’s principles referred to the need for public
place surveillance to be for a ‘legitimate purpose’, and to consider individuals’
‘reasonable expectations of privacy’.?> The VLRC stated that ‘[t]here is increasing
international acceptance of the fact that people’s reasonable expectations of privacy
[can] extend to activities in public places’.?8 It also explained that ‘the extent and
reasonableness’ of people’s expectations of privacy differ according to context.
In its view:2”

the reasonableness of any expectation of privacy in public will depend on, among
other things, the following factors:

2 NSWLRC Interim Report No 98 (2001) [4.46], and see [3.7]-[3.19], [4.44][4.45]. See also NSWLRC Report
No 108 (2005) [4.21]-[4.27].

22 NSWLRC Interim Report No 98 (2001) [4.41]; and see [4.42] as to factors to consider in determining whether a
person has a reasonable expectation of privacy, including the nature or customary use of the location and the
timing of the surveillance.

23 NSWLRC Report No 108 (2005) [4.10], [4.20].

24 VLRC Report No 18 (2010) [5.1], [5.10], [5.11]-[5.17], Rec 2. The ‘public place surveillance principles’ would
also inform the proposed regulator’s functions in encouraging responsible practice, for example, by promoting
understanding of best practice and publishing best practice guidelines: [5.2], [5.41]-[5.94], Rec 4(a)—(f), (h). As
to the functions of the regulator proposed by the VLRC, see Chapter 10 below.

25 VLRC Report No 18 (2010) [5.11]-{5.17], [5.21]-[5.24], Rec 2(1), (2), (4). As to a ‘legitimate purpose’, the VLRC
referred with approval to the NSWLRC'’s categories of acceptable purposes, and additionally considered that
the purpose must be related to the activities of the organisation carrying out the surveillance.

26 Ibid [5.11] and [5.12]-[5.14], citing European and Canadian human rights jurisprudence, common law cases in

the United Kingdom and United States of America, the views of other law reform bodies, and views in
consultation in its review.

27 Ibid [5.15].
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a. the location

b. the nature of the activity being observed

C. whether the activity is recorded and disseminated

d. the type of surveillance used

e. the identity of the person being observed (for example a public official,

celebrity or a member of the public)

f. whether the surveillance was harassing in nature

g. whether the surveillance was covert

h. whether the person specifically consented to the surveillance. (note
omitted)

Separate civil ‘tort’ or cause of action

8.22 A different approach—proposed within the wider context of privacy law—is
for the introduction of a general statutory ‘tort’ or cause of action for serious invasions
of privacy. This would operate as a separate provision, not dependent on a criminal
offence.

8.23 A general statutory tort would apply to invasions of privacy by any means.
It would therefore apply far more broadly than in the particular context of surveillance
devices legislation with which this review is concerned.?® However, provisions and
proposals of this kind provide some guidance on how a limited context civil provision
in the surveillance devices legislation might be framed.

8.24 The introduction of a statutory cause of action for invasion of privacy has
been recommended by the ALRC, NSWLRC and VLRC (although not
implemented).2® Civil causes of action of this kind have also been adopted,
recognised or proposed in some overseas jurisdictions.30

8.25 Whilst there are differences in their precise scope and operation, such
causes of action have a number of common features. In summary:

28 See also ACT Review (2016) [7.1]-[7.2] in which it is observed that options such as extending the ambit of the

information privacy legislation or establishing a tort for serious invasions of privacy would ‘have implications
beyond surveillance’ and as such ‘are beyond the scope’ of that review.

29 ALRC Report No 123 (2014) pt 2; NSWLRC Report No 120 (2009); VLRC Report No 18 (2010) Recs 22 to 24.
See also recommendations to adopt the ALRC’s proposed statutory tort in Eyes in the Sky Report (2014) Rec 3;
NSW Parliamentary Committee Report (2016) Recs 3, 4; ACCC Digital Platforms Final Report (2019) Rec 19;
AHRC Discussion Paper (2019) 92, Proposal 4. See also, eg, A Molnar and D Harkin, The Consumer Spyware
Industry: An Australian-based analysis of the threats of consumer spyware (Deakin University & ACCAN,
August 2019) Rec 5. Cf Australian Government Issues Paper: Serious Invasion of Privacy (2011) 22 ff; and
Eyes in the Sky Report: Government Response (2016) 8.

30 See, eg, the Canadian privacy torts in Privacy Act, RSBC 1996 c 373; Privacy Act, RSNL 1990, c P-22; The
Privacy Act, RSS 1978, ¢ P-24; The Privacy Act, CCSM, c P125; the common law cause of action for misuse
of private information recognised in Campbell v MGN Ltd [2004] 2 AC 457 and Murray v Express
Newspapers plc [2009] 1 Ch 481; and the common law tort for invasion of privacy by publication of private facts
recognised in Hosking v Runting [2005] 1 NZLR 1.
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A distinction is sometimes drawn between two different types of ‘invasion’,
each of which recognises different privacy interests—intrusion upon seclusion
(focusing on watching, listening to, recording or monitoring someone’s private
activities or unwanted physical intrusion into someone’s private space), and
misuse of private information (focusing on the use or disclosure of someone’s
private information).3

Some are limited to ‘serious’3? and/or ‘highly offensive’ invasions of privacy.33
This is intended to ensure that trivial or minor breaches of privacy ‘do not
divert attention away from the more significant cases’.3

All are limited by reference to whether the individual concerned has a
‘reasonable expectation of privacy’, although there are differences in the
precise wording of the test.3® As the ALRC explained, whether the individual
has a reasonable expectation of privacy ‘is a useful and widely adopted test
of what is private, for the purpose of a civil cause of action for invasions of
privacy’ and ‘is preferable to attempting to define “privacy” in the Act as it is
notoriously difficult to define’.3¢6 The NSWLRC similarly expressed the
view that:37

[this test] most naturally states the general circumstance in which an
individual’s privacy should be protected both as a matter of language and
as a matter of common sense. ... it does not limit the protection of privacy
to particular matters and is inherently flexible, a feature that is important
in an area that must remain responsive to technological and social
change. It is a formula that features, either as the test, or as part of a
test, of actionability in constitutional jurisprudence in the United States
and Canada; in European human rights law; and in private law cases in
England, New Zealand and the United States. (notes omitted)

All recognise that the question of whether there is a reasonable expectation
of privacy (or an actionable cause of action) requires consideration of all the

31

32
33

34

35

36

37

See, eg, ALRC Report No 123 (2014) [5.1]-[5.9], Rec 5-1; VLRC Report No 18 (2010) [7.126]-[7.133],
Recs 22-24. The NSWLRC recommended a general statutory cause of action that does not distinguish between
these two types of invasion. It considered that whilst ‘information privacy’ and ‘intrusion on seclusion’ would be
the most immediate cases to be covered, ‘these two contexts cannot be taken as finally determining the
boundaries of privacy’: NSWLRC Report No 120 (2009) [4.14]. Cf the common law causes of action in the
United Kingdom and New Zealand which apply only in relation to publication: see the cases cited at n 30 above.

See ALRC Report No 123 (2014) Rec 8-1; VLRC Report No 18 (2010) Recs 23, 24.

See VLRC Report No 18 (2010) [7.137]-[7.144], Recs 25, 26; and, in relation to the common law action in New
Zealand, Hosking v Runting [2005] 1 NZLR 1.

VLRC Report No 18 (2010) [7.142]. See also ALRC Report No 123 (2014) [8.6].

See, eg, ALRC Report No 123 (2014) [6.1]-[6.2], [6.5]-[6.18], Rec 6-1; NSWLRC Report No 120 (2009)
[5.1]--[5.2], [5.4], App A cl 74(2); VLRC Report No 18 (2010) [7.128], [7.131], Recs 25(a), 26(a); and Privacy
Act, RSBC 1996 ¢ 373, s 1(2). See also, eg, in relation to common law causes of action, Campbell v MGN Ltd
[2004] 2 AC 457, [21] (Lord Nicholls), [85] (Lord Hope); Murray v Express Newspapers Plc [2009] 1 Ch 481,
[35], [39], [41]; Re JR38 [2016] AC 1131, [87]-[88] (Lord Toulson JSC), [105]-[108] (Lord Clarke JSC); Hosking
v Runting [2005] 1 NZLR 1, [117] (Gault and Blanchard JJ), [249] (Tipping J).

ALRC Report No 123 (2014) [6.5][6.6].

NSWLRC Report No 120 (2009) [5.4]. See also, eg, D Butler, ‘A Tort of Invasion of Privacy in Australia?’ (2005)
29(2) Melbourne University Law Review 339, 370. That author observes that the ‘reasonable expectations’ test
is a flexible one that enables the circumstances of the case to be taken into account whilst having ‘one test
[that] is able to apply in all cases’: 371.
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relevant circumstances. A number of factors to which consideration should be
given are commonly identified, including:38

- The place or location of the activity, such as the plaintiff's home;

- The nature of the subject matter, including whether it relates to intimate
or family matters, health or medical matters, or financial matters, how
the private information was held or communicated, and whether the
information was already in the public domain;

- The means used to obtain the information or intrude upon seclusion,
including the use of any device or technology;

- The purpose of the misuse, disclosure or intrusion;

- The relevant attributes and conduct of the plaintiff, including their age
or occupation, whether they were in a position of vulnerability, and
whether they invited publicity or manifested a desire for privacy; and

- The relationship between the plaintiff and the defendant, including
whether they were in a domestic or family relationship.

All recognise that the cause of action does not apply if the individual has given
consent.39

All also recognise that the right to privacy is not absolute and that there are
some circumstances which may justify an invasion of privacy including, in
particular, an overriding public interest.#? Various other defences are also
recognised.

Civil ‘tort’ or cause of action for invasions of privacy by surveillance

8.26

Relevantly for this review, the LRC Ireland proposed the adoption of a

statutory cause of action for invasion of privacy by means of surveillance.*!

8.27

The LRC Ireland’s review was concerned specifically with privacy in the

context of surveillance and the interception of communications. As it explained, its

38

39

40

41

See, eg, The Privacy Act, RSS 1978, c P-24, s 6; Privacy Act, RSBC 1996 ¢ 373, s 1(3); ALRC Report No 123
(2014) [6.26]-[6.83], Rec 6-2; NSWLRC Report No 120 (2009) [5.21]-[5.45], App A cl 74(3)(a). See also, eg,
in relation to English case law, NA Moreham, ‘Unpacking the reasonable expectation of privacy test’ (2018) 134
Law Quarterly Review 651, 651, 652, 656; R Wacks, Privacy and Media Freedom (Oxford University Press,
2013) App cl 2(2); and Murray v Express Newspapers Plc [2009] 1 Ch 481, [36] approved in Re JR38 [2016]
AC 1131, [88], [98] (Lord Toulson JSC), [113] (Lord Clarke JSC) and Weller v Associated Newspapers Ltd
[2016] 1 WLR 1541, [30].

See, eg, Privacy Act, RSBC 1996 c 373, s 2(2)(a); ALRC Report No 123 (2014) Rec 11-4; NSWLRC Report
No 120 (2009) [5.461-[5.53], App A cl 74(4); VLRC Report No 18 (2010) [7.151]-[7.154], Recs 27(a), 28(a).

See, eg, Privacy Act, RSBC 1996 ¢ 373, s 2(3)(a); ALRC Report No 123 (2014) Rec 9-1; NSWLRC Report
No 120 (2009) [5.14]1-[5.20], App A cl 74(2); VLRC Report No 18 (2010) [7.170]-[7.187], Recs 27(f), 28(f).

See LRC Ireland Report No 57 (1998) [7.04]-[7.13].
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report ‘does not cover the entire sweep of privacy but focuses on one discrete aspect,
namely the invasion of privacy through surveillance and interception’:42

In brief, our core recommendation is for the enactment of a civil tort directed
against acts of privacy-invasive surveillance in circumstances where a
‘reasonable expectation’ of privacy exists. ...

Our main ancillary recommendation is for the enactment of a related civil tort
directed against the unjustified disclosure through publication or otherwise of
information, images, etc., obtained as a result of the tort of unlawful surveillance
or harassment. This does not amount to a full privacy law as conventionally
understood—a prohibition on the publication of all manner of private material.
Rather, the ambit of our ancillary recommendation builds on our main
recommendation which is aimed at surveillance and interception. We make
provision for a public interest defence to the tort of disclosure of information
obtained as a result of unlawful surveillance. (emphasis omitted)

8.28 It explained that, in addition to other privacy interests such as privacy of
personal space and information privacy, ‘the interest in freedom from surveillance
and the interception of one’s communications’ is a specific category of privacy. It
referred to this category as ‘freedom from privacy-invasive surveillance (for short,
“surveillance privacy”),43 that is, ‘that freedom which a reasonable person in the
circumstances of the case is entitled to expect’.* It noted that surveillance privacy is
‘not separate’ from other privacy interests but ‘is connected with and is indeed a
particular aspect or segment’ of those other privacy interests.*°

8.29 The LRC Ireland acknowledged that the existence and extent of
surveillance privacy will depend ‘to a very high degree’ on the circumstances of
the case.*6

8.30 Accordingly, it framed its recommended cause of action for invasion of
privacy by means of surveillance with reference to a ‘reasonable expectation’ test. It
recommended that the legislation should provide that it is a tort for a person to ‘invade
the privacy of another person by means of surveillance’ and that:4’

In determining ... whether the privacy of a person has been invaded by means
of surveillance, the Court shall consider the extent to which that person was
reasonably entitled to expect that he or she should not be subjected to such
surveillance having regard to all the relevant circumstances ...

8.31 It further considered that the legislation should include the following list of
such ‘relevant circumstances’: 4

42 LRC Ireland Report No 57 (1998) [1.1], [1.4]-[1.5]. It also recommended specific criminal prohibitions against
surveillance in particular circumstances: [1.6]. See also [2.12]-[2.14] above.

43 Ibid [2.2.3]-[2.4], [2.10], quoting ALRC Report No 22 (1983) [2.1].

44 Ibid [2.10].

45 Ibid [2.5], quoted at [2.14] above.

46 Ibid [2.10].

47 Ibid Head 1(3)(i), 2(i).

48 Ibid Head 1(3)(i)(a)~(g).
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(a) the place where such surveillance occurred;
(b) the object and occasion of such surveillance;
(c) the purpose for which material if any obtained by means of such

surveillance was intended to be used...;

(d) the means of surveillance employed and in particular the nature of any
device or apparatus used for such surveillance;

(e) the status or function of that person;

(f) the conduct of that person ... insofar as it may have amounted to a
waiver, in whole or in part, of that person’s privacy in respect of the
surveillance at issue...; and

(9) the context of such surveillance, including the relationship, if any,
between the person subjected to the surveillance and the person who
carried it out.

8.32 It explained that those interpretative provisions are ‘not exhaustive’:4°

This is a reflection, first, of the fact that the extent of one’s right to privacy will
inevitably vary according to what the subject was reasonably entitled to expect in
the circumstances of the case. ... The list of factors indicates the potentially
variable boundaries of the right to privacy.

It is considered better to give general non-exclusive guidelines to the courts for
the purposes of interpreting the content and extent of the right of privacy in each
case than to attempt to formulate rigid rules.

This is all the more the case when one appreciates that the content of the right
of privacy is at least to some extent a matter for assessment in the light of the
social customs and mores of the time. These must be allowed to develop through
jurisprudence rather than be the subject of an attempt (which would be almost
inevitably unsatisfactory) to create a rigid statutory definition of the right of
privacy.

8.33 The LRC Ireland also recommended a statutory cause of action for the
disclosure of information obtained by means of privacy-invasive surveillance. It
considered that to do otherwise would leave ‘a fundamental gap’ in the legislation
‘given that the disclosure of such information is often the very reason for the
surveillance’.%°

8.34 The LRC Ireland recommended particular defences, including consent and
publication in the public interest.5’

49 Ibid 123—4.
50 Ibid Head 2(iii), 127.

51 Ibid Ireland Report No 57 (1998) Head 3.
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THE LEGISLATIVE CONTEXT IN QUEENSLAND

8.35 The Human Rights Act 2019—which requires public entities to act in a way
that is compatible with human rights®>—recognises the right to ‘privacy and
reputation’. In particular, it provides that an individual has the right not to have their
privacy unlawfully or arbitrarily ‘interfered with’.53

8.36 Like the other rights under that Act, the right to privacy may be subject to
reasonable and justifiable limits, having regard, for example, to the nature of the right,
the nature and purpose of the limitation, and whether there are ‘any less restrictive
and reasonably available ways to achieve the purpose’.%

8.37 The Act does not create a standalone cause of action or civil remedy for
unlawful interference with privacy. A human rights claim under the Act may, however,
be added to another existing cause of action under other legislation.%®

8.38 As explained elsewhere, there is an avenue for dealing with some breaches
of privacy under the IP Act (applying to government agencies and certain other
entities in Queensland) and the Privacy Act 1988 (Cth) (applying to ‘APP entities’).%
Both of those Acts provide for an affected individual to make a complaint to the
relevant regulator about an alleged contravention of the legislation.5”

THE COMMISSION’S VIEW

8.39 A significant shortcoming of the current model of surveillance devices
legislation in Queensland and the other jurisdictions is the reliance on criminal
prohibitions alone.

8.40 To ‘appropriately protect the privacy of individuals in the context of civil
surveillance technologies’, there is a need for surveillance devices legislation to
provide a more complete framework of regulation.

8.41 The development and use of surveillance devices and technologies will
continue to grow. It is important that regulation meets community expectations about
the responsible use of surveillance devices and the protection of individuals’
surveillance privacy.

52 Human Rights Act 2019 (Qld) ss 4(b), 58(1). See also, eg, ss 4(c)—(d), 38, 39 which impose requirements for
Bills introduced into Parliament to be tabled with a statement of compatibility with human rights and for the
relevant parliamentary committee to consider and report on the compatibility of Bills with human rights.

53 Human Rights Act 2019 (Qld) s 25(a). See generally [D.15]-[D.17] below.
>4 Human Rights Act 2019 (Qld) s 13(1), (2)(a)—(d).
55

Human Rights Act 2019 (Qld) s 59. The Act provides for the Human Rights Commission to conciliate complaints
about alleged contraventions of the requirement for public entities to act and make decisions in a way that is
compatible with human rights, but there is no provision for civil remedies such as compensation: pt 4 div 2. See

[9.31] below.
56 See generally [D.19]-[D.31] below.
57 See [9.26]-[9.28] and [9.32]-[9.36] below.

58 See the terms of reference in Appendix A.
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8.42 Effective regulation of the use of surveillance devices requires both a
criminal law response, where the seriousness of the conduct and the public interest
justify the involvement of the State in imposing criminal sanctions; and a civil law
response that recognises the effect of surveillance devices on individual privacy and
focuses on promoting the responsible and reasonable use of surveillance devices in
day-to-day contexts.

8.43 The civil law response has a potentially wider remit than the criminal law
response. It should apply where the relevant conduct interferes with surveillance
privacy in an unjustified way, even if it does not meet the criminal threshold or does
not result in a prosecution or conviction for an offence against the legislation. All uses
of a surveillance device should be responsible and avoid unjustified interference with
an individual’s surveillance privacy. It is not, therefore, sufficient to provide a right to
bring a civil proceeding or complaint only where there has been a contravention of a
criminal prohibition.

8.44 In the Commission’s view, the draft Bill should include separate civil
provisions that impose general obligations on all users of surveillance devices.
Stated in general terms, they should provide that a person must not use a
surveillance device, or communicate or publish surveillance information, in a way
that interferes with an individual’s surveillance privacy where the individual:5°

o has a reasonable expectation of surveillance privacy; and
o has not consented to the use of the surveillance device.

8.45 Additional provisions should be included about the matters to be taken into
account in deciding whether, in the circumstances, there is a reasonable expectation
of surveillance privacy. There should also be provisions for particular exceptions
where the use, or the communication or publication, is permitted.

8.46 Contravention of the general obligations would not be a criminal offence,?°
but would constitute the grounds for an individual who is the subject of the alleged
contravention to make a complaint (a ‘surveillance device complaint’) to the proposed
new regulator under the provisions the Commission recommends in Chapters 9 and
10 below. %"

8.47 The obligations are intended to operate as normative provisions. A
complaint about an alleged contravention should not require proof of detriment or
damage. This is consistent with the approach taken in other rights-based legislation,

59 As to the particular formulation, including of the ‘reasonable expectation of surveillance privacy’ test, see further

[8.61][8.71] below.

60 Although the conduct may, in some cases, also amount to a contravention of one of the specific criminal

prohibitions discussed in Chapters 5 and 6 above.

61 The complaints mechanism the Commission recommends in Chapter 9 below provides for complaints to be

made to the proposed new regulator for mediation and referral of unresolved complaints to QCAT for decision,
with the tribunal empowered to order remedial relief (including an order that the respondent must not repeat or
continue the act or practice, or must pay the complainant a stated amount, up to $100 000, as compensation).
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such as the IP Act and the Human Rights Act 2019.2 The extent of any harm caused
by the contravention would be relevant to the mediation of the complaint or, if referred
to QCAT, the orders the tribunal might make.

8.48 It is intended that the civil and criminal provisions would operate side by
side; neither a civil nor a criminal outcome would depend on, or be precluded by, the
other. Accordingly, an individual should be able to make a complaint about an alleged
contravention of an obligation whether or not the conduct is being or has also been
dealt with as a criminal offence under the legislation. An individual should also be
able to report a suspected contravention of the criminal prohibitions at any time.63
This will ensure a flexible and responsive approach.

8.49 The scope of the obligations should be limited to the specific context of the
draft Bill. They are intended as limited context rights that focus on surveillance
devices, not general causes of action for invasion of privacy by any means, which
would take their scope beyond surveillance devices legislation. They would apply
only with respect to conduct that involves the use of, or the communication or
publication of information obtained from the use of, a surveillance device within the
meaning of the draft Bill. Neither are they intended to be actionable other than
through the specific complaints mechanism included in the draft Bill. They are not
statutory torts.

8.50 The Commission considers that the inclusion of general obligations in the
legislation will help address the gap in existing laws for the protection of privacy by
empowering the individuals most affected to seek redress through a civil complaints
mechanism.

8.51 The elements of the Commission’s recommended approach are
outlined below.

ELEMENTS OF THE RECOMMENDED APPROACH
Statement and scope of the general obligations
Surveillance device and surveillance information

8.52 The general obligations should be linked to the use of a ‘surveillance device’
within the meaning of the draft Bill. This will ensure that the scope of the obligations
does not go beyond the scope of the draft Bill (or of the terms of reference for
this review).

8.53 Accordingly, the provisions in this part of the draft Bill apply with respect to
the use of a ‘surveillance device’, being a listening device, an optical surveillance
device, a tracking device or a data surveillance device as defined by the draft Bill.

62 See Information Privacy Act 2009 (Qld) ch 5; Human Rights Act 2019 (Qld) pt4 div2. See also, eg,
Anti-Discrimination Act 1991 (Qld) ch 7 pt 1 divs 1-3.

63 Nothing in the draft Bill prevents a person from reporting a suspected crime or making a complaint to police

about an alleged contravention of a criminal offence under the legislation.
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They also apply to the communication or publication of information obtained from the
use of a surveillance device (‘surveillance information’).84

8.54 The same categories and definitions of surveillance devices apply for both
the general obligations and the criminal prohibitions.

Interference with surveillance privacy

8.55 Canadian privacy torts apply to a ‘violation’ of privacy.® The statutory
causes of action recommended by the ALRC, NSWLRC, VLRC and the LRC Ireland
use the language of an ‘invasion of privacy’, and some distinguish between ‘intrusion
upon seclusion’ and ‘misuse of private information’.

8.56 In the present context, the Commission prefers an approach consistent with
the Human Rights Act 2019, the IP Act and the Privacy Act 1988 (Cth), which each
relevantly use the language of an ‘interference’ with privacy.6® That concept is
suitable to capture interference with the relevant aspects of privacy, without the need
to distinguish between different types of interference or the risk of inadvertently
excluding some types of conduct. It should, however, be limited to interference with
‘surveillance privacy’, rather than to privacy in general.5”

8.57 As explained in Chapter 2 above, the interest of direct relevance and
concern in the present review is the interest in surveillance privacy.%8

8.58 This does not mean that other privacy interests are irrelevant. As the
LRC Ireland noted, surveillance privacy is connected with other privacy interests
(such as privacy of personal space and locational privacy).6® The Commission’s
approach will ensure, however, that the specific and more limited context of the
general obligations in the draft Bill is clear.

8.59 For the purpose of this part of the draft Bill, ‘surveillance privacy’, of an
individual, means:

o in relation to a particular use of a surveillance device—the individual is not the
subject of surveillance from that use of a surveillance device; or

. in relation to surveillance information obtained when the individual was the
subject of surveillance—the surveillance information is not communicated or
published.

64 Under the draft Bill, ‘surveillance information’ means information obtained, directly or indirectly, using a

surveillance device: see [4.52], Recs 4-9, 4-10 above.

65 See, eg, Privacy Act, RSBC 1996 ¢ 373, s 1(1).

66 See Human Rights Act 2019 (Qld) s 25(a); Information Privacy Act 2009 (Qld) s 178(a)(i), (iii); Privacy Act 1988
(Cth) ss 13, 36(1), 52(1)(b)(i), (1A)@)(i).

67 See also [8.59], [8.61][8.65] below.

68 See [2.12] and [8.28]-[8.29] above.

69 See [8.28] above.
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‘Seriousness’ or ‘offensiveness’

8.60 In the Commission’s view, it is unnecessary to additionally require that the
interference is ‘serious’ or ‘highly offensive’, as provided for in proposed statutory
causes of action for invasion of privacy in some other jurisdictions. Whether there is
a reasonable expectation of surveillance privacy will include a consideration of the
nature and extent of the interference, including the impact it could be expected to
have on an individual in those circumstances.”® An additional (or alternative) test of
‘seriousness’ or ‘offensiveness’ on the one hand risks setting the threshold too high,
and on the other hand is not a clear objective standard.

Where there is a reasonable expectation of surveillance privacy

8.61 In the Commission’s view, the general obligations should apply only where
the individual has a reasonable expectation of surveillance privacy. This is broadly
consistent with approaches in other jurisdictions,”" but is adapted to the specific
context of the surveillance devices legislation—by referring to a reasonable
expectation of ‘surveillance privacy’, rather than of privacy in general.”? In this
respect, it adopts a similar approach to the LRC Ireland’s statutory tort.”®

8.62 The ‘reasonable expectation’ of privacy concept is widely recognised in
other civil contexts as the test for what should relevantly be protected as ‘private’.

8.63 The test will incorporate an objective standard, which is necessary to give
practical effect to the obligations. It recognises that not all situations will involve a
reasonable expectation of surveillance privacy. For example, an individual might not
be reasonably entitled to expect freedom from mass visual surveillance of certain
activities in a crowded public place, but may be reasonably entitled to expect freedom
from targeted audio surveillance of conversations in a secluded location.

8.64 It will not be every expectation of surveillance privacy, however far-fetched
or fanciful, that will attract the protection of the provisions but only those that are
reasonable in the circumstances.

8.65 This will require a consideration of the facts of each case.” In the
Commission’s view, this appropriately recognises the contextual nature of the
relevant inquiry and will ensure that the provisions are flexible enough to adapt to
future circumstances, since what is reasonable may change over time.”s

Formulation of the test

8.66 In the United States context, it has been suggested that a test based on the
‘expectations’ of privacy may carry the danger that, as privacy-invasive behaviours

70 See further [8.72]-[8.74] below.

n See [8.25], [8.30] above. See also [8.19] above.

72 As to ‘surveillance privacy’ in the context of these provisions, see also [8.57]-[8.59] above.

73 See [8.26]-[8.30] above.
4 As to the factors the Commission recommends should be taken into account, see further [8.74] below.

7 See, eg, Hosking v Runting [2005] 1 NZLR 1, [250] (Tipping J).
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become more commonplace, people’s expectations of privacy will be diminished
and, with them, their legal protection.”®

8.67 However, the ‘reasonable expectation’ test is intended to apply as a
normative, rather than a descriptive, standard.”” With reference to the English
common law action for misuse of private information, for example, one commentator
has explained in this regard that: "8

Whether a claimant has a reasonable expectation of privacy is a normative
enquiry into what privacy protection a claimant can expect the law to provide in
the situation in question. Concluding that a person has a reasonable expectation
of privacy is a shorthand for saying that, subject to any overriding competing
interests, the claimant is entitled to expect his or her privacy to be protected in
the circumstances of the case.

Clearly, it should not be the case that once an intrusive practice becomes
sufficiently widespread to be ‘in no way unusual or unexpected’ ... then all rights
of privacy in respect of it are automatically lost. If it were, defendants themselves
would set the parameters of the legal privacy interest. As courts have made clear,
this is not the position in the English misuse of private information action—rather
the focus is on what a person should be entitled to expect in the circumstances
in question. (emphasis in original)

8.68 The ALRC and the NSWLRC expressed a similar view.”®

8.69 Taking this into account, it has been suggested that the test could be stated
more fully, for example, to refer to a ‘reasonable expectation of privacy protection’&
or the privacy that the individual was ‘reasonably entitled to expect’ in all of the
circumstances.?'

8.70 In the Commission’s view, there is merit in this suggestion in the present
context as well. For the avoidance of doubt, the draft Bill includes a provision to the
general effect that the reference to a ‘reasonable expectation’ of surveillance privacy
for an individual means that the individual is reasonably entitled to expect
surveillance privacy in relation to a particular use of a surveillance device or in
relation to surveillance information obtained when the individual was the subject of

76 See, eg, E Carolan, ‘Surveillance and the individual’s expectation of privacy under the Fourth Amendment’
(2012) 71(2) Cambridge Law Journal 250, 253. See also VLRC Consultation Paper No 7 (2009) [3.91]-[3.93].

” See, eg, LRC Ireland Report No 57 (1998) [5.5]; NSWLRC Report No 120 (2009) [5.5]; ALRC Report No 123
(2014) [6.7] note 2, citing R v Tessling [2004] 3 SCR 432, 443, 447 (Binnie J). See also Campbell v MGN Ltd
[2004] 2 AC 457, [99] (Lord Hope); Murray v Express Newspapers Plc [2009] 1 Ch 481, [35], [39] (Sir Anthony
Clarke MR for the Court); Re JR38 [2016] AC 1131, [98] (Lord Toulson JSC), [109] (Lord Clarke JSC); Weller
v Associated Newspapers Ltd [2016] 1 WLR 1541, [20]-[21] (Lord Dyson MR; Tomlinson and Bean LJJ
agreeing); Hosking v Runting [2005] 1 NZLR 1, [250] (Tipping J).

8 N Moreham, ‘Unpacking the reasonable expectation of privacy test’ (2018) 134 Law Quarterly Review 651,
653-5, citing the English cases in n 77 above.

79 See ALRC and NSWLRC above n 77.

80 Moreham, above n 78, 655 (emphasis added).

81 NSWLRC Report No 120 (2009) [5.4], App A cl 74(2) (emphasis added); LRC Ireland Report No 57 (1998)

Head 1(3)(i). And see, eg, Privacy Act, RSBC 1996 c 373, s 1(2).



General obligations not to interfere with individual’s surveillance privacy 213

surveillance. This is generally consistent with the approach proposed by the
LRC Ireland.®?

8.71 The reference to a ‘reasonable entitlement’ will make it clear that the
question is not whether the individual subjectively expected that they would not be
surveilled, but whether it was reasonable to expect that they should not be subject to
the surveillance. It also reinforces that the test is an objective one, albeit one that will
take into account all the relevant circumstances, including those relating to the
individual concerned.

A non-exhaustive list of factors

8.72 Whether there is a reasonable expectation of surveillance privacy will
depend on the particular context. Accordingly, for the purpose of the general
obligations, the draft Bill includes a non-exhaustive list of factors that must be
considered in deciding whether the individual has a reasonable expectation of
surveillance privacy.

8.73 This will help give practical effect to the provisions, and is broadly consistent
with approaches in other contexts.8® Whilst a comprehensive and precise definition
of what should be protected from the use of a surveillance device is difficult, it is
possible to identify several important factors relevant to the question of whether there
is a reasonable expectation of surveillance privacy.

8.74 Accordingly, the draft Bill provides that the matters that are relevant to
consider include (but are not limited to) the following:

. The individual’s location when the surveillance device is used—this might
include consideration, for example, of whether the individual is in their home,
in other private premises or in a public place, as well as the nature or
customary use of the location, such as a change room;

. The subject matter of the use, or of the surveillance information, including
whether it is of an intimate, familial, health-related or financial nature;

. The type of device used;

. The nature and purpose of the use, communication or publication, including:

- the extent to which the use, communication or publication targets the
individual;

- whether the use is covert;

- in relation to the communication or publication of surveillance
information, how the information is communicated or published; and

82 See [8.29]-[8.30] above.
83 See [8.19], [8.21], [8.25], [8.31]-[8.32] above.
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- whether the use, communication or publication contravenes a
provision of an Act;

o the nature and extent of any notice given about the use;
. whether the individual has an opportunity to avoid the surveillance;
. The attributes and conduct of the individual, including:

- the extent to which the individual has a public profile, invites or
encourages publicity or shows a wish for privacy;

- the extent to which the individual is in a position of vulnerability—this
might include consideration, for example, of the individual’s age or
other personal circumstances or situation;

- the nature of any relationship between the individual and the person
using the surveillance device or making the communication or
publication—for example, whether they are in a domestic or family
relationship; and

- the effect that the use, communication or publication is reasonably
likely to have on the individual's health, safety or wellbeing.

8.75 The list draws on factors identified in other contexts as being relevant to
establishing a ‘reasonable expectation of privacy’,8 but focuses on surveillance
privacy. For example, it refers to whether the use of the surveillance device was
covert, and the extent of any notice given about the surveillance.

8.76 Some factors may be of greater weight or significance than others in the
particular circumstances. There may also be other relevant circumstances not
specifically mentioned in the list. The list is non-exhaustive and is not intended to be
restrictive. 8%

8.77 With one exception, 8 the listed factors are intended to apply both to the use
of a surveillance device, and to the communication or publication of surveillance
information. It may be just as relevant in the case of a communication or publication
to consider, for example, whether the information is obtained from the use of a
surveillance device that is covert, that targets the individual, or that observes or
records the individual in their home.

8.78 The listed factors are matters to be considered and weighed in a balancing
exercise, not a ‘purely mechanical application of legal principles ... to create an

84 See [8.19], [8.21], [8.25], [8.31][8.32] above.

85 It is a general principle of administrative law that a decision maker must take relevant considerations into

account, and must not take irrelevant considerations into account, in making the decision: see, eg, Judicial
Review Act 1991 (Qld) ss 20(2)(e), 21(2)(e), 23(a)—(b).

86 That is, in relation to communication or publication, how the information is communicated or published.



General obligations not to interfere with individual’s surveillance privacy 215

illogical conclusion’.?” It is not intended to suggest, for example, that if the individual
is located in a public place or has a public profile there can be no reasonable
expectation of surveillance privacy. Whilst there may generally be a lower
expectation of privacy in such circumstances, it is possible for a reasonable
expectation of surveillance privacy to arise in particular situations.

8.79 For example, whether an individual with a public profile has a reasonable
expectation of surveillance privacy may depend on whether their activity relates to
the exercise of their public functions, is a commonplace personal activity or is of an
intimate nature. Distinctions can also be drawn between ‘people who are reluctantly
or involuntarily put in the public spotlight, such as the victim of a crime, [and] those
who seek the limelight’.88

8.80 It is also recognised that an individual may have a reasonable expectation
of surveillance privacy in a public place. A ‘public place’ can encompass a variety of
locational settings, with differing degrees of public and private expectations.8® For
example, there are some locations, whether or not they might otherwise be classed
as ‘public’ that are ‘well-known places of retreat’, such as changing rooms and toilet
cubicles.?

Intention and knowledge

8.81 The statutory causes of action for invasion of privacy recommended by the
ALRC, NSWLRC and VLRC are each intended to apply to both intentional and
reckless conduct.®! This is generally consistent with Canadian privacy torts, which
apply to ‘wilful’ violations of privacy. 92

8.82 The NSWLRC and VLRC additionally considered that negligent acts should
also be capable of being captured.® The VLRC explained, for example, that:%

Although it is highly likely that most serious invasions of privacy will involve
intentional conduct, there may be circumstances in which a person’s actions were
so grossly negligent that civil action ought to be possible. An example might be
a medical practitioner who leaves a patient’s highly sensitive medical records on
a train or tram.

87 ALRC Report No 123 (2014) [6.46], quoting Daily Times Democrat v Graham, 162 So 2d 474, 478-9 (Ala, 1964)
(Harwood J).

88 See generally ALRC Report No 123 (2014) [6.68], citing In re S [2003] 3 WLR 1425 and Campbell v MGN Ltd
[2004] 2 AC 457, [142] (Baroness Hale). See also, eg, Hosking v Runting [2005] 1 NZLR 1, [120]-[124] (Gault
and Blanchard JJ).

89 See generally, eg, VLRC Consultation Paper No 7 (2009) [3.53]-[3.89]; VLRC Report No 18 (2010) [5.11]-[5.14]
and the cases cited there.

90 Moreham, above n 78, 666. See also [3.31] above.

o1 ALRC Report No 123 (2014) [7.2]-{7.5], Rec 7-1 (consistently with its earlier view in ALRC Report No 108
(2008) [74.164]); NSWLRC Report No 120 (2009) [5.56]; VLRC Report No 18 (2010) [7.148].

92 Privacy Act, RSBC 1996 c 373, s 1(1); Privacy Act, RSNL 1990, c P-22, s 3(1); The Privacy Act, RSS 1978,
cP-24,s 2.

93 See NSWLRC and VLRC at n 91 above.

94 VLRC Report No 18 (2010) [7.148].
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8.83 Alternatively, the statutory privacy tort in Manitoba includes a specific
defence where the person, having acted reasonably, ‘neither knew [n]or should
reasonably have known that the [conduct] constituting the violation would have
violated the privacy of any person’.%

8.84 Similar considerations apply in the present context.

8.85 The Commission considers that the general obligations should cover both
intentional and negligent conduct and, for this purpose, prefers the approach in
Manitoba which has the advantage of simplicity as well as incorporating
reasonableness. Accordingly, a person does not contravene the obligations in this
part of the draft Bill if the person did not know and ought not reasonably to have
known that the use of the surveillance device or, relevantly, the communication or
publication, would interfere with the individual’s surveillance privacy.

8.86 In the Commission’s view, this will ensure that intentional interferences are
captured, as well as those that an ordinary person would reasonably foresee in the
circumstances. A person will not be able to unfairly deny responsibility by asserting
that they did not intend the interference if it was a reasonably foreseeable
consequence of their actions.

8.87 It will also be broadly consistent in effect with the approach taken to the
criminal prohibitions in Chapters 5 and 6 above.%

8.88 The Commission considers that the knowledge requirement is an essential
element in defining the scope of the obligations and that, accordingly, it would be for
the complainant to show that the alleged contravener had the requisite knowledge.

Consent

8.89 Consistently with the Commission’s view that consent is a key informing
concept in the review, the general obligations should not apply if the individual
concerned has consented to the relevant conduct.

8.90 Accordingly, the draft Bill provides that a person does not contravene the
general obligations if the individual concerned has consented to the use of the
surveillance device in that way or, relevantly, to the communication or publication.
Consent should be taken to mean express or implied consent, consistently with
Recommendation 4-11 above.?”

8.91 In other civil contexts, consent is an exception, where the onus would be on
the defendant.®® The VLRC considered that ‘[tJo do otherwise is to force the plaintiff

95 The Privacy Act, CCSM, c P125, s 5(b).
96 The Commission recommends that the mental element of the criminal prohibitions be left to the operation of
s 23 of the Criminal Code: see [5.126]-[5.132], [6.60] above.

o7 See [4.100] above.

98 See, eg, Privacy Act, RSBC 1996 c 373, s 2(2)(a); ALRC Report No 123 (2014) [11.52], [11.68], Rec 11-4;
VLRC Report No 18 (2010) [7.154], Recs 27(a), 28(a). See also LRC Ireland Report No 57 (1998) Head 3(1)(i).
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to engage in the difficult task of proving a negative’.% In contrast, the NSWLRC
considered that consent is an essential element of its recommended privacy tort and
that the plaintiff should bear the relevant onus. 1%

8.92 In the Commission’s view, consent is a key element in defining the scope of
the obligations. As such, it would be for the complainant to show that they did not
consent. Whilst this would require the complainant to ‘prove a negative’, the
Commission does not consider this to be an unfair burden. It is also consistent with
the approach to consent in the criminal prohibitions that the Commission
recommends in Chapters 5 and 6 above.

Exceptions

8.93 There are also other circumstances in which a person should not be taken
to have contravened the general obligations. The inclusion of exceptions to the
provisions recognises that the right to privacy in relation to the use of surveillance
devices is not absolute, and may need to give way to other countervailing rights and
interests in appropriate circumstances.

8.94 The Commission considers that, in general terms, the exceptions to the
general obligations in this part of the draft Bill should be broadly consistent with those
it recommends for the criminal prohibitions. However, the approach should be
tailored to the scope and purpose of the general obligations, which are intended to
have a potentially wider and more flexible operation.

Authorised or required by law

8.95 In other contexts, both civil and criminal, an excuse or exception for conduct
that is authorised or required by law is commonly recognised. This applies, for
example, to offences under the Criminal Code, " the use or disclosure of personal
information under the Privacy Act 1988 (Cth) and IP Act,'%? and the statutory privacy
torts in Canada. %3

8.96 The statutory causes of action for invasion of privacy recommended by the
ALRC, NSWLRC and VLRC also include such a defence.'% For example, the

99 VLRC Report No 18 (2010) [7.154].

100 NSWLRC Report No 120 (2009) [5.51].

101 See Criminal Code (Qld) s 31(1), which provides that, with some exceptions, a person is not criminally

responsible for acts or omissions ‘in execution of the law’ or required by a lawful order of a competent authority.
See also Criminal Code (Cth) s 10.5.

102 See Privacy Act 1988 (Cth) sch 1 APP 6.2(b), APP 8.2(c), APP 9.2(c); and Information Privacy Act 2009 (Qld)

sch 3 IPP 10(1)(c), IPP 11(1)(d), sch4 NPP 2(1)(f), NPP 9(1)(b). Similarly, under the EU General Data
Protection Regulation, art 6(1)(b)—(c), processing of personal data is lawful if it is necessary for the performance
of a contract or compliance with a legal obligation.

103 See, eg, Privacy Act, RSBC 1996 ¢ 373, s 2(2)(c) which applies where the act or conduct was authorised or

required under a law in force in British Columbia, by a court or by any process of a court.

104 See ALRC Report No 123 (2014) Rec 11-7; NSWLRC Report No 120 (2009) [6.3], App A cl 75(1)(a); VLRC
Report No 18 (2010) [7.159], Recs 27(c), 28(c). See also LRC Ireland Report No 57 (1998) Head 3(1)(ii) in
relation to conduct in ‘fulfilling a legal duty, or exercising a legal power’.
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NSWLRC proposed a defence where the conduct of the defendant was required or
authorised: 0%

. by or under a NSW law or Commonwealth law; or
. by an Australian court or tribunal or a process of such a court or tribunal.

8.97 Those Commissions considered this especially important for government
agencies in carrying out their functions under other laws. 106

8.98 The Commission considers that such an exception is also appropriate in the
present context.

8.99 The draft Bill accordingly provides that a person does not contravene the
general obligations if the use of a surveillance device or, relevantly, the
communication or publication of surveillance information is authorised or required by
law, or by an order or process of a court or tribunal.

8.100 This is consistent in general terms with the exception to the criminal
prohibitions, for conduct ‘authorised under another Act’, that the Commission
recommends in Chapters 5 and 6 above.

Incidental to the defence of a person or property

8.101 In other contexts, an excuse or exception for conduct undertaken in
self-defence, in defence of another person or in defence of property is recognised.
Depending on the circumstances, it is a defence to an intentional tort to use
reasonable force to avert the threat of imminent harm to a person, or to use
reasonable means to defend property against an immediate danger.'%” Similar
defences apply under the Criminal Code.'%® A key element is that the conduct is
reasonably necessary.

8.102 Information privacy legislation also includes specific exceptions of this kind.
For example, the IP Act permits the use or disclosure of personal information where

105 NSWLRC Report No 120 (2009) App A cl 75(1)(a).
106 ALRC Report No 123 (2014) [11.7]; NSWLRC Report No 120 (2009) [6.3]; VLRC Report No 18 (2010) [7.158].

107 See generally A Stickey, Australian Torts Law (LexisNexis Butterworths, 2016, 4th ed) [6.30]-[6.37]; Westlaw
AU, The Laws of Australia (online at 3 January 2020) 33 Torts ‘3.39 Defences’.

108 See, eg, Criminal Code (Qld) ss 271 (self-defence), 273 (defence of another), 277, 278 (defence of property),
which apply both to civil and criminal actions for assault: see Stickey, above n 107, [3.37]-[3.45].

See also Criminal Code (Qld) s 31(1)(c)—(d), which provide that, with some exceptions, a person is not criminally
responsible for acts ‘reasonably necessary in order to resist actual and unlawful violence’ threatened to the
person or to another person in their presence, or, in particular circumstances, for acts or omissions to save the
person or another person, or to save their property or the property of another person, from serious harm or
detriment.
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it is ‘necessary to lessen or prevent a serious threat to the life, health, safety or
welfare of an individual’.1%°

8.103 The statutory privacy torts in Canada, and those recommended by the
ALRC, NSWLRC and VLRC, provide for a defence where the conduct is incidental
to the exercise of a lawful right of defence of person or property.'"® For example, the
VLRC proposed a defence, in similar terms to the ALRC, where: "

[the] conduct was incidental to the exercise of a lawful right of defence of person
or property, and was a reasonable and proportionate response to the threatened
harm ...

8.104 The NSWLRC recommended a similar defence, adding that such conduct
might include ‘the prosecution or defence of civil or criminal proceedings’.'?

8.105 The ALRC explained that its proposed provision would apply in
circumstances of self-defence, as well as defence of another person and defence of
property: 113

The defence will ... protect individuals from liability where their conduct protects
a third party from harm. The conduct is more likely to be considered necessary
and reasonable where that third party is under the individual's care or
responsibility, such as a member of their family, or where that third party is
incapable of exercising self-defence, but the defence would not be limited to such
circumstances. At common law, the defence extends to protection of an
individual's household, employer, family members and even, in some
circumstances, strangers.

The defence would also protect individuals from liability where their conduct was
in defence of property, although different weight is given to the defence of
property compared with the defence of persons. This is analogous to the defence
for intentional torts where a defendant’s conduct in response to a threat or harm
to their property is reasonable. (notes omitted)

8.106  The Commission considers that a similar exception is appropriate in the
present context.

109 See Information Privacy Act 2009 (Qld) sch 3 IPP 10(1)(b), IPP 11(1)(c), sch 4 NPP 2(1)(d), NPP 9(1)(c). In
some circumstances, the collection, use or disclosure of personal information may also be permitted if it is
‘necessary for the establishment, exercise or defence of a legal or equitable claim’: see Information Privacy Act
2009 (Qld) sch 4 NPP 9(1)(d); and Privacy Act 1988 (Cth) s 16A table item 4, sch 1 APP 3.4(b), APP 6.2(c).
Similar provision for the processing of personal data where it is necessary in ‘the vital interests’ of the data
subject is made under the EU General Data Protection Regulation, art 6(1)(d).

110 See, eg, Privacy Act, RSBC 1996 ¢ 373, s 2(2)(b); The Privacy Act, CCSM, ¢ P125, s 5(c); ALRC Report No 123
(2014) Rec 11-2; NSWLRC Report No 120 (2009) [6.2], App A cl 75(1)(b); VLRC Report No 18 (2010)
Recs 27(b), 28(b). See also LRC Ireland Report No 57 (1998) Head 3(1)(ii)(a) in relation to conduct ‘defending
or maintaining a legal right'.

m VLRC Report No 18 (2010) Recs 27(b), 28(b); ALRC Report No 123 (2014) Rec 11-2.

12 NSWLRC Report No 120 (2009) App A cl 75(1)(b), which provides that ‘the conduct of the defendant was done
for the purpose of lawfully defending or protecting a person or property (including the prosecution or defence of
civil or criminal proceedings)'.

113 ALRC Report No 123 (2014) [11.32], [11.36]-[11.37], citing, for example, R Balkin and J Davis, Law of Torts
(LexisNexis Butterworths, 5th ed, 2013) [6.17]-[6.18]. The ALRC additionally recommended a defence of
necessity which would focus on situations of ‘imminent danger or emergency’: [11.35], [11.41], Rec 11-3.
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8.107 In Chapters 5 and 6 above, the Commission recommends exceptions to the
criminal prohibitions for the protection of a relevant person’s ‘lawful interests’, and for
obtaining evidence of, or lessening or preventing, a ‘serious threat to the life, health,
safety or wellbeing of an individual, or substantial damage to property’. 14

8.108 The exception to the obligations in this part of the draft Bill should
encompass aspects of those same concepts. However, the Commission considers
that a formulation in more general terms, such as that proposed by the VLRC and
the NSWLRC is more appropriate in this context.

8.109  Accordingly, the draft Bill provides that a person does not contravene the
general obligations if the use of the surveillance device or, relevantly, the
communication or publication of surveillance information is incidental to, and
reasonably necessary for, the exercise of a lawful right to defend a person or
property, including to prosecute or defend a civil or criminal proceeding.

8.110 The exception applies where the use, communication or publication is
incidental to an action taken in defence of a person or property that is itself lawful.
This would incorporate consideration, in accordance with accepted legal principles,
of whether the steps taken in defence of the person or property were a reasonable
response to an imminent or immediate danger."®

8.111  The exception also applies where the use, communication or publication is
reasonably necessary for this purpose; this will ensure that more is required than
mere convenience or desirability. 16

Public interest

8.112 The protection of an individual's surveillance privacy may conflict with
countervailing public interests, such as the public interest in the detection,
investigation or prosecution of crime or the public interest in freedom of political
communication. In some circumstances, the countervailing public interest may be of
such importance as to override the individual’s surveillance privacy.'"”

8.113  The statutory privacy torts in Canada include a defence for the publication
of information where ‘the matter published was of public interest or was fair comment
on a matter of public interest’.’® The public interest is also included in the statutory

114 See Recs 5-12, 5-15, 5-16, and 6-5(b), (d) above.

115 See generally [8.101], [8.105] above and the references cited there.

116 See also, N Witzleb, ‘A statutory cause of action for privacy? A critical appraisal of three recent Australian law

reform proposals’ (2011) 19 Torts Law Journal 104, 127:

If the defence did not contain a reasonableness requirement, it would be open to abuse
and fail to give the plaintiff's privacy the protection it deserves in the circumstances of each
case.

117 See further [5.284] ff above as to the meaning of ‘public interest’.

118 See Privacy Act, RSBC 1996 ¢ 373, s 2(3)(a); Privacy Act, RSNL 1990, ¢ P-22, s 5(2)(a); The Privacy Act, RSS
1978, c P-24, s 4(2)(a). The defence does not apply if the manner in which the information was obtained was
itself a ‘violation’ of privacy. See also The Privacy Act, CCSM, ¢ P125, s 5(f).
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causes of action for invasion of privacy recommended by the ALRC, the NSWLRC
and the VLRC.

8.114 The ALRC proposed that, for the individual to have a cause of action, ‘the
court must be satisfied that the public interest in privacy outweighs any countervailing
public interest’. In its view, a balancing exercise is appropriate to ensure that privacy
interests are not unduly privileged over other important public interests.''® The
NSWLRC recommended a similar approach. 120

8.115 In contrast, the VLRC recommended a defence to its proposed causes of
action for invasion of privacy if: 12!

[The] conduct was in the public interest, where public interest is a limited concept
and not any matter the public may be interested in.

8.116  Inits view, the public interest should be a ‘limited concept’: 122

not all matters of interest to the public are matters of public interest that ought to
deprive a person of their right to privacy. In particular, the public interest defence
ought not to extend to matters that satisfy a curiosity about the private lives of
others, but serve no other purpose relevant to the common good.

8.117  The LRC Ireland similarly recommended a limited public interest defence,
for the disclosure of information obtained by surveillance.'?® Under its proposals, a
disclosure would not be in the public interest ‘merely because the object of such
surveillance, or such information or material, is or would be newsworthy’."2* |t also
proposed that the defence would apply only to the extent that the disclosure was not
of ‘such a nature or degree that it exceeds what was required to satisfy the public
interest’.’?> The LRC Ireland explained in this regard that: 26

[This] is directed to cases where, although publication of information obtained by
privacy-invasive surveillance is justified in the public interest, the actual
publication effected in the particular case, by reason for example of its extent or
detail, goes beyond what is so justified. The public interest defence is not
intended as a charter for the gratuitous publication of salacious or otherwise
excessive details of people’s intimate or private lives going beyond what is
reasonably necessary to satisfy the public interest. It is intended solely to enable
the public interest (in the sense of the common good) to be served.

119 See ALRC Report No 123 (2014) [9.7], [9.27], [11.147]-[11.148], Rec 9-1.
120 NSWLRC Report No 120 (2009) [5.15], App A cl 74(2).

121 VLRC Report No 18 (2010) [7.170]-[7.187], Recs 27(f), 28(e).

122 Ibid [7.187].

123

LRC Ireland Report No 57 (1998) Head 3(1)(iv). The defence would apply if the disclosure was justified, or the
defendant believed on reasonable grounds that it was justified, ‘by overriding considerations of the public
interest’.

124 Ibid Head 3(2). In its view, the ‘public interest’ should be limited to matters of ‘the common good’: 135.

125 Ibid 138, [2.44], Head 3(iv) proviso (b). It also recommended other limitations on the public interest defence,
including that the surveillance by which the information was obtained was not a criminal offence.

126 Ibid 138.
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8.118 Public interest defences or exceptions are also recognised in other
contexts, including under information privacy legislation.?” For example, an agency’s
obligation to comply with the privacy principles in the IP Act may be waived or
modified if there is an overriding public interest in doing s0.'?8 In addition, the Act
permits the use or disclosure of personal information, by or for a law enforcement
agency, if it is necessary for one or more of the following purposes: 129

(i) the prevention, detection, investigation, prosecution or punishment of
criminal offences or breaches of laws imposing penalties or sanctions;

(i) the enforcement of laws relating to the confiscation of the proceeds of
crime;

(iii) the protection of the public revenue;

(iv) the prevention, detection, investigation or remedying of seriously

improper conduct;

(iv) the preparation for, or conduct of, proceedings before any court or
tribunal, or implementation of the orders of a court or tribunal; ...

8.119 In Chapters 5 and 6 above, the Commission recommends exceptions to the
criminal prohibitions against use, communication and publication where the use of
the surveillance device, or the communication or publication of surveillance
information, ‘is reasonably necessary in the public interest’.

8.120 The Commission considers that a similar exception is also appropriate in
the present context.

8.121  The exception should apply only if the relevant public interest outweighs, in
all the circumstances, the individual's surveillance privacy. The Commission
considers that, together with the addition of the qualifying words ‘reasonably
necessary’, this will introduce a balancing exercise and ensure that more is required
to relieve a person from liability than merely identifying a public interest. In this way,
the mere existence of a public interest will not automatically prevail. If there is a less
intrusive means of satisfying the public interest, the exception would not operate.

8.122  Taking this approach, the draft Bill provides that a person does not
contravene the general obligations if the use of the surveillance device or, relevantly,
the communication or publication of surveillance information is reasonably necessary
in the public interest and the relevant public interest outweighs the interference with
the individual’s surveillance privacy.

127 See also, eg, the public interest defences to racial and religious vilification in the Anti-Discrimination Act 1991

(Qld) s 124A(2)(c), and to unlawful stalking in the Criminal Code (Qld) s 359D(c).

128 See Information Privacy Act 2009 (QId) s 157(4), discussed at n 77 in Chapter 10 below. See also Privacy Act

1988 (Cth) s 72 which similarly provides for public interest determinations. Similarly, under the EU General Data
Protection Regulation, art 6(1)(e), the processing of personal data is lawful if it is necessary for the performance
of a task carried out in the public interest.

129 See Information Privacy Act 2009 (Qld) sch 3 IPP 10(1)(d), IPP 11(1)(e). A law enforcement agency is defined
in sch 5, relevantly, to mean the QPS, the CCC, the department in which the Corrective Services Act 2006 (Qld)
is administered and any other agency to the extent it has particular enforcement functions. Similar exceptions
apply under the Privacy Act 1988 (Cth) sch 1 APP 6.2(e).
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8.123 The Commission does not consider it necessary, in light of this formulation,
to additionally list any other factors to be considered in determining whether the
exception applies. Whether the exception applies will depend on the particular
circumstances of each case. The Commission observes that the independent
regulator under the draft Bill is empowered to issue guidelines about the exceptions
to the obligations, including examples. 30

8.124 Like the VLRC, the Commission intends that the ‘public interest’ is to be
understood as a limited concept, and not as any matter in which members of the
public may be merely interested or curious.

Performance of a duty under a law

8.125 The VLRC recommended a specific defence to its proposed causes of
action for invasion of privacy that would apply to public officers, namely, where: 13

[The person] is a police or public officer who was engaged in his/her duty and the
[person’s] conduct was neither disproportionate to the matter being investigated
nor committed in the course of a trespass ...

8.126  The statutory privacy torts in Canada include a similar defence for law
enforcement officers acting in the course of their duties.'32

8.127 The LRC Ireland also recommended a defence to its proposed statutory
cause of action for invasion of privacy by surveillance where the person ‘was fulfilling
a legal duty’ and the surveillance or disclosure ‘was justified by and was not
disproportionate to the legal interest pursued’.'33 In particular, it considered that this
would apply to a member of the police force in obeying a lawful order. 134

8.128 The Commission does not consider it necessary in the present context to
include an additional exception of this kind. Public officers, or others, who are
performing their lawful duties will be protected to the extent that the use,
communication or publication is ‘authorised or required by law’ or ‘by an order or
process of a court or tribunal’.'3® The public interest exception may also apply, for
example, if the use, communication or publication is made by a public officer for the
protection of members of the public or the safety of a public officer in the performance
of their functions.’3® This is consistent with the approach taken to the criminal
prohibitions in Chapters 5 and 6 above.

130 See Rec 10-10(d)(ii) below.

131 VLRC Report No 18 (2010) Recs 27(d), 28(d).
132 See, eg, Privacy Act RSBC 1996 c 373, s 2(2)(d).
133 LRC Ireland Report No 57 (1998) Head 3(1)(ii).
134 Ibid 132.

135 See [8.95]-[8.100] above. See also [4.5]-[4.8] above as to the Commission’s view that the draft Bill should not

affect the operation of another law regulating the use of surveillance devices.

136 See [8.112]-[8.124] above.
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Exceptions analogous to defamation defences

8.129  Similar defences to those that apply in the context of defamation also apply,
or have been proposed, for statutory causes of action for invasion of privacy by
publication. This includes, for example, the defences of absolute privilege, fair report
of proceedings of public concern and fair comment on matters of public interest. 37

8.130 The ALRC proposed that some defamation defences (namely, absolute
privilege, fair report of proceedings of public concern and publication of public
documents) should be available, but that others (such as truth, qualified privilege,
innocent dissemination, and information in the public domain) should not. 38

8.131  The Defamation Act 2005 provides the following defences to defamation in
addition to the general law:3°

o justification; . qualified privilege for provision
of certain information;
. contextual truth;
o . honest opinion;
o absolute privilege;
. innocent dissemination; and
. publication of public
documents; o triviality.
. fair report of proceedings of

public concern;

8.132 The Commission does not recommend any analogous exceptions for the
criminal prohibitions against communication or publication in Chapter 6 above.

8.133 The Commission is of the view that, to the extent they may be relevant to
the general obligations, these issues are adequately and appropriately covered by
the other exceptions it recommends, including the public interest exception. To
include additional exceptions based on those available for defamation would unduly
widen the available exceptions and undermine the protection conferred by the
obligations.

8.134 Defamation has a different focus and protects different interests. The focus
of the obligations in this part of the draft Bill is the responsible use of surveillance
devices, and the responsible communication or publication of surveillance
information, to protect an individual’s surveillance privacy. The relevant inquiry is not
whether information is, for example, true or trivial, but whether there is a

137 See, eg, Privacy Act, RSBC 1996 c 373, s 2(3); ALRC Report No 123 (2014) [11.82], [11.93]-[11.94],
Recs 11-5, 11-7; NSWLRC Report No 120 (2009) [6.6]-6.10], App A cl 75(1)(c); VLRC Report No 18 (2010)
Rec 27(e).

138 ALRC Report No 123 (2014) [11.89]-[11.90], Rec 11-6; [11.132]-[11.146]. The NSWLRC proposed a defence
in similar terms to the ‘innocent dissemination’ defence to defamation: NSWLRC Report No 120 (2009) App A
cl 75(1)(d).

139 Defamation Act 2005 (Qld) pt 4 div 2.
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countervailing interest that outweighs the interference with the individual's
surveillance privacy.

RECOMMENDATIONS

General obligations not to interfere with surveillance privacy of individuals

8-1

The draft Bill should include civil provisions, separate from the criminal
prohibitions in the legislation, that:

(a) impose obligations on the use of, or the communication or
publication of information obtained from the use of, a
surveillance device, within the meaning of the draft Bill, to avoid
interference with an individual’s surveillance privacy; and

(b) form the basis for the complaints mechanism in
Recommendations 9-1 to 9-32 below.

The civil provisions should have the features set out below.

[See Surveillance Devices Bill 2020 pts 3 and 4, and [8.39] ff above.]

Statement and scope of the general obligations

8-2

8-3

The draft Bill should provide that, if an individual has a reasonable
expectation of surveillance privacy:

(a) a person must not use a surveillance device in a way that
interferes with the individual’s surveillance privacy; and

(b) a person must not communicate or publish the surveillance
information in a way that interferes with the individual’s
surveillance privacy.

[See Surveillance Devices Bill 2020 cll 36(1)—(2) and 37(1)—(2), and [8.44] above.]

However, a person does not contravene a general obligation in
Recommendation 8-2 above if:

(a) the individual concerned has consented to the surveillance
device being used in that way or, relevantly, to the
communication or publication; or

(b) the person did not know, and ought not reasonably to have
known, that the particular use of the surveillance device or,
relevantly, the communication or publication would interfere with
the individual’s surveillance privacy.

[See Surveillance Devices Bill 2020 cll 36(3) and 37(3), and [8.81]—[8.92] above.]
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8-4  The draft Bill should provide that, for the purpose of this part of the draft
Bill:

(a) ‘surveillance privacy’, of an individual, means:

(i) in relation to a particular use of a surveillance device—the
individual is not the subject of surveillance from that use
of a surveillance device; or

(i) in relation to surveillance information obtained when the
individual was the subject of surveillance—the
surveillance information is not communicated or
published; and

(b) ‘reasonable expectation’, of surveillance privacy for an
individual, means the individual is reasonably entitled to expect
surveillance privacy—

(i) in relation to a particular use of a surveillance device; or,

(i) in relation to surveillance information obtained when the
individual was the subject of surveillance.

[See Surveillance Devices Bill 2020 cl 34, and [8.55]—-[8.71] above.]

8-5 The draft Bill should provide that the matters that are relevant for
deciding whether an individual has a reasonable expectation of
surveillance privacy include (but are not limited to) the following:

(a) the individual’s location when the surveillance device is used,;

(b) the subject matter of the use, or of the surveillance information,
including whether it is of an intimate, familial, health-related or
financial nature;

(c) the type of device used;

(d) the nature and purpose of the use, communication or publication,
including:

(i) the extent to which the use, communication or publication
targets the individual;

(i) whether the use is covert;

(iii)  in relation to the communication or publication, how the
information is communicated or published; and

(iv) whether the use, communication or publication
contravenes a provision of an Act;
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(e) the nature and extent of any notice given about the use;

(F) whether the individual has an opportunity to avoid the
surveillance;

(9) the attributes and conduct of the individual, including: