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4.2.4 High risk systems - disaster critical with a personal safety implication

These systems were identified as part of the recent BCP/DR audit process where
agencies each identified their disaster critical systems — impacts types were recorded for
these systems with several identified as having impacts related to personal safety in the
event of an unscheduled outage.

Many of these systems are in good health and do not have any serious issues associated
with them. It is important for these systems to:

. be highly visible at a whole-of-government level
. be subject to regular health checks to ensure their ongoing viability

. have stringent testing regimes in place to ensure their robustness.

Figure 14 - Systems with a personal safety impact registered against them.
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There are several systems listed in Appendix A which are not depicted on Figure 14. This
is of concern as these systems listed in Table 3 are missing important metrics which
could be used to assess their condition and status.

Table 3 - Systems missing important metrics

Post MOG | System Name Reason system is not displayed in above figure
agency
DCs Ambulance Arrivals Board* The end of life date is registered as being in the year
1905.
DJAG Electrical Licencing System; Office The end of life date is registered as being in the year
of the Director of Public 2100.
Prosecutions Case Management
System; Queensland Wide
Interlinked Courts System; Resolve;
and Visual Files
DCCSDS Shift Worker Allowance System Is a service offered by QSS to DoC — but has not
been listed as a managed system by QSS.
QH Enterprise PACS No listed end of life date.
QH ICUIS The end of life date is registered as being in the year
2036.
QPS Weapons Licence Management No technical condition or business impact score
System? assigned.
QPS COMFIT The end of life date is registered as being in the year
1900.
QPS Policelink Customer Relationship; No Business Impact assigned to the system.
QCAD
QPS QPRIME The end of life date is registered as being in the year

2026.

! DCS have since provided an updated end-of-life date of 2015 that has not been analysed.
2 QPS have since provided clarification that has not been analysed.
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4.3 Highest risk systems

Following is a list of the top 15 high risk systems, as determined by the Audit.

Table 4 - Top 15 high risk systems

Post MOG | System Name Business Technical End of Estimated
agency impact condition life date | replacement
cost®
QH Hospital Based Corporate High Good Sep 2015 | $250M
Information System (HBCIS)
DCs Human Capital Management High Poor Jun 2008 | $150M
System (HCMS)
QH AUSLAB High Medium Jun 2020 | $131M
Qss Corporate Finance, HR systems Multiple systems, multiple instances $77TM+
(excluding Health and Education)
HPW SAP RE (Real Estate) - Housing High Poor Jan 2016 | $75M
Tenancy Management
SAP PM (Plant Maintenance)
SAP PS (Project Systems)
DNRM Automated Titling System (ATS) High Good Dec 2025 | $40M
QH Queensland Health payroll solution High Good Dec 2010 | $40M
(potentially
under
reported)
QH AUSCARE High Medium Jun 2016 | $5M
QTT TriData High Good Dec 2009 | $5M
QPS Incident Management System (IMS) | High Poor Jun 2013 | $5M
QPS Weapons Licencing Management Not reported | Notreported | Jan 2018 | $4.2M
System (WLMS)*
QH Finance business solution High Good Jun 2012 | $4.1M
(FAMMIS) (potentially
under
reported)
DCCSDS Carepay High Poor Jan 2010 | $1M
DNPRSR IAParks Version 2 High Poor Jun 2012 | $0.8M
DCS Disaster Management Portal High Poor Apr 2011 | $0.04M

It should be noted that the first five systems in the list have an estimated replacement cost of $683
million representing a significant challenge for government to fund. Although AUSLAB has a 2020
end of life and HBCIS has a 2015 end of life, QH have advised that both will need a seven year

lead time for replacement.

% System replacement costs only, does not include implementation costs in agency
* QPS have since provided clarification that has not been analysed.
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ICT Audit annex: Significant and high risk systems

A number of business critical and significant systems were reported to the Audit or identified through agency interviews and other stakeholders. The tables below lists those systems which have been assessed as

significant or business critical and represent a high risk to the government. The list does not document all significant and business critical systems.

System details (application)

Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
DCsS DCS Interim report | Human Capital Management High Poor Jun 2008 $150M HR Payroll Business Solution $104.6M Jun 2016 Critical Active Program
System (HCMS) Program
In progress -
Business DCS’s core HR management Business continuity for HR payroll defining a
critical system, servicing a diverse range services that provides a strong program
systems of key community safety personnel basis for workforce management.
including fire, ambulance and Fully CBRC
emergency management. A severe Current projects include: funded
impact (priority 1) BCP-DR system. o SABA Upgrade — in progress
HCMS is supported by Queensland i EleCtro.mC SEUEIEE = On. hold
Shared Services (QSS) e  Operational Staff Recruitment
' Management System — on hold
Systems include: e Lattice Infrastructure Improvement
e Standard HR Offering Service ~ In progress
Lattice V3.1 - $75m replacement
e  Existing Human Resource Solution
Lattice V2.5 - $75m replacement
DCS DCS Interim report | Disaster Management Portal High Poor Apr 2011 $0.04M All Hazards Information $8.1M Jun 2013 Critical Active Program
Management Program
Extreme Collaboration tool for sharing In progress —
business information across the Disaster To build the capability of Disaster managing
exposure Management Community. Management agencies, program
stakeholders and the community to tranches
Business ensure they are prepared and
critical capable of effectively responding to Fully CBRC
systems a disaster. funded
Dependencies include:
e All frontline communications
projects including relevant
Queensland Police Service
initiatives
DCS DCS Personal Ambulance Arrivals Board (AAB)® High Good Jul 1905 $0.08M Ambulance Arrivals Board (AAB)
Safety
DCS DCS Personal Electronic Ambulance Report Form High Good Jun 2015 $3.8M No identified initiative
Safety (eARF)

° DCS have since provided an updated end-of-life date of 2015 that has not been analysed
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
DCS DCS Personal ESCAD High Good Jun 2018 $12M Various
Safety
DCS DCS Personal GPS Offender Monitoring High Good Sep 2013 $0.09M Global Positioning System
Safety Dangerous Prisoners Sex Offender
Act Tracking
DCS DCS Extreme Knowledge Place High Poor Jun 2012 $1.7M Related initiative: Microsoft
business Reporting
exposure
and end date
before July
2014.
Business
critical
system
DCS DCS Personal ProQA High Good Jun 2015 $0.5M No identified initiative
Safety
DCS DCsS Personal PSIAM High Good Dec 2013 Data not No identified initiative
Safety provided
DCS DCS Personal RFA Online High Poor Jul 2015 $1.5M No identified initiative
Safety
DEEDI DNRM Interim report | Mineral and Energy Resource High Good Dec 2009 $5M Streamlining Business Systems $16.3M Jan 2016 Critical Active Program
Location and Information Program
Network (Merlin) In progress —
Streamline the lifecycle of mining managing
An integrated set of databases and and petroleum permits to: program
systems that provide a range of e  Reduce time taken for permit tranches
functions including mining tenure approval
management, geoscience and o  Improve transparency and certainty Fully CBRC
resource management, lost time for government and the industry funded
accidents statistics, exploration ¢ : i ;
data centre, management of land * Reducecosto Service delivery for
S ' . government and industry
restrictions, spatial data
maintenance, spatial data enquiry c . include:
(being decommissioned), royalty, urre_nt prolef:ts Include: _
rent and security deposit * Mines Online Geographic
accounting. Information System (Mines Online
GIS)
e Exploration Permit - Minerals
DEEDI DNPRSR | Extreme Laboratory Information High Poor Dec 2010 $2.2M Laboratory Information
business Management System (LIMS) (RSC) Management System (LIMS)
exposure
and end date
before July
2014.
Business
critical
system
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
DERM DNRM Interim report | Automated Titling System (ATS) High Good Dec 2025 $40M ATS Client Modernisation (ATS- $3.5M Oct 2013 High Minimal work | Project
CM) is being
A mission critical system for all land undertaken,
and property related transactions A new software platform for ATS to just enough
address non-support for the to keep some
existing platform from 2015. This is momentum
identified as a high risk under the given the
government’s software currency high risk
framework. The ATS Client nature of the
software is developed in VB6, and software
the current end-of-life for currency
mainstream support of the VB6 issue and the
runtime is 13-Jan-15. significance
of ATS to
Queensland
Government
revenue
ATS Property Exchange $2.5M Oct 2014 High Active Project
Australia (PEXA)
In planning -
Stage 1: Single Party Transactions. initiation
ATS System upgrade to meet stage
COAG reporting commitments.
Awaiting
CBRC
funding
approval
DERM DSITIA | Personal Air Quality Database Low Good Dec 2015 $0.05M Air Quality Management System
Safety (AQMS)
DERM EHP Personal Coastal Data System High Good Dec 2020 $0.2M No identified initiative
Safety
DERM EHP Personal EMR/CLR High Good Jun 2016 $0.4M Environmental Management
Safety Register / Contaminated Land
Register (EMR/CLR) System
Redevelopment
DERM DNPRSR | Extreme IAParks Version 2 High Poor Jun 2012 $0.8M IA Parks Operators and Web
business Redevelopment (IA Parks) -
exposure RUFUS_QPWS Authorities
and end date Management System
before July
2014.
Business
critical
system
Personal
Safety
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System details (application)

Pre
MOG
agency

Post
MOG
agency

Category

System and description

Business
impact

ICT Audit annex: Significant and high risk systems

Technical
condition

End of life
date

Estimated
replacement
cost

Related initiative information (project)

Initiative and description

Total
estimated
expenditure

Planned
end date

Agency
assigned
priority

Status

Initiative
type

DERM

DNPRSR

Personal
Safety

Parkinfo

High

Good

Jun 2012

$2M

Parkinfo v2.0

$4.7TM

Jun 2013

High

Active

Revised
business
case under
consideration

Fully
internally
funded

Project

DERM

DSITIA

Personal
Safety

Point Source Database

High

Good

Dec 2012

500,000

No identified initiative

DERM

DEHP

Personal
Safety

Property Location Service

High

Good

Sep 2011

Data not
provided

No identified initiative

DERM

DNRM

Personal
Safety

WAS - Water Accounting System
(ex SWDB - Surface Water
Database)

High

Good

Dec 2020

$2M

No identified initiative

DET

DETE

Extreme
business
exposure
and end date
before July
2014.

Business
critical
system

DET Internet

High

Poor

Jun 2013

$3M

No identified initiative

DET

DETE

Extreme
business
exposure
and end date
before July
2014.

Business
critical
system

Maximizer

High

Poor

Jan 2014

$0.15M

To be decommissioned 31/12/12

DET

DETE

Extreme
business
exposure
and end date
before July
2014.

Business
critical
system

VET Systems Reporting (VSR)

High

Poor

Jan 2012

$0.2M

To be decommissioned
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System details (application) Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
DJAG DJAG Extreme Dalet High Poor Jun 2013 Data not Tender for replacement expected in
business provided November
exposure
and end date
before July
2014.
Business
critical
system
DJAG DJAG Personal Electrical Licensing System (ELS) High Good Jun 2100 Data not No identified initiative
Safety provided
DJAG DJAG Personal ODPP (Office of Director of Public High Good Jun 2100 Data not No identified initiative
Safety Prosecutions) Case Management provided
System
DJAG DJAG Extreme Queensland Juries Administration High Poor Jun 2013 Data not Queensland Juries Administration
business System (QJAS) provided System (QJAS) - Process Analysis
exposure
and end date
before July
2014.
DJAG DJAG Personal QwicC High Good Jun 2100 Data not Related initiative: Criminal Justice
Safety provided Analytics - Single Person Identifier

(SF) (Premier Mandate), JSS ICJ
ETCR, Oracle Foundation
Infrastructure Project, QWIC JAG

Enhancements
DJAG DJAG Personal Resolve - Office of the Adult High Good Jun 2100 Data not No identified initiative
Safety Guardian provided
DJAG DJAG Personal Visualfiles - ODPP High Good Jun 2100 Data not CMS Enhancement Program
Safety provided
DLGP DSDIP Interim report | eDA (previously Smart eDA) High Poor Dec 2014 $0.7M Electronic Development Application NA
(under- Management (eDAM) Release 1 — TMR
Electronic Development stated)
Assessment (eDA) is a jointly
developed online system that will
advance the development
assessment process in Queensland
— improving the efficiency of the
development assessment process,
and ultimately reduce the timeframe
for development approvals.
DLGP HPW Extreme PADLS High Poor Jun 2013 $0.4M PADLS Replacement
business
exposure
and end date
before July
2014.
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
DoC DCCSDS | Interim report | Carepay High Poor Jan 2010 $1IM Carepay Program $3.4M Jun 2013 High On-hold / Program
postponed
Extreme Foster carer payments system that The Carepay system is the system
business provides for the calculation of foster utilised for Foster and Kinship Progress at
exposure carer payments in respect to the Carer allowances. The system has 30%
placement of children including been identified through the ICT complete —
Personal respite care. Baseline process as a candidate for during
Safety replacement due to the age and managing
risk associated with its underlying program
platform. tranches
DoC DCCSDS | Interim report | Business Information System High Good Dec 2012 $44M Stronger Information Program $60M Jun 2013 High On-hold / Program
(BIS) (SIP) postponed
Personal
Safety Formerly known as DISQIS. A This is an over-arching Disability Progress at
client information management Services program which aims to 80%
system to support, measure and determine the effectiveness of the complete —in
report on service delivery and the existing and planned information delivery
management of information about management systems, stage
people with a disability, family and departmental capacity and
contacts, providers and funding. processes. Incorporates AS&RS Awaliting
Service Management System. CBRC
funding
approval
DoC DCCSDS | Interim report | Integrated Client Management High Good Dec 2019 $45.5M Core Application Management $1.3M Jun 2015 Critical On-hold Program

Personal
Safety

System (ICMS)

A state-wide database managing
detailed assessment and casework
information on children, young
people and their families, who have
contact with the child protection
system. ICMS also supports: the
management of children and young
people placed in foster care; and
the youth justice function.

Program (CAMP)

The Core Applications
Management Program is
established to enable an integrated
future direction to support business
systems, processes and services.

All projects on hold and include:

e ICMS Forms Roadmap &
Replacement ($1.1m forecasted
current FY expenditure)

e Complex Cold Fusion
Replacements

e Server Hosted Development
Environment

e Integration Platform Expansion

Progress at
50%
complete —
during
managing
program
tranches

Awaiting
funding
approval
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
DoC HPW Interim report | SAP RE (Real Estate) - Housing High Low Jan 2016 $75M FOPATS $75M 2015- High Active Project
Tenancy Management 2017
Personal Replacement for Housing’s current In planning -
Safety SAP PM (Plant Maintenance) — SAP and associated systems initiation
stage
Management of Property
Maintenance requests and Developing
completed work. business
case
SAP PS (Project Systems) —
Management of Capital Projects
relating to Property.
These modules collectively support
Property and Tenancy
Management functions for the
Department, and have some
integration with SAP FI (Finance
module).
DoC DCCSDS | Personal BMC Remedy Action Request High Good Dec 2017 Data not No identified initiative
Safety System provided
DoC HPW Personal Bondscape High Good Jan 2016 $11.7M DHPW Fopats Program
Safety
DoC DCCSDS | Personal Community Recovery Processing High Good Dec 2014 $0.45M Community Recovery Program
Safety System
DoC DCCSDS | Personal Critical Incident Recording, High Good Jul 2014 $0.02M Critical Incidents
Safety Management and Reporting
System
DoC DCCSDS | Extreme Critical Incident Reporting High Poor Dec 2012 $0.55M No identified initiative
business Management System
exposure
and end date
before July
2014.
Business
critical
system
DoC DJAG Personal DCOIS Low Good Jul 2021 $3.8M No identified initiative
Safety
DoC DCCSDS | Needs GMS - Office for Women Grants Low Poor Jul 2012 Data not No identified initiative
replacement, | System provided
poor
technology
condition.
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Related initiative information (project)

System details (application)

Planned
end date

Total
estimated

Pre Post Category System and description Business | Technical End of life Estimated
MOG MOG impact condition date replacement

Initiative and description Agency Status Initiative

assigned type

agency

agency

cost

expenditure

priority

DoC

DATSIMA

Extreme
business
exposure
and end date
before July
2014.

Grants Administration System

High

Poor

Jul 2012 $0.6M

No identified initiative

DoC

DCCSDS

Needs
replacement,
no identified
initiative,
poor
technology
condition.

Grants Budget System

Low

Poor

Jul 2012 Data not

provided

No identified initiative

DoC

DCCSDS

Extreme
business
exposure
and end date
before July
2014.

Grants Management System

High

Poor

Jul 2012 $1.6M

No identified initiative

DoC

DCCSDS

Personal
Safety

IJISIEMMA

High

Good

Jan 2019 $1.8M

No identified initiative

DoC

HPW

Personal
Safety

Loanscape

High

Good

Jan 2015 $2.5M

DHPW Fopats Program

DoC

HPW

Personal
Safety

PRIME

High

Good

Dec 2015 $0.8M

DHPW Fopats Program

DoC

DJAG

Personal
Safety

QUEST

Low

Good

Dec 2012 $0.1M

No identified initiative

DoC

DCCSDS

Personal
Safety

Shift Worker Employee Allowance
Payments

High

Poor

Nov 2009 $0.6M

Service provided by QSS

DPW

HPW

Personal
Safety

BEMIR

High

Good

Jul 2015 $4M

BEMIR Re-
Development/Replacement

DPW

HPW

Extreme
business
exposure
and end date
before July
2014.

Business
critical
system

CARS+

High

Poor

Jul 2013 $0.1M

No identified initiative

Queensland Government ICT Audit 2012

38



System details (application)

ICT Audit annex: Significant and high risk systems

Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
DPW HPW Extreme Maximise High Poor Jul 2013 $0.08M Will be decommissioned
business
exposure
and end date
before July
2014.
QH QH Interim report | AUSCARE High Medium Jun 2016 $5M LISS Replacement Procurement $131M Jun 2016 High Planning Project
and Implementation. stage
Personal A web-based clinical diagnostic
Safety reports viewer based on the AUSLAB system replacement Project has
AUSLAB system. It is designed to includes a major procurement approved
provide easy access for clinicians process and rollout across the funding for
across QH. state. $64,426
QH QH Interim report | AUSLAB High Medium Jun 2020 $131M _
Health Services Support Agency
Personal AUSLAB is a laboratory information (HSSA) is currently finalising
Safety system used by Pathology, _detallgd ICT planning activities
Forensic and Population Health including the development of an
departments for results reporting ICT Investment Roadmap for the
and management. This clinical & next 4 years. -
scientific information system Itis anticipated that additional
provides workflow management; investment opportunities will be
allows for analytical instrument |de_nt|f|ed to_ address key priorities
interfacing; provides for which may include further
standardised reporting; allows for enhancements to
billing and information management AUSCARE/AUSLAB.
and accommodates extended AUSCARE and AUSLAB are key
database queries. critical clinical systems which o
(refer Appendix A for further detail) support pathology and other clinical
services state-wide.
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System details (application)

Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
QH QH Interim report | Integrated electronic Medical ieMR (Integrated electronic $179.6M Dec 2014 High Active Program
Record (leMR) — aka Cerner Medical Record) Program
Not applicable — under development as part of a current In progress —
Originally reported in the 30 Day initiative. The ieMR Program will deliver an managing
Report — under development as authoritative single source of the program
part of a current initiative. patient record across the State. It tranches
. will provide clinicians with the ability
A commercial-off-the shelf to: Fully CBRC
integrated eMR solution from . . : funded
Cerner Corporation. The * access mcjormatlon thatd|s
arrangement is expected to apply to |r;.te.gra|1|te ' Iaccurtate an
Queensland Health state-wide and clinically re t.a\{an .
underpin the ongoing transition  support decision making
from a paper based medical record and better use of
to an electronic Medical Record information
(eMR). Cerner Corporation is also e optimise management of
establishing a Queensland based patients, resources and
hosting service for the eMR provision of services
software and related services. e deliver location
independent diagnostic and
treatment services
e support interaction across a
network of providers that
enables providers to be
located, information to be
transferred and
multidisciplinary providers
to collaborate.
QH QH Interim report | Hospital Based Corporate High Good Sep 2015 $250M QPAS - Replacement / Upgrade $438.8M Unknown Critical Not started Project
Information System (HBCIS) of Queensland Patient (early
Administration System (HBCIS) stages) Pre project
Personal A patient administration system that stage
Safety includes: patient demographics; HBCIS (Hospital Based Corporate
patient admissions, transfers and Information System) is the current Proposed
discharges; and patient Patient Administration System CBRC
appointments and scheduling (PAS) for Queensland Health and funding
the primary system for registering
and managing all patients. It is the
largest corporate information
system in use in Queensland
Health.
Activity for HBCIS Consolidation
and Disaster Recovery also
reported.
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
QH QH Interim report | Queensland Health payroll High Good Dec 2010 $40M QH payroll solution out of scope of the Audit
solution (potentially
under Related QSS projects:
Included for completeness sake — reported) | o Queensland Health HR Technical Separation Project
originally reporteq n the 30 Day ¢ Queensland Health Transition Project
Report, however it is out of scope
for the Audit.
HR/payroll and financial solution
based on SAP
QH QH Business Finance business solution High Good Jun 2012 $4.1M SAP Assets Procurement $80M Jun 2014 High Active Project
critical (FAMMIS) (ba?ed on | Finance Information Resource
systems application 1
Finance and Materials as a service) (SAPFIR) Project :jnelpi)\rlggr;ress B
Management Information System. stage y
Fully funded
QH QH Interim report | Medical Aids Information System Low Good Jul 2011 $1.2M MAIS (Medical Aids Information $4.1M Not High On-hold/ Project
System) reported postponed
Business Multiple capabilities related to the
critical docqment_ation and management of This proiect is to streamline Proar
systems med_lcal aids supporting assets and businpesé processes, increase 102/? 8 El
Personal services. efficiency and dec_rease time to complete —in
Safety complete transactions. This will planning
decrease the amount of time the stage
patient needs to wait (by approx.
50%) for the service and improve Proposed
the collection of accurate data for |
planning purposes. This application funding
supports the Medical Aid Subsidy ST
scheme which is a state-wide
service for the provisions of aids
and equipment, and processes in
excess of 120,000 requests for
medial aids each financial year. The
new system will automate many
manual functions including
electronic/online application
submission function, track status of
the application, and interface to
SAP to eliminate double entry of
orders.
QH QH Interim report | Operating Room Management High Poor Jul 2019 $1.8M ORMIS v7 $2.3M Jun 2013 High Delivery Project
Information System (ORMIS) stage
Business Implementation of the Operating
critical The Operating Room Management Room Management Information Fully funded
systems Information System (ORMIS) is a System (ORMIS) v7, a multi-
medical theatre management campus enterprise application into
Personal system all facilities currently using HBCIS-
Safety TMS or ORMIS v5.
QH QH Personal Aged Care Evaluation System High Good Jun 2016 $0.5M No identified initiative
Safety (ACE)
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
QH QH Personal CaSs Antibody High Good Jun 2016 $0.2M No identified initiative
Safety 'Register/Transfusion Backup
QH QH Personal CaSS ECRI-AIMS High Good Jun 2020 $0.2M No identified initiative
Safety
QH QH Personal CaSS FSS Digital Radiology High Good Jun 2018 $0.8M No identified initiative
Safety System
QH QH Personal CaSS High Risk Medication High Good Jun 2016 $0.04M No identified initiative
Safety Reports
QH QH Personal CaSs Kinship DNA Matching Low Good Jun 2020 $1.2M No identified initiative
Safety System
QH QH Personal CaSS National Organ Matching High Good Jun 2020 $0.01M No identified initiative
Safety System (NOMS)
QH QH Personal Client Directory (CD) High Good Jul 2014 $5M Demographic service, Person
Safety Service (CD replacement)
QH QH Personal Clinical Co-ordination Retrieval Low Good Jun 2016 Data not No identified initiative
Safety Information System (CCRIS) provided
QH QH Personal Clinical Decision Support System High Good Jul 2012 $0.5M No identified initiative
Safety (CDSS)
QH QH Personal Consumer Integrated Mental Health High Good Jul 2018 $7.8M Consumer Integrated Mental Health
Safety Application (CIMHA) Application (CIMHA) Phase I
QH QH Personal Emergency Department Information High Good Dec 2019 $2.1M No identified initiative
Safety System (EDIS v9)
QH QH Personal Enterprise Liaison Medication High Good Jun 2016 $0.6M No identified initiative
Safety System (eLMS )
QH QH Personal Enterprise PACS High Good Data not Data not Digital Image Service
Safety provided provided
QH QH Personal Environmental Health Information High Good Jun 2014 $0.2M No identified initiative
Safety Network (EHInfoNet)
QH QH Personal ICU Bed Availability Register High Good Jun 2015 $0.25M No identified initiative
Safety (ICUBED)
QH QH Personal ICUIS High Good Jul 2036 $10M ICU CIS (Intensive Care Unit $11.3M Nov 2013 Active Project
Safety Clinical Information System) Stage
1 In progress —
delivery
stage
Fully
internally
funded
QH QH Personal Monitoring of Drugs of Dependence High Good Jun 2012 $3M No identified initiative
Safety System (MODDS )
QH QH Personal Notifiable Conditions System High Good May 2012 $5M No identified initiative
Safety (NOCS)
QH QH Personal Pap Smear Register (PSR) High Good Jul 2012 $3.5M No identified initiative
Safety
QH QH Personal Queensland Radiology Information High Good Jun 2016 $0.19M Digital Image Service, Enterprise
Safety System (QRIS) Provider Directory Release 2
QH QH Personal Surgical Access Team Reporting High Good Jun 2016 $0.4M No identified initiative
Safety (SATR)
42

Queensland Government ICT Audit 2012



System details (application)

ICT Audit annex: Significant and high risk systems

Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
QH QH Extreme Travel Manager Queensland Health High Poor Jul 2010 $0.49M Com-Pair Interface Tool Hosting of
business Travel Information System Application on SSI Domain
exposure
and end date
before July
2014.
Business
critical
system
QPS QPS Interim report | Weapons Licencing Management Not Not Jan 2018 $4.2M Weapons Licensing Management $19.6M Aug 2012 High Active Project
System (WLMS)® reported reported System
Personal In progress —
Safety A new weapons licensing system The WLMS Project is implementing delivery
which is planned to be delivered in a new weapons licensing system stage
three stages (2009 through 2015) which is planned to be delivered in
with a view to streamlining three stages with a view to Fully
processes and providing efficiency streamlining processes and internally
of service to licence holders, providing efficiency of service to funded
firearm dealers and shooting clubs. licence holders, firearm dealers and
shooting clubs.
QPS QPS Personal COMFIT’ High Good Jan 1900 $0.1M No identified initiative
Safety
QPS QPS Personal Forensics Register High Good Jan 2015 $3M No identified initiative
Safety
QPS QPS Personal Policelink Customer Relationship Data not Good Jan 2018 $3M No identified initiative
Safety Management (CRM)? provided
QPS QPS Personal QCAD?® Data not Good Dec 2021 $34.5M No identified initiative
Safety provided
QPS QPS Personal QPRIME High Good Jun 2025 $53.8M Enhance QPRIME User Interface -
Safety Mobile Services (including
Automatic Number Plate
Recognition (ANPR)) - Technology
Refresh & Improvement Program
(TRIP)
QPS QPS Personal QPRIME Mapping High Good Jan 2018 $1.5M Enhance QPRIME User Interface -
Safety Mobile Services (including

Automatic Number Plate
Recognition (ANPR)) - Technology
Refresh & Improvement Program
(TRIP)

® QPS have since provided clarification that has not been analysed.
" QPS have since provided clarification that has not been analysed.
8 QPS have since provided clarification that has not been analysed.
° QPS have since provided clarification that has not been analysed.
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
QPS QPS Personal Traffic Camera Scheduling & High Good Jan 2012 $0.85M TMR program: CDOP Intelligent $35M May 2013 High Active Program
Safety Reporting System (TSRS) Traffic Camera System (I-TCS)
In progress —
managing
program
tranches
Fully
externally
funded
QPS QPS Interim report | Incident Management System High Poor Jun 2013 $5M Computer Aided Dispatch (CAD) $35.1M Jun 2013 Critical Active Project
(IMS)
Business Replace Computer Aided Dispatch In progress —
critical IMS is a computer aided dispatch (CAD) system(s) currently delivery
systems system. It is used for the recording operational in the seven scoped stage
and management of the response Police Communications Centres
Personal to requests for police assistance. (PCCs) with a modern, integrated Fully
Safety and highly reliable CAD solution internally
providing state-wide coverage on a funded
single platform
Qss DSITIA - | Interim report | Corporate Finance, HR systems Multiple systems, multiple instances Implement 2012 MOG Unknown Unknown High Active Activity
QSS (excluding Health and Education) (early (early
Activity to implement the 2012 stages) stages) In planning
HR/payroll and financial solution Machinery of Government changes
provided by QSS Funding
Proposed Shared Systems unknown
Program of Work — CBRC
submission currently under review
QSSs DSITIA - | Extreme DCP; Financial Mgmt Reference High Poor Dec 2012 Data not No identified initiative
QSS business Only provided
exposure
and end date
before July
2014.
QSSs DSITIA - | Extreme DTN; Financial Mgmt Reference High Poor Dec 2012 Data not No identified initiative
QSS business Only provided
exposure
and end date
before July
2014.
Qss DSITIA - | Extreme ESP; Financial Mgmt Reference High Poor Jan 2013 Data not No identified initiative
QSs business Only provided
exposure
and end date
before July
2014.
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
Qss DSITIA - | Extreme PWP; Financial Mgmt High Poor Jan 2013 $1.4M Upgrade of SAP 3.1i to ECC5
QSs business
exposure
and end date
before July
2014.
Business
critical
system
Qss DSITIA - | Extreme QTP; Human Resources Mgmt High Poor Dec 2012 $1.4M No identified initiative
QSS business
exposure
and end date
before July
2014.
Business
critical
system
TMR TMR Interim report | Road Management Information High Good Feb 2015 $40M A Road Management Information $1.6M Sep 2012 High Active Project
System (ARMIS) System (ARMIS) Remediation
In progress —
Provides load, management, The scope of this project is to delivery
summary and access of current and upgrade Oracle toolset Oracle stage
historical road condition and Forms version 11g, upgrade
structural data. ARMIS database to version 11g, Fully funded

ARMIS is an integrated suite of ICT
applications and supporting
databases that have at its core the
Road Reference System.

redevelop ARMIS security to
operate in the new environment
and to integrate with the corporate
directory, redevelop GIMS GIS
components to operate in the new
environment, upgrade ARMIS
Reports to version 11g, test the
upgraded ARMIS and release to
production.
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
TMR TMR Interim report | ExcessMass High Good Jun 2013 Not reported | Permit Management System Unknown Aug 2014 High Active Project
(early
(aka Heavy Vehicle Permit Establish a more effective State- stages) Yet to start -
Management System) wide Heavy Vehicle Operations and pre project
Permits process including provision stage
Secure system for Heavy Vehicle of a new system that will meet the
Management and issuing of permits expected future requirements for Awaiting
to transport overmass or the management of heavy vehicle funding
overdimension loads on QLD permits. (This will preferably be a approval
roads. commercial off-the-shelf (COTS)
system). It is likely that the system
implemented by TMR will be
adopted by the National Heavy
Vehicle Regulator (NHVR) for its
use, and could result in the
replication of the system in other
states.
TMR TMR Interim report | Statewide program investment Not Not May 2017 Not reported | TIP — Portfolio & Program $0.1M Unknown High Active Project
delivery application (SPIDA) reported reported TIP — QTRIP/RAP $0.3M (early
stages) Yet to start -
A Lotus Notes bespoke system that SPIDA provides a 'source of truth’ pre project
is used for the development, for infrastructure investment stage
management, delivery and portfolio/ program/ project
publication of the (multi-billion dollar information for years 1-4 for the Funding
per annum) Queensland Transport scope of the portfolio unknown
and Roads Investment Program (acknowledging the recent inclusion
(QTRIP). of transport investment data).
TMR TMR Interim report | Transport registration and High Good Jun 2017 $60M RnL Apps Rationalisation $0.3M Jun 2013 High Active Project
integrated licensing system
(TRAILS) The current TRAILS system which Yet to start -
provides registration and licensing pre project
Containing major business functionality is a monolithic legacy stage
functionality such as accounting, system. The RnL apps
vehicles and vessels, customer and Rationalisation project will be the Awaiting
involved parties, plates, licensing, first step in breaking the legacy funding
infringements, registrations and system into more manageable approval
vehicle inspections modules
TMR TMR Interim report | Asset Management & High Good Dec 2012 $0.9M Transport Infrastructure Asset $3.1M Unknown High Active Project
Maintenance System (AMMS) Management System (TIAMS) (early
stages) Yet to start -
AMMS is a bespoke system that is The TIAM function does not have a pre project
used for the management of asset comprehensively defined stage
maintenance backlog information, framework to provide coherence to
scheduling of work and data to the future development of TIAMS. Awaiting
update the Asset Management The existing departmental asset funding
System (ARMIS), remit against management systems have limited approval
schedules to allow payment to and life and expansion capability, and
by RoadTek and some local asset managers are highly
authorities across the state. dependent on system capability to
deliver reliable information and
analysis, in a timely manner.
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Related initiative information (project)

Pre Post Category System and description Business Technical End of life Estimated Initiative and description Total Planned Agency Status Initiative
MOG MOG impact condition date replacement estimated end date | assigned type
agency | agency cost expenditure priority
Treasury | QTT Interim report | TriData High Good Dec 2009 $5M Tridata review $0.2M Unknown Not On-hold Activity
(early reported (finite
The Queensland Government’s Business review of Tridata system stages) Yet to start duration)
primary budgeting and reporting and reporting.
system. Consisting of a number of The objective of the review is to: Fully funded
modules, it is designed to meet all o redesign a framework for the
of Treasury's financial management reporting system
requwements “Uder an accrual e to build a new server side process
accounting environment. and a new web based front-end
e to permanently remove Microsoft
Access as part of the Tridata
development tool set
e to provide a new development
platform to customise new reports
' Queensland Health excluded all projects not controlled by central Health Information Division and these systems have been marked “No identified initiative”.
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Disclaimer

The materials presented in this publication are distributed by the Queensland Government as an
information source only.

The State of Queensland, acting through the Department of Science, Information Technology,
Innovation and the Arts, makes no statement, representation or warranty about the accuracy,
completeness, or suitability for any purpose of this publication, and any use of this publication is at
the user’s own risk.

The State of Queensland disclaims all responsibility and all liability (including, without limitation,
liability in negligence) for all expenses, losses, damages and costs anyone may incur as a result of
reliance upon the information contained in this publication for any reason or as a result of the
information being inaccurate, incomplete or unsuitable for any purpose.

The public release version of this point in time document contains limited amendments which are
required to make corrections, clarify potential inaccuracies, and/or protect the confidentiality of
commercial arrangements.

Licence

© The State of Queensland (Department of Science, Information Technology, Innovation and the
Arts) (DSITIA) 2013.

The Queensland Government supports and encourages the dissemination and exchange of its
information. The copyright in this publication is licensed under a Creative Commons Attribution No
Derivatives (BY-ND) 3.0 Australia licence. To view this licence visit
http://creativecommons.org/licenses/by-nd/3.0/au/deed.en

Under this licence you are free, without having to seek permission from DSITIA, to use this
publication in accordance with the licence terms.

You must keep intact the copyright notice and attribute the State of Queensland, Department of
Science, Information Technology, Innovation and the Arts as the source of the publication.
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1 Scope

This document combines analyses from the disciplines of strategy and direction,
governance, performance management, financial management and service delivery. The
analysis provides an end-to end view of the performance of ICT business units within
Queensland Government agencies.

More than 19,000 documents sourced from agencies were reviewed, with approximately
1,200 documents selected as core documents used to assess ICT business performance.
These included, but were not limited to: strategies and plans; initiative documentation
including business cases; governance frameworks and governance Terms of Reference;
governance documents including agendas and minutes; costing models and risk
frameworks. Interviews were then conducted with Chief Information Officers (ClOs) and
delegated staff to provide context to assessment results.

To ensure consistency in the assessment of agency documentation, an assessment
framework was developed to better understand what mechanisms were in place within
agencies to support ICT in the delivery of business outcomes for the Queensland
Government.

Due in large part to the quantum of information provided, the complex nature of each
agency, and the changing structure of every agency involved; it was necessary to assess
all the information provided in conjunction with qualitative feedback from the CIO.
Assessments are made based on documentary evidence to assess the existence of, and
application of, better practice ICT management processes.
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2 Executive Summary

This annex reviews all Queensland Government ICT business units and shared service
providers in the context of their business performance. Each was subjected to analysis
that considered 264 business attributes in 5 business disciplines to understand how well
they managed their ICT business.

There are obviously varying degrees of strengths and weaknesses displayed by agency
ICT business units. Most agency ICT business units demonstrated:

good governance establishment with a reasonable cross section of focus

good initiative/project risk identification and good identification of low level incidents
and project risks and issues

ICT strategic plans that align to business objectives.

The areas of concern in most agency ICT business units are listed below

Not recognised as a strategic enabler by their agency, rather being asked to focus on
low value operational activity.

Not recognised as a business partner in delivering business outcomes.

Lack of using governance to drive holistic portfolio outcomes, often primarily focusing
on initiative (project and programs) or operational risk management.

Lack of understanding of how ICT investments contribute to business benefits.

Focusing on mitigating probable negative outcomes through risk management as
opposed to performance management to deliver business outcomes.

Lack of understanding of the total cost of the ICT services they deliver.

Lack of understanding of how well they are performing across the ICT services they
deliver.

Lack of comprehensive options and market analysis when establishing and managing
a procurement process.

Lack of vendor and supplier management to drive value and enforce vendor
accountability through service agreements.

Lack of workforce capability management to ensure sustainability and alignment of
skills to business priorities and agency needs.

Additionally, shared service providers experienced a number of other challenges.
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e Complex cross servicing adding to excessive governance, processes and cost.

e Agencies wanting their own outcomes, and shared service providers needing to react
to these outcomes, with no independent body driving whole-of-government outcomes
and savings.

¢ Not seen as a strategic partner to Government which limited their ability to assist
government in providing more holistic and practical solutions.

Significantly more ‘red tape’ for shared service providers including significantly more
rigorous risk management processes that add complexities, project delays and costs to
service outcomes.
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3 Synopsis

Agencies were assessed on 264 attributes, across five disciplines to determine the
effectiveness of ICT business performance within agency ICT business units. The five

disciplines are:

governance

strategy and direction

performance management
financial management

service delivery.

Figure 1 provides an overview of ICT business performance by agency. The horizontal
axis represents the total score accumulated across the five disciplines. Higher scores
represent better ICT business performance.

DCs

DEEDI & DERM
DPW

550,

DIAG

DPC

DLGP

Treasury

m Strategy &
Direction

2 4 6 8 10 12 14 16 18 20

m Governance Performance Management Financial Management Service Delivery

Figure 1 — Whole-of-government ICT business performance

The Department of Education (DET) has the highest overall ICT business performance in
the Queensland Government scoring highly across all five disciplines. Queensland Health
(QH) was also consistently strong across all disciplines with the exception of performance
management where a strong emphasis on risk management rather than performance
management lowered their score for this discipline.
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However, both of these agencies show continuous improvement in ICT business
performance, and are actively working towards managing their ICT business with a
service-centric focus.

There is clear evidence that the issues identified in this document reflect a larger cultural
and maturity challenge for Queensland Government agencies. The main observations in
these five disciplines are:

Strategy and direction

While the overall business plans and ICT plans seem reasonably comprehensive,
there are varying levels of maturity in how performance measures and benefits are
articulated in terms of their emphasis on business outcomes.

There are varying levels of innovative thinking within strategies and plans that take
into consideration innovation and new environmental trends. Also, there are varying
levels of evidence of agencies using the current ICT investment data to identify
problems and issues that inform strategies into the future.

Resource (staff) planning is not an explicit part of ICT strategy and planning in most
agencies, making it difficult to ensure the right capabilities are in place to implement
and align with these strategies and plans.

Governance

Whilst most governance bodies play a significant role in investment decision-making
within the Queensland Government, the peak ICT governance bodies were a catch-all
for management of a broad range of issues from those related to operational aspects
of the business to issues typically associated with a program board. This meant that
decision making in agencies was effectively forced through a funnel. As a result this
can lead to delays in decision making and a heavy reliance on the peak ICT
governance body to prioritise and action outcomes.

There was an absence in the majority of agencies of an overall governance
framework that clearly articulated the existence of various governance bodies, their
roles and inter-dependencies. More obvious is the absence of references to a Change
Advisory Board (CAB) in many of the governance frameworks that were provided. It is
clear that peak ICT governance bodies are heavily focused on the initiative
governance of the agency.

While the majority of agencies had an ICT strategic plan, only a few agencies used
the ICT strategic plan to manage transformation and to establish targets from which
performance of the ICT business unit can be measured against.

Queensland Government ICT Audit 2012



ICT Audit annex: Strategy, governance and service delivery

Performance management

Risk management frameworks are the de facto performance framework for most
Queensland Government agencies, with the majority of reviewed governance papers
indicating the use of risks to manage business outcomes. Despite this risk-based
focus towards managing overall business outcomes and performance, there are very
few agencies that take a holistic view of organisational risks across strategy,
initiatives and business operations. What occurs is that risks for a project and
program are captured, and separately the operational areas capture risk usually
through their CAB.

The challenge is that project risks often have operational impacts, and operational
risks can also have project impacts. For example, a website might have a security
weakness, yet a project is about to use this web service to launch their new systems.
Because the operational risks are not shared with the project areas there is no
opportunity to address it. A portfolio risk approach looks at both Initiative risk and
business operation risks and ensures that dependencies between both are mapped,
and risks across both portfolios are prioritised and managed effectively.

Additionally, there is evidence that suggests that when a project is finalised the
residual risks that have not been dealt with, do not get transferred to the business
operations risk register. This needs to be done as part of release management, which
has the lowest ICT service maturity in Queensland Government.

The ICT business unit should also have visibility of risks within business units that
may be dependent on ICT. For example, business units may have common risks that
are related to ICT that the ICT business unit needs to be aware of and manage
holistically. Without this visibility, mapping both risks and problem dependencies
across the agency is difficult.

Most business-as-usual (BAU) performance indicators were focused on incident and
problem management. Few agencies translated their strategic plan targets into clear
measures of actual business operational performance to drive value/benefits in the
delivery of their program of work.

While customer surveys related to business performance were undertaken, they were
often focused solely on measuring help desk support times and satisfaction levels.
Agency surveys had poor coverage of broader ICT services such as business
analysis, project management, procurement management and others. These surveys
are conducted primarily for reporting purposes and not as a catalyst for refining
strategic targets and performance.

10
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Performance was not managed holistically with an absence of central registries
describing both what was being measured, as well as business performance against
those measures. Whilst there were performance indicators (Pls) found in both internal
and external service level agreements (SLAs), there is little evidence of compensable
SLAs for poor vendor performance. Only two agencies, DET and the Department of
the Premier and Cabinet (DPC) provided evidence to compensable SLAs in the form
of rebates to managed service fees.

Financial management

Agencies spent considerable effort in providing this audit with a consolidated list of
agency ICT costs and expenses. Many had to work closely with their finance areas to
generate the necessary views. These views are essentially spreadsheets tabled
against cost centres, with the majority of agencies unable to provide total costs of
their services.

There are very few agencies that have a service centric or activity-based view of their
budget or expenses. This is where QH’s Clearcost service costing model and DET’s
service cost model displayed significant promise in demonstrating an activity-based
costing (ABC) approach aligned to the ICT business unit’s service offerings, as
defined by their service catalogue.

Budget versus actuals reporting showed a high tendency of actual figures to be
consistently under the forecasted budget by a margin of 20%. This may indicate that
the ICT business unit is over-budgeting its needs as a mitigation strategy to manage
unanticipated demand for its services. Consequently, the unused funds that could
potentially be utilised by other areas of the agency are kept within the ICT business
unit.

Depreciation is managed as a financial treatment to the budget, where no dedicated
funds are allocated to support the renewal and replacement of ICT assets. History
also indicates that whenever there have been attempts in agencies to establish
residual funds for capital replacement, these funds were either diverted by
Queensland Treasury and Trade (QTT) towards other expenditure or investments, or
reallocated by the agencies into other investment areas.

All agencies have faced tightening budgetary pressures, forcing them to charge for
services that are of higher value. Use of fee for service models will increase within
agencies.

11
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Service delivery

With greater austerity measures and fiscal constraints being placed on agencies, ICT
business units have been directed to focus their budget on delivering ‘lights on’
activity thus hampering change activities to enhance and innovate service delivery. It
is evident that agency CIOs engage with other agency business units on ICT, but the
overwhelming expectation of senior business representatives is that ICT business
units primarily deliver (and focus on) operational outcomes. CIOs are often limited in
their ability to focus on broader strategic outcomes, and to drive more strategically
focused service delivery. This focus and expectation from the business make
transformation activities, that may be driven from innovative use of ICT for service
delivery, extremely difficult.

There has also been a reduction in the last six months of temporary staff and
contractors that possess significant tacit knowledge of specific ICT platforms and
applications posing additional service delivery risk to government.

The expectation of agencies on ICT business units to focus on the operational aspect
of ICT (lights on), coupled with fiscal constraints, have placed even greater limits on
growing capability in the areas of succession planning, skills transfer and capability
planning — areas which are crucial to support the government’s intention to shift
government ICT capability to a more strategic focus e.g. moving ICT procurement
from raising purchase orders to strategic sourcing and contract management.

Whilst most agencies have adopted the Queensland Government Chief Procurement
Office’s (QGCPO) Significant Procurement Plan (SPP) guidelines, the majority of
agencies did not undertake proper market analysis when seeking to procure ICT
products and services. Also, the Audit’s review of business cases has identified
options analysis to be of low and variable quality. These provide a strong indication
that optimal solutions for investments may not have been procured.

What does this mean?

There are few examples of ICT business units having service oriented organisational
views to assist them in delivering ICT services in Queensland Government. Such a view
can potentially enable increased visibility of ICT services, better cost management of ICT
services, and more effective prioritisation of ICT services. Queensland Government’s
core focus and strength in relation to ICT services still remains in the area of ICT support
and help desk management. However, this is not necessarily the choice of the agency
ClOs. There are a number of drivers which perpetuate this situation including:

a strong focus by ICT business units on practices derived from ICT standards such as
the Information Technology Infrastructure Library (ITIL) and the Information
Technology Service Management (ITSM) frameworks, specifically adopting the
incident and problem management techniques and applying them to their service
delivery processes

12
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agencies not recognising ICT business units as strategic partners (potentially due to
the ICT business unit’s traditional focus on operational ICT activities)

agencies struggling with their own maturity in creating a service-centric organisation

financial and performance management maturity in agencies, as a whole, are still
based on cost centre management and risk-driven performance with a strong focus
on existing operational requirements

tight fiscal constraints and the subsequent erosion of value added capabilities such as
portfolio management, strategic sourcing, vendor management and strategic delivery
- coupled with poor holistic management of both ICT operations and change initiative
governance; means that it is becoming increasingly difficult for ICT business units to
transition to more strategic sourcing arrangements and a ‘one Government’ approach
to service delivery

a strong focus on using risk management to deliver service outcomes, coupled with
poor financial visibility and poor performance visibility, have resulted in a
management style that is focused on reacting to issues and mitigating risks; as
opposed to contributing towards the aspirational future states as defined within
strategies and plans

ICT business units are also being asked to enable significant change and the
restructure of the business with reduced capability. This will impact service delivery,
and the ability for the ICT business unit to prioritise and to do more with less will be
challenging.

13
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4 Context

In order to provide context to the findings, it is necessary to understand some areas of
particular complexities within government. Without this context, conclusions are at
significant risk of being misrepresented. The following is a list of contextual issues within
Queensland Government.

e Large agencies have disparate business units that have different levels of business
maturity, cultural mindsets and service delivery requirements. Sometimes a business
unit’s service delivery requirements may be in conflict with another within the same
agency e.g. the Department of Natural Resources and Mines has to support
conservation activity while promoting and accelerating resource extraction from
environmentally sensitive areas.

¢ The Queensland Government has had significant machinery of government (MoG)
changes implemented prior to the commencement of this audit. This meant that as
the Audit progressed, many agencies were in a dynamic state and were making
changes to their service profiles and capability to reflect new agency structures and
priorities.

e Executive Government sees MoG changes as cost neutral. Apart from the existing
financial and capability constraints agencies face, they are also required to shift and
divert remaining capacity and resources to realise the changes Executive
Government has requested.

e Strategic direction has not been made explicit by the current government during the
period of this audit and hence alignment and the effect on service delivery outcomes
are based on previous business and ICT strategies, and a presumed future state
described in Section 5.2 Future State Assumptions.

e There are complex inter-relationships in the Queensland Government ICT ecosystem.
For example, the Department of Housing and Public Works (HPW) Information
Services Division (ISD) provides services to business units within DPW as well as the
previous Department of Employment, Economic Development and Innovation
(DEEDI) and Department of Environment and Resource Management (DERM). At the
same time, ISD also provides services to QSS, who are in turn a whole-of-
government service provider. These are only two scenarios (of which there are many
others), which demonstrate the complexities and inter-relationships caused by fee-for-
service models, and issues that result from MoG changes. These issues are
discussed further in Section 7.0 Shared Service Providers.

These environmental factors, and other externalities, will be referred to throughout this
annex as they significantly impact the ability, capability and risk in attaining a high level of
ICT business performance.

14
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5 Analysis

5.1 Interpreting the evidence

Critical evaluation of evidence provided by agencies reveals a number of systemic
concerns and significant gaps in maturity and capability across the sector. There is,
however, a more significant story that needs to be drawn out to ensure better
interpretation of the results.

e Strategy and direction, governance, performance management, financial
management and service delivery are essential components that underpin the fabric
of the business. No matter how well ICT performs in these disciplines, if the agency’s
business lacks the maturity or cultural inclination to proactively support these
disciplines, ICT will neither make inroads in its own maturity nor be able to realise the
benefits of any investment made in these areas.

e This assessment is based on a service first approach, and that may not necessarily
be the expectation of the business from their ICT business units, nor the focus that
agencies demand from ICT service delivery.

e Given the strong fiscal constraints, with some agencies losing more than 50% of their
ICT workforce in less than a year, many CIOs have been asked to focus on what the
agencies believe is the core business of ICT — technology. Whilst there is stronger
business rhetoric that says ICT should be a strategic enabler, the interpretation from
these results seems to indicate that agencies are demanding ICT to focus on
technology and application/solution delivery, and not on innovative and strategic
opportunities to improve business service delivery.

The assessment framework used for this audit makes a quality judgement based on best
practice on what are deemed necessary elements of efficient and effective ICT business
performance. This needs to be taken into consideration when interpreting agency ICT
business performance, specifically:

e Analysis is based on a balanced scorecard approach that focuses on business
outcomes. This means there is a heavy emphasis on managing ICT as a business.

e When this document refers to the ICT portfolio it looks at two aspects of the portfolio:
the business-as-usual (BAU) portfolio and the change portfolio (projects and
programs). Management of the ICT portfolio is concerned with the cohesive and
integrated management of both these portfolios against a service portfolio.

The use of a balanced scorecard approach across the business processes of
Queensland Government is a new approach to providing a health check on ICT business
performance. It can be expected that agencies who have not taken this approach to
manage their business may not perform well.
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This is not to say that all agencies have performed poorly in this regard. There are
several agencies which should be commended on their approach of managing their ICT
business units using this framework. These agencies have been highlighted in this annex.

5.2 Future state assumptions

The following future state assumptions were used to provide a business basis for
assessing ICT business performance. It is assumed that the Queensland Government
aspires:

e to take a one-government approach to service delivery
e to deliver more services with less resources

e todirect its efforts on value-added ICT service delivery and to investigate other
sourcing options for commaodity-based ICT services

e towards effective partnering engagements with business and industry
e to decrease its total ICT replacement cost and risk exposure when delivering services

¢ to offer quality end-to-end services to the community.

These future state assumptions have provided focus and alignment for the formulation of
this annex’s findings. In order to have a one-government approach to service delivery,
ICT business units need to:

e understand the business direction

¢ know what services they provide

¢ know how well they are performing

e drive value from their services and their service partners

¢ make investment decisions that are holistic and incorporate the direction of both the
business and government.

Five disciplines of ICT business performance used to assess agencies:
e strategy and direction

e governance

e performance management

¢ financial management

e service delivery.
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To understand what government’s core business is, the Audit focused on identifying ICT
services delivered, and what areas of capability that are indispensable in:

e directing, prioritising and approving investments
e driving value

e assuring outcome

e mitigating risk

e enabling business.

To understand what was important to ensure effective partnerships with business and
industry, the Audit reviewed capabilities, processes and vendor agreements in the
following ways.

e To ensure comprehensive risk management, reviews of risk management plans and
how risk is managed at the ICT portfolio level (BAU and change) were undertaken.

e To determine whether Government offered any quality assurance in end-to-end
service delivery, the Audit investigated how services were planned, developed,
managed and maintained as part of a lifecycle of ICT management.

5.3 Explanation of analysis

Within this annex, summary results for each discipline are diagrammatically represented
using spider diagrams such as the one below. Major points to consider are:

e Scores range from 0 (poor) to 5 (excellent)

¢ The shaded area represents the whole-of-government mean. For example, the spider
diagram below shows the government mean across the four aspects of Strategy and
Direction.

Relevance
5

(=] Lo w =

Evidenced

Accountable

Measurable

Figure 2 - Strategy and direction
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6 The results

6.1 Strategy and direction

Audit scope: Assessed how well an agency understands where it is going, and provides
focus and clarity for initiatives and activities that need to be put in place to move the
agency ahead. It is the first step towards answering the questions ‘where are we going?’
and ‘what do | need?’ At the point of analysis, most of the documentary evidence relates
to pre-MoG agencies. As additional evidence was gathered through subsequent CIO
interviews, and where more current documentation provided new perspectives and
context on the analysis, the relevance of these pieces of evidence are discussed.

Agency business strategies, ICT plans and ICT roadmaps were analysed to determine
current and relevant documentary evidence of agency direction, based on a set of
criteria. Sixteen agencies were assessed: the thirteen core pre-MoG departments and
three shared service providers — QSS, SSQ and CITEC.

The assessment categories used for this discipline are detailed below.

Relevance

e The existence of business strategy, ICT strategy and associated roadmaps that
provide clear and explicit direction to the agency and its staff to assist with investment
decision-making.

e Business strategy and ICT strategy (the plans) are documented for a duration of at
least four years, and have been updated since the last financial year.

¢ These plans explicitly link to business strategy, Queensland Government drivers and
national drivers, where appropriate.

e The risks that may impact on delivering on the strategy and associated mitigation
strategies to address these risks are explicit.

Evidenced

e ICT plans were developed using a structured, evidence-based approach.

ICT strategy explicitly discusses the future state that it intends to create.
o Initiatives exist that drive successful achievement of the ICT strategy.

o Dependencies between initiatives are explicit with clear practice of share-before-buy-
before-build as a mechanism to identify collaboration opportunities and synergies.

¢ Resourcing (staffing) capability is considered.
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Scheduling and timing are considered.

Measurable

Performance measures exist in these plans, including the articulation of benefits.

These performance measures are outcome-focused, specific and measurable.

Accountable

ICT strategy is endorsed or approved by business executives e.g. Chief
Executive Officer (CEO) or Executive Management Group.

There is an explicit governance approach for implementing the ICT
strategy.

Benefits are assigned to roles as owners.

Queensland Government ICT Audit 2012
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Strategy and Direction Average
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Figure 3 - Queensland Government mean — strategy and direction

Findings for this discipline are detailed below.

6.1.1 Relevance

e There is reasonable and current business direction to facilitate proactive development
of ICT strategies. All agencies have documented their current business strategies for
at least four years with explicit links to state and federal government drivers (where
appropriate).

o AllICT strategies specify end-states but the specificity of the end-state varies. There
are also varying levels of innovative thinking applied to ICT strategies i.e.
consideration of innovative approaches such as outsourcing, mobile applications and
cloud services.

e There is a high degree of inconsistency in the way ICT strategies are documented
across Queensland Government. Although there is a whole-of-government
methodology for ICT resource strategic planning, only 18% of agencies demonstrated
complete alignment to this approach. This presents difficulty in identifying common
themes, threads and decisions for cross-agency collaboration that is integral to
facilitating a one-government agenda.

e Although the business strategy may seem coherent and cohesive as a document,
there are varying levels of maturity across business units within an agency in their
preparedness and ability to embrace ICT as a strategic enabler.

e In most cases, risk does not form an integral part of ICT direction setting and it
appears that risk is treated as an afterthought. About 25% of agencies did not
explicitly consider any type of risk within their ICT strategy. There is little evidence to
indicate the closing of the risk management loop i.e. that strategic risks are filtered
down to agency’s tactical and operational risk registers to set up appropriate
mitigation strategies. Only one agency (DPC) had risks and mitigation strategies
explicitly documented in their ICT strategy.

20
Queensland Government ICT Audit 2012



ICT Audit annex: Strategy, governance and service delivery

6.1.2 Evidenced

Fifteen out of sixteen pre-MoG agencies included an initial change portfolio within
their ICT strategy. This ensures focus and cohesion for ICT investments within an
agency and develops a common understanding between business and ICT as to the
major pieces of work to be undertaken for the agency to achieve its ICT direction.
Initial CIO interviews also indicate a stronger move towards integrating strategy
development and portfolio management. However, capabilities to move this agenda
forward may fall short with current staffing reductions.

Scheduling dependencies of initiatives and activities, capability sharing, and share-
before-buy-before-build practice are commonly treated as an afterthought and do not
necessarily form an integral part of ICT planning. More than 50% of agencies do not
explicitly identify dependencies between initiatives and did not provide sufficient
evidence of share-before-buy-before-build in their ICT strategy. Coupled with
business case analysis, there is evidence to indicate room for improvement in the
conduct of environmental scanning both internal to government and across
jurisdictions. Anecdotal evidence suggests a level of reluctance to share due to fears
of increased risk as a result of scope creep from cross-agency initiatives and
activities.

There are varying levels of maturity in using a repeatable, sustainable and evidence-
based approach to making investment decisions throughout the sector. More than
25% of agencies did not provide sufficient evidence that they apply a portfolio
management approach to initiatives prioritisation. Project, Program and Portfolio
Management (P3M3) assessments state the average sector maturity for portfolio
management is 1.79 out of 5.

There is low emphasis on staffing capability and capacity planning embedded within
ICT strategies. Only 35% of agencies consider staffing capability and capacity in their
ICT strategy. With capability being a scarce resource within and outside of
government, this is fast becoming a major concern for Queensland Government.

Scheduling of initiatives and activities was explicit in about 90% of ICT strategies.

6.1.3 Measurable

75% of agencies articulated performance measures that are outcome-focused,
specific and measurable in their ICT strategy, but there is insufficient evidence to
indicate how the performance management loop is closed i.e. how the ICT business
unit’s operational and tactical performance indicators contribute to these more
strategic performance measures.

Benefits of achieving the ICT strategy are not always clearly communicated. Less
than 75% of agencies had explicitly articulated benefits within their ICT strategy.
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There are varying levels of accountability for realising these benefits. Out of agencies
that have explicit benefits articulated, approximately 50% have benefits assigned to
business roles within the agency. The sector average is 1.72 out of a possible 5.

Benefits management as a discipline is of a low level of maturity across the sector.
P3M3 maturity assessments for organisational governance is 2.18 out of a possible 5.

6.1.4 Accountable

There are varying levels of business ownership and business oversight of ICT
investments and ICT decisions. Although there is evidence of CIOs being part of
strategic business planning processes across the sector, this does not necessary
imply a strategic partnership between ICT and the business. In some cases, ICT is
still regarded as an operational back office and not a strategic partner for improved
service delivery through innovative use of ICT.

There are varying levels of repeatable governance processes for managing activities
and initiatives that are to be delivered as part of its ICT plans and roadmaps. These
processes may be documented but there is little evidence to indicate execution
effectiveness. P3M3 maturity assessments for organisational governance is 2.18 out
of a possible 5.

6.1.5 Where agencies ranked

Communities
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DETE
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TMR
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Figure 4 - Overall agency scores in strategy and direction
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DET demonstrated current, relevant and comprehensive documentation of their
strategies and plans, coupled with strong explicit evidence to demonstrate how ICT
baseline and other sources of environmental data were used to inform their ICT
strategies. Initiatives were prioritised using a structured and methodical approach. QSS
also had good coverage within their strategies and plans although their ICT strategies
emphasise activities and actions, rather than future state scenarios. DJAG’s ICT strategy
should be commended for its visioning component and its emphasis on articulating
benefits to specific initiatives and assigning owners for these benefits.

For a detailed summary of these scores for each agency, see Annex - Strategy,
governance and service delivery - agency profiles.

6.2 Governance

Department of Education and Training: achieving optimal governance

Governance has been trumpeted by business experts to be critical in driving business
outcomes, mitigating risk and allowing an agency’s leadership to steer the agency in the
right direction. As Queensland Government agencies have increased in size, there is a
fine balance between optimal governance and bureaucratic governance.

The Department of Education and Training’s (DET’s) governance framework has shown a
good balance of achieving business direction and outcomes as well as balancing
necessary stakeholder and customer engagement. Combined with their business
intelligence platform and strong buy-in from the business in supporting ICT outcomes,
there is strong evidence to indicate that DET achieves a good balance between
governance control and business outcomes achievement.

Audit scope: Assessed how an agency makes explicit the way it manages, directs,
makes decisions and implements actions to prioritise and deliver on organisational
activities, with the aim of meeting its vision, objectives and outcomes.

The assessment categories used for this discipline are detailed below.

Accountable

e Governance bodies have clear and concise direction, roles, responsibilities and
controls.

e Governance bodies are operated and managed in an efficient and transparent way.

e Governance bodies communicate with staff and key stakeholders on their oversight
and direction.
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Representation

e CIlO is represented in the executive level governance bodies.

e Business participates in the ICT governance process.

¢ Change governance committees have appropriate business and ICT representation.

e Business-as-usual (BAU) committees have appropriate business and ICT
representation.
Coverage

e Agencies have explicit understanding of its governance structure and their
dependencies.

e Governance bodies encompass responsibilities across organisational management,
change portfolio management and business-as-usual (BAU) management

e Governance bodies have responsibility and oversight over business and ICT
strategies including roadmaps, and have a role in supporting enterprise architecture
practice.

Empowered
e Governance bodies are empowered to approve and make decisions.
e Governance bodies review, prioritise and manage organisational risks and issues.

e Governance bodies review, prioritise and manage investment and organisational
performance.

Governance Average
L

Accountable
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Accountable: ™ = =

[N

1
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Figure 5 - Queensland Government mean — governance
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Findings for this discipline are detailed below.

6.2.1 Accountable

Governance bodies were assessed on their level of accountability for transparent
decision-making and associated processes for directing and realising outcomes.

Governance entities are well established in agencies and demonstrate that they have
both the right documentation and processes to perform well in this area.

There is less discipline attached to agency processes relating to governance activities
of participation, quorum management, general attendance and the monitoring and
management of actions.

In the majority of cases, there is no evidence of comprehensive oversight and
cohesive management or risks across the agency.

Generally, the performance of governance groups was not measured.

Evidence of transparent (and accountable) decision making through the publication of
minutes and agendas were sparse. There was no explicit evidence of communication
plans within governance frameworks that showed how major decisions and outcomes
were communicated to both staff and their customers.

6.2.2 Represented

Governance bodies were assessed on the level of representation of the CIO in the
business and whether the business was appropriately represented in ICT governance
processes.

Few CIOs have a direct reporting relationship to the Director-General (DG). In the
shared service space, there were no ClOs. This was because they are largely a
Commercial Business Unit (CBU) embedded within a larger host agency that has a
CIO. If host agency ClOs are focused on lights on activity, then there is a likelihood
that the CBUs strategic ICT drivers are not represented within, or can potentially
conflict with, the host agency’s strategic priorities.

There are variations in the roles of the chair of the peak ICT governance board. In
most cases, the Deputy Director-General (DDG) or Executive of Corporate Services
and, in some cases, the DG. The CIO rarely chairs the Information Steering
Committee (ISC).

ClOs in the majority of agencies do not sit on the peak executive governance body of
the business.

While the data shows that the CIO is not on any procurement or financial governance
bodies, this could be explained by the absence of corporate governance information,
or corporate investment based boards where procurement and financial governance

are undertaken.
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Change Advisory Boards (CABs) and their functions are still maturing, and it is clear
that while the majority of agencies had a CAB, there are fewer that had dedicated
positions for this role. The representation on the CAB, for what is essentially a BAU
program board, consists primarily of ICT operational staff without having adequate
business representation.

6.2.3 Coverage

This assessment is focused on the governance bodies’ responsibilities in managing a
range of issues.

50% of ICT business units had some overall governance framework. Qualitative
assessment of documentation showed that in the majority of cases, it appears all ICT
decisions are funnelled to the peak ICT governance body.

Approval for a number of ICT instruments (e.g. plans, frameworks, strategies and
roadmaps) were not explicit in the majority of governance documentation. In the
majority of cases, the governance bodies had oversight of the development of these
instruments but the Terms of Reference were not explicit in articulating approval
authority over these instruments.

There appears to be an absence of oversight over Significant Procurement Plans
(SPP), and it is not clear whether the CIO and procurement areas signed off on these
plans independent of a governance body or if it was thought to be approved as part of
an initiative. Also, SPPs lacked an explicit reference and alignment to the Queensland
Government Enterprise Architecture (QGEA). This poses a risk of procured solutions
that do not align with agency and/or government architectural considerations leading
to possible duplication and systems integration concerns.

6.2.4 Empowered

This assessment is on whether governance bodies had the authority to cease, direct and

approve investments and act as an effective gating mechanism.

Empowerment of all decisions largely rests with the peak ICT governance body with
little delegation to empower other governance bodies to make decisions within
specified scope and/or tolerances. As previously mentioned, centralisation of this
empowerment, especially when these ISCs are dealing with a breadth of issues
requiring urgent attention, can mean non-urgent but still relevant business decisions
can be left until they become critical. This can develop into a cycle of problem
creation that can be crippling to a peak governance body whose role is to play a more
proactive and strategic role.
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e The consideration here is whether ICT governance bodies are empowered to halt and
approve investments. What is evident is that when initiatives have been previously
approved by a business unit outside of ICT, and where the business unit does not
involve ICT in decision making; the ICT business unit is not positioned to provide
evidence for or against the decision to invest in the initiative.

As many of these applications are business-based, a decision to divest investment is
driven by the business. Whilst this is understandable and acceptable, it is imperative that
business units also consider the interests of the agency at large. With an absence of
proper portfolio management processes within agencies, ICT business units are tasked
with a case-by-case negotiation with each business stakeholder. Stronger portfolio
management practices and accompanying governance processes can drive better whole-
of-agency business outcomes.

6.2.5 Where agencies ranked
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Figure 6 - Overall agency scores for governance

Queensland Health and DET both showed comprehensive governance and oversight of
their investments. In the case of QH, the CIO is a member of 19 governance entities
including boards, panels and committees (with some delegations as appropriate). The
inter-relationships between the large number of committees introduce other complexities
to QH’s governance processes. These two agencies (largest in size) in Queensland
Government have provided strong and explicit documentation on organisational
governance.

For a detailed summary of these scores for each agency, see Annex - Strategy,
governance and service delivery - agency profiles.
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6.3 Performance management

Department of Community Safety: consolidated risk management

While many agencies had good line of visibility of risk in program and project
management, there were few that had a consolidated list of operational, change portfolio,
and strategic risks.

The Department of Community Safety maintains a consolidated risk register, which
enables the agency to have a consolidated view of risk, understand who is responsible
for managing this risk, and potentially understand risk dependencies that need to be
acknowledged.

Department of Education and Training: managing performance as a portfolio

In order to realise business strategy, there needs to be mechanisms to drive it into a
practical use. Only one agency showed a strong understanding of and application of
using performance instruments to drive business outcomes, improve service delivery, and
more importantly, drive strategy implementation.

The Department of Education and Training’s (DET’s) ICT business unit not only has a
strategic plan that aligns to the business, they have a central performance register that is
used as a repository of indicators that informs the realisation of goals and achievement of
objectives set out in their plans. They are also one of two agencies that have
compensable SLAs with vendors, enabling DET to drive vendor performance. This
mechanism allows DET to appropriately govern outcomes realisation. DET submitted the
most comprehensive business intelligence dashboard for performance management to
the Audit.

Audit Scope: Assessed performance management practice within agencies to determine
whether ICT business units have measures across their ICT portfolio. These measures
should provide an end-to-end view of business performance that drives business
improvement.

The assessment categories used for this discipline are detailed below.
Coverage

e Strategic and business targets are established.

e Benefits are established in business cases.

e SLAs with vendors are established.

e Operational or internal service agreements are provided to ICT clients.
e Workforce performance is captured.

e ICT asset performance is captured.
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Business continuity and disaster management requirements are managed.
Critical systems are identified.
Responses to incidents are captured.

Performance against measures is captured.

Measured

Incident response, problem response, incident resolution and problem resolution
times are measured and benchmarked.

Vendor performance is captured and benchmarked against service agreement and
industry.

Customer satisfaction is captured and benchmarked.

Business cases stating benefits and return-on-investment are centrally captured and
benchmarked.

Operational and tactical risks are registered and their impacts centrally measured.

Targets set by business and ICT are centrally registered, ideally through the use of a
measures dictionary.

Business and strategic plans explicitly set goals and targets that have operational
measures that relate to service delivery.

Accountable

Customer satisfaction measures are reviewed and processes are in place to improve
service delivery.

Benefits realisation is reviewed and processes are in place to support the
measurement and realisation of benefits.

Vendor performance is reviewed and processes are put in place to negotiate with
vendors on appropriate performance measures.

Steps taken to monitor and improve vendor performance where necessary.
Steps taken to continuously improve the quality of SLAs.

There is ownership assigned to incidents and problems at the operational, tactical and
strategic levels, including those of security breaches.

Capability planning and staff performance are reviewed at regular intervals to ensure
continual alignment with current business priorities.
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Governed

e Governance bodies hold relevant stakeholders accountable for poor performance
including poor vendor performance and initiative schedule and budget overruns.

¢ Incidents, problems and risks are properly triaged through relevant governance
processes to ensure resolution.

e There is a central register of risks that enables the agency to capture, manage and
mitigate risks and their dependencies.
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Figure 7 - Queensland Government mean — Performance management

Findings for this discipline are detailed below.

6.3.1 Coverage

This section assesses the performance indicators (PIs) used across the agency and the
services that were measured to determine if the ICT business unit had a comprehensive

set of measures that considers all aspects of the ICT business unit; including ICT
services, vendor performance, client satisfaction and strategic targets.

¢ While the majority of agencies submitted an agency strategic plan, a proportion of

these were approved prior to the new government. While many articulated objectives,

very few demonstrated the measures that were being collected to establish whether

objectives were being met (except in the case of operational and tactical Pls for
service delivery)

e Current contract and procurement guidelines emphasise document completion, not

techniques to maximise value for the agency from their contracts. The documentation

of compensable SLAs for poor vendor performance is the exception, rather than the

rule.

on other ICT services including business analysis, project management and ICT
solution implementation.

Customer surveys focused on incident and problem resolution with minimal emphasis

Queensland Government ICT Audit 2012
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e Generally, customer satisfaction surveys are conducted at irregular intervals and
acquired responses from small samples.

e There is little evidence of benefits being realised beyond the lifespan of initiatives.
Benefits realisation processes are not widely adopted within agencies. These benefit
measures do not necessarily transition into an agency’s business-as-usual activities
and subsequently achievement of these benefits is difficult to determine.

e There is little evidence of overall workforce planning including the lack of succession
plans for staff, the lack of knowledge transfer activities from contractors, and also lack
of professional development opportunities for staff that are in alignment with agency
priorities.

e There is no evidence of a central performance register within agencies. Performance
dashboards and annual portfolio reports provided to the peak ICT governance bodies
place a stronger emphasis on change portfolio (initiatives) performance as compared
to BAU service performance.

¢ Risk management is generally siloed within an agency e.g. initiative risks are not
appropriately transitioned into BAU risks at the closure of the initiative.

¢ Risk was the main approach used to manage business performance. This means that
decisions made are driven by the likelihood of risks occurring. This is opposed to a
best practice approach to making decisions that are focused on business
improvement as a result of service delivery outcomes and value generated for clients.

There are three main instruments that should be used in combination to drive business
outcomes.

e Policy and regulatory instruments are about driving outcomes through compliance
to enable better practice.

¢ Risk instruments are about reducing the likelihood of negative outcomes occurring.

e Performance instruments are about driving better business outcomes and increasing
value for clients.

Evidence suggests that there is a heavy emphasis on the use of risk instruments to drive
outcomes without taking a balanced approach across all three types of instruments.
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6.3.2 Measured

Agencies were assessed to determine if performance indicators (PI) exist and are

diligently measured and used to actively improve business outcomes.

The majority of ICT Pls were aimed at measuring incidents, problems, resolution
times and areas of risk within ICT operations. While there were some targets
established in the business and strategic plans, a central repository of Pls (ideally
through a measures dictionary) was not used to tie Pls to business and strategic
plans. The coverage of performance in most agencies is largely confined to meet
operational service desk incident and resolution outcomes. There are disparate
repositories of Pls e.g. vendor Pls and associated SLAs, service desk Pls and
individual staff performance. There is no overall performance framework that provides
a portfolio view of BAU, change initiatives, vendors and contracts and overall ICT
service performance.

In relation to vendor Pls, most service agreements were developed using vendor
templates leading to a wide diversity of content. There is a gap in current Government
Information Technology Conditions (GITC) and procurement guidelines in the area of
service agreements; particularly in relation to defining and managing vendor
performance indicators.

Some incident-based trending data was provided by agencies to their clients and
tabled at agendas of peak ICT governance bodies.

While there were reasonable risk registers to manage the change (initiatives)
portfolio, most agencies did not provide evidence of an overall portfolio register that
also encompasses BAU risks. This meant that systemic incidents that are elevated as
problems are not diligently transferred and managed as corporate risks. DCS should
be commended for being the only agency that has demonstrated this holistic
approach to risk management.

While there were limited workforce plans and staff improvement plans, there is little
evidence of central registers of staff performance and how these are aligned to
service delivery outcomes.

The majority of ICT business units did not collect and measure procurement
performance.

6.3.3 Governed

Agencies were assessed on governance oversight, management and prioritisation of
measures.

The majority of agencies had strong governance processes relating to incident and
problem management including the allocation of responsibility and prioritisation of
these incidents/problems for resolution.
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There is little evidence of governance bodies’ awareness of benefits realised and
risks to the realisation of benefits as these pieces of information are neither diligently
tabled nor cohesively reported to governance bodies.

There is little evidence of cohesive performance reporting to governance bodies
including benefits realisation and vendor performance. In addition, there is little
evidence of taking a holistic view of vendors and contracts for the purpose of
leveraging high performing contracts for other parts of the agency and eliminating
poor performing vendors.

There is no clear evidence to indicate that customer survey results are made
available to the agency.

There is no evidence that further feedback was sought as part of a 360-degree
process for validating and responding to survey results. Only DET provided evidence
of validating and responding to customer survey results by reporting associated
performance results with key section managers and staff.

There is little evidence of Pls that relate to release management including release
planning and scheduling.

6.3.4 Accountable

Agencies were assessed to determine if appropriate processes are in place to manage
performance issues as they arise.

There was strong and explicit evidence showing necessary processes for resolving
incidents and problems. There was also evidence of processes that review these
incidents/problems for assignment to appropriate owners.

There was no evidence to suggest that accountability processes are in place to
address poor customer feedback, poor benefits realisation, low alignment of skills to
business priorities, and achievement of targets within ICT strategies.

Except for agencies which have managed desktop services through outsourced
arrangements, there was little evidence of performance baselines established relating
to Queensland Government shared service providers and other internal-to-
Government ICT service providers. This meant that accountability for poor
performance of these service providers is not adequately managed. Only two
agencies had compensable contracts that can be used to drive better vendor
performance.
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6.3.5 Where agencies ranked
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Figure 8 - Overall agency scores for performance management

DET was the only agency that attempted to gain a holistic view of performance. All other
agencies had a very high dependency on using risk as an indicator of how well they were
performing. DET is the only agency that has high coverage of Pls across all areas of
service delivery, not just incident and problem management. DET also provided evidence
of using these measures to improve business outcomes.

For a detailed summary of these scores for each agency, see Annex - Strategy,
governance and service delivery - agency profiles.

6.4 Financial management

Queensland Health: structured financial management

Queensland Health have a structured approach for managing the cost of service delivery
using a commercial solution, Clearcost, that clearly identifies cost items in ICT and can
accurately provide visibility of the total cost of ICT services.

Audit Scope: Assessed how an agency manages its fiscal responsibilities including the
agency’s ability to understand the service delivery costs. This enables the agency to
prioritise its spend, more acutely manage and drive down costs, and potentially
consolidate and find opportunities to leverage their investments.
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The assessment categories used for this discipline are detailed below.

Visibility

Regularity and timeliness of reporting actuals.
Revenue and expenses are factored into regular performance reporting.
Financial performance against budget is reported to relevant governance groups.

There is governance oversight of ICT expenditure including vendor costs.

Accuracy

ICT business units can reconcile budget against total spend.
ICT business units are within plus or minus 5% of budget forecasts.
ICT business units can report their budget performance in a timely manner.

ICT business units understand the total cost of services, including overheads and
staffing (capability) costs.

ICT business units can report staffing.

Costing and pricing models align with services provided to clients.

Accountability:

ICT business units have oversight of all ICT expenditure within the agency.

Governance bodies review initiative and BAU spend, including overheads and staffing
costs.

Budget targets are allocated to service areas.

There are assigned roles that are responsible and accountable for achieving budget
targets.

Prioritisation:

ICT business units prioritise their budgets in alignment with their business priorities
(business and ICT strategies).

That initiative spending goes through a prioritisation process.
That BAU spending goes through a prioritisation process.
Workforce expenditure is aligned with business priorities.

Benefits in initiatives are aligned with the business objectives.
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Figure 9 - Queensland Government mean — financial management

Findings for this discipline are detailed below.

6.4.1 Visibility

Agencies were assessed on the visibility of spend against budget, and how timely the
agency can retrieve and report up-to-date financial information.

e Only a few ICT business units have a view of service costs. ICT business units that
are able to report service costs, do so by extracting data from the agency’s financial
management tool into their own analysis tool (usually Microsoft Excel) and
extrapolating this data into a service-centric view. This approach is taken as agency
financial management systems will require significant customisation to enable
reporting of costs against ICT services. Because of the time and effort involved to
produce service-centric views, the currency of these reports may be affected.

e Annual reports do not report on ICT asset depreciation leading to a lack of visibility of
the total ICT replacement costs of these assets for future upgrades and renewals.

e There is little evidence of budget data being reviewed by governance bodies. Terms
of References provided for governance bodies do not explicitly indicate this as one of
their responsibilities.

e There is little evidence of processes that deal with errors relating to vendor payments.

e Where there was a designated procurement area within ICT business units, there
were discussions with vendors at regular intervals. These discussions appear to be
largely about payments and cost reconciliation. There is little evidence of using these
procurement areas for value-adding activities such as contract and vendor
performance management.

e There is less scrutiny for BAU expenditure than initiative spending as BAU budgets
are largely managed by line managers with little organisational reporting. There is
more visibility and accountability of spending associated with initiatives due to
established reporting relationships with initiative boards.
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6.4.2 Accuracy

Agencies were assessed to determine if the necessary reporting views and tools are in
place to provide accurate financial information.

Findings for this discipline are detailed below.

e The majority of ICT business units were heavily dependent on financial tools,
practices and analysis of the financial area within their agency. Based on the diversity
of data submitted to the audit, this level of variation indicates there are multiple
standards across government used for the reporting of ICT financial information. The
majority of budgets provided are still based largely on cost centres. Consequently,
these agencies struggled to provide a service-centric view of costs.

e ICT business units continued to be under the forecasted budget by more than 20% for
the last financial year. The Audit has not been able to ascertain whether this forecast
against actuals is due to projects and investments ceasing with the MoG changes, or
because the ICT business unit factors in contingencies for risk and other incidentals
that have not occurred.

e Most agencies were not able to provide total costs against ICT services, pricing and
costing models that were consistent with their ICT services catalogue. The agencies
who did provide this information were QSS, CITEC, Queensland Health, DET and the
former DERM.

¢ Most agencies costed services in terms of direct staffing costs and the cost of specific
ICT assets that underpin the delivery of these ICT services. However, other
overheads such as cost of governance, risk management, performance management,
vendor management and other less visible cost elements are not factored into the
total cost of a service.

¢ There is little evidence of costing or pricing models that substantiate the overheads of
ICT services that are charged back to business units within agencies. These charge-
backs are largely managed through directed allocations of fixed funds paid to the ICT
business unit. There appears to be a lack of an evidenced-based approach to
measure the level of utility and the value that ICT services provide to business units.
This is particularly challenging for CBUs that are directed to consume core ICT
services from the ICT business unit at a flat rate and are unable to proportionally
reduce their costs with usage because these services are charged by the ICT
business unit at fixed and often less competitive rates.

e Interms of ICT asset depreciation to support asset renewal and upgrades, some
agencies were able to provide ICT asset depreciation costs while others had to
consult with their financial areas to locate the value of ICT asset depreciation.
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6.4.3 Accountability

Agencies were assessed on the level of accountability applied to financial management
within the ICT business unit.

e Budgets are largely broken down into the functional areas of the business. As there
was an absence of Activity Based Costing (ABC), it is difficult to apportion costs
based on activity or services. These funds were managed largely as business unit
cost centres or in relation to specific initiatives.

e The CIO appears to be the individual that shaped and developed the ICT budget and
has ultimate accountability for ICT funds. Investment management governance
groups or portfolio governance groups were largely focused on accountability for ICT
funds that relate to initiatives only. Some ICT business units developed continuous
and cyclical investment reviews but there was little evidence to suggest that the BAU
investments were managed as effectively as initiatives.

e As business units within agencies own/purchase their core business assets, including
ICT assets (even though these assets are owned by the agency and not the business
unit), there is low motivation for business units within the agency to drive
consolidation or whole-of-agency streamlining initiatives within their business unit.
This level of ownership and accountability at the business unit level for the specific
investments makes it difficult to drive whole-of-agency cost consolidation as it
requires buy-in from all parts of the agency, or strong CEO-mandated initiatives to
streamline BAU costs.

e There is an absence of BAU cost targets and therefore accountability on BAU cost
savings for ICT.

6.4.4 Alignment

Agencies were assessed on the existence of explicit processes and documentation that
reported budget alignment to ICT strategies. This assessment is further complicated by
fee-for-service or demand-driven models, where the priorities of ICT activity are driven
largely by the business. However, if the CIO’s role is viewed as a strategic whole-of-
agency partner in maximising ICT spend across the agency, then CIOs and their
investment governance boards should be able to assert some influence in aligning spend
to agency priorities and direction.

e There is a high degree of governance relating to initiatives prioritisation with varying
levels of ICT business unit involvement in the process. If a particular initiative was to
be funded by a business unit, the question was more a matter of when to implement,
rather than a more effective way to leverage the investment across the entire agency
(the agency portfolio). It must be noted that this is not an issue that the ICT business
can resolve on its own. Fee-for-service models further drive more siloed expenditure
behaviour from business units as they have a finite time to execute an initiative within
limited budgets.
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e Although there is evidence of linkages between business cases to business
outcomes, without a structured performance management framework, these
alignments are retrospective at best. There is no evidenced-based approach to
determine the contribution of these initiatives to strategic outcomes.

e As lights on activities become more of a priority within ICT business units, there is
little capacity for ICT business units to implement change initiatives that have been
approved outside of the ICT business unit’s visibility.

e There was no clear evidence of prioritising or aligning the budget to meet the
workforce requirements of the business. More specifically, there was no real
performance management in the BAU aspects of ICT except in relation to service
desk PlIs. This makes it difficult for the ICT business unit to budget for greater
capacity given the existing staff reductions in their establishment and an absence of
an outcomes-based performance framework for staff.

6.4.5 Where agencies ranked
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Figure 10 - Overall agency scores for financial management

Queensland Health achieved the highest overall score due to its use of the Clearcost tool,
which showed total cost against ICT services. QSS and DET also had a good
understanding of their ICT service costs.

For a detailed summary of these scores for each agency, see Annex - strategy,
governance and service delivery - agency profiles.
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6.5 Service delivery

Department of Justice and Attorney-General — workforce capability planning

The Department of Justice and Attorney-General (DJAG) has developed a workforce
planning toolkit that systematically assesses its workforce to support staff development,
succession planning and skills improvement. This approach to workforce planning
provides DJAG with an ability to assess and improve their workforce capability in a
structured and managed way.

Audit Scope: Agencies were assessed on the management and coordination of services
to deliver business outcomes. They were also assessed on how well value was provided
to its customers, clients and stakeholders through effective service delivery management.

The assessment categories used for this discipline are detailed below.

Capability

e A capability view of services to understand what roles and skills are available and
directed toward the delivery of ICT services.

o Workforce capability to support the diverse range of ICT services within the agency.

¢ Workforce planning and implementation approach that supports knowledge transfer
and appropriate succession planning that enables a sustainable and well-skilled
workforce.

Sourcing

e Sourcing arrangements supported by vendor management activities that ensure
efficient and effective provision of outsourced services.

e Evidence of the use of procurement principles as defined in QGCPQO’s government
procurement guidelines.

e Expertise exists within the agency to procure services through GITC contracts and
manage these contracts, including standing offer arrangements.

Agility
e A service catalogue that provides the agency with an unambiguous and
comprehensive view of ICT services. The existence of this capability supports the

business units and ICT business unit in the specification and management of ICT
service outcomes.

e A transparent financial view of services listed in the ICT services catalogue so
business units understand the real cost of investments made to deliver ICT service
outcomes.
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e Performance measures across catalogued services are fully documented, measured

and benchmarked.

¢ Significant business systems are implemented on enterprise-supported and
architecture-aligned platforms.

e Service agreements exist between business units and the ICT business unit for
catalogued ICT services.

e ICT assets are baselined annually, and reported in the WoG ICT baseline, particular
those ICT assets that are of high business impact to the agency.

Enabling

e The ICT business unit is proactively engaged in:
— strategic planning processes within the agency
— initiative sponsorship
— whole-of-agency ICT portfolio management

— whole-of-agency investment prioritisation and ICT assets rationalisation.

Service Delivery Average
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Figure 11 - Queensland Government mean — service delivery

The extremely diverse range of ways ICT services are funded across government,
governed and delivered are testimony to the inherent complexity of the Queensland
Government. Large agencies that have been amalgamated as a result of MoG changes
have a range of business sub-cultures and service profiles, with each pre-MoG agency
demonstrating different levels of maturity in understanding and governing their services.

e The majority of agencies use ITSM as a basis for their operational service
management methodology. There is also evidence of the use of industry standards
such as Control Objectives for Information and Related Technologies (COBIT), and
Six Sigma. The maturity of the documentation and governance suggests low to
medium maturity in the application of these standards across the sector.

ly
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The majority of agencies have centralised agency funding for lights on operational
services which are largely service/help desk, network, desktops and servers.

The majority have a peak ICT Steering Committee, Program Board and a Change
Advisory Board (CAB) for managing ICT issues.

The majority of agencies have risk and issues registers for BAU activity and
program/project management.

The majority of agencies use GITC contracts where applicable.

The majority of agencies have indicated that they will be moving towards a focus on

ICT operations and a fee for service/demand driven model for application/solution
management and development.

6.5.1 Capability

Agencies were assessed to determine if capabilities were directed to the right ICT service
delivery areas.

Less than half of ICT business units within agencies have a workforce plan. A

workforce plan is necessary to ensure that the right people with the right skills in the

right roles are in place to effectively and efficiently deliver ICT services. With
significant shifts in staff profiles across government and increased workloads,
workforce capability planning is more crucial.

In most ICT business units, the ICT workforce has a heavy ICT operations focus.

Trend data captured throughout the Audit also indicates that a shift towards
operational activity will increase; with those in the roles of investment prioritisation
(portfolio management) business management, business integration and solution
design, including enterprise architecture, to diminish.

There does not appear to be strong workforce practices in transferring tacit ICT
knowledge between contractors to staff and between staff. Coupled with little
evidence in relation to succession planning, there is a high risk that ICT service
delivery may be severely compromised in some agencies.

The former DERM, prior to its merger with DEEDI, had nearly 50% of their ICT staff

as contractors from specific vendors. A proportion of these vendors have been

employed within these agencies for over a decade. A similar pattern exists within the

Office of State Revenue as these contractors specifically support one system — the
Revenue Management System.

This heavy reliance on contractors over long periods suggests significant expenditure

on contract staff, with no plans to transition contractor skills to internal staff or to
develop capability plans with a strong knowledge transfer focus to reduce the
agency’s reliance on costly contractors.

Queensland Government ICT Audit 2012

42



ICT Audit annex: Strategy, governance and service delivery

e The primary reason provided by these agencies is that these contract skills are not
readily available in the market place and the government’s remuneration rates for
internal staff will not attract the necessary skills to support these systems that are
generally heavily customised or specialised.

e There is a high risk of a cycle of reliance on contractors as these individuals are
motivated by remuneration rates that are for the most part, more than double of what
would be the remuneration if they were employed as government employee. In
addition to better remuneration, these contractors are motivated by a degree of job
security as a result of the agency’s reliance on them to support core ICT systems. A
further impact is on internal staff that may be performing similar tasks as contractors
but without perceived equitable remuneration.

e Without strong knowledge transfer conditions built into contracts, contractors see no
motivation to share knowledge.

6.5.2 Sourcing

Agencies were assessed on their sourcing practices.

e Current agency procurement arrangements are a mix of centralised ICT procurement
under the agency’s corporate services area and the ICT procurement area managed
within the ICT business unit, which work in conjunction. However, having more than
one procurement area can create inefficiencies in relation to managing contracts and
ICT vendor performance.

¢ Diverse procurement processes also occur in tandem in situations where the ICT
business unit is responsible to procure commaodity ICT such as ICT consumables and
desktops, and the corporate procurement area performs a procurement assurance
function.

e Where there are procurement teams within the ICT business unit, there is a large
emphasis on managing the operational aspects of procurement including the
accounts payable and accounts receivable aspects of sourcing. In some larger
agencies like DET, these teams perform more strategic activities including strategic
sourcing and vendor management functions that review contracts and vendor
performance.

e There appears to be a low level of maturity in ICT business units in contract
development and in establishing and monitoring vendor performance.

e Where procurement is centralised, there is little evidence that central procurement
bodies provide any business intelligence or performance reviews of contracts.
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Most agencies have adopted the Queensland Government Chief Procurement Office
procurement policies and guidelines as part of their practices; however the content in
Significant Procurement Plans differ significantly in both quality and application of
these guidelines.

There appears to be an acceptance of performance criteria as provided by vendors
with service level agreements established by the vendor. Further analysis of whole-of-
government procurement arrangements and guidelines indicates that there is no
strong guidance material on performance measures that should be considered in
service agreements. The majority of the documentation is focused on establishing the
contract but there are gaps in managing, maintaining and driving value from contracts
and service agreements.

Legal advice can be seen to be sourced from internal legal units or Crown Law.
However it should be noted that the emphasis is on the legal validity of the document
and not necessarily to drive or establish value for money from contracts.

Business cost centres for financial management purposes are reflective of an
agency’s organisational structure and core commodities, not necessarily the services
they provide. This means costs of service delivery are difficult to calculate and
reconcile against total budget.

Current project and program management practices within agencies do not display
explicit consideration of the service impact and cost impacts once an initiative is
completed and transitioned into business-as-usual. As each initiative is finalised, the
additional impact to services and costs are assumed to be absorbed into overall ICT
business unit overheads, with no evidence of an increase in the budget for these
overheads as a result of the transition. This implies that there is a lack of continued
commitment to maintain these investments into the future.

Understanding the true cost of services is hampered by agencies without a proper
view of services, coupled with a lack of transparency when it comes to a service view
of costs.

Significant Procurement Plans (SPPs), though largely using the QGCPO template,
lacked depth in the options analysis. There was no mention of QGEA alignment in
any of these SPPs; understandably as there is no explicit section in QGCPO’s
template.

6.5.3 Agility

Agencies were assessed on their ability to accept and adopt change in an agile way. One

way to assess agency agility is to determine how well an ICT business unit understands
its own services, including their ability to measure their performance in ICT service

delivery. This also includes how an agency sets its funding priorities in relation to these
services, while balancing existing investments in relation to contracts and sunk capital in
legacy assets.
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¢ The majority of ICT business units had or were aiming to establish a service
catalogue. The presence of a catalogue is largely new and driven by a need to
communicate to the agency in relation to what services it is receiving (and paying for).

e There were only three agencies that had a service view of their budget, implying that
they are the only agencies that could legitimately claim they knew how much their
services cost for agency consumption.

e There were few ICT business units that outlined any priority to focus on business
process or investment in innovation to assist in service transformation.

¢ In the majority of agencies, the individual business units drove and funded the
development of systems, with ICT focused solely on lights on activity. As a result, ICT
will be less able to proactively assist the business in innovation and business
streamlining without the business driving and sponsoring that partnership with ICT.

6.5.4 Enabling

Agencies were assessed on how well the ICT business unit enabled and supported
agency business outcomes, including how, when and where ICT business units
capitalised on opportunities to engage, plan, innovate and learn from the business to
better enable the agency’s service delivery.

¢ Whilst most CIOs participate as part of the executive in strategic planning, the
strategic plans of the business still clearly identify the role of ICT as keeping the lights
on in the business.

e As we see more point ICT solutions (i.e. a single ICT solution that caters for a single
business unit with low consideration for its utility across the agency) within the
business unit and across the agency, ICT business units can assist the business with
resolving the proliferation of these ICT applications. Ideally, reducing this duplication
is something the business should be engaged in. However, it appears that the
business units within agencies lack the maturity or necessary motivation to do so.
There are examples (including within Queensland Health) of agencies that undertake
reviews and business process assessments, including motion studies, to assist the
business in understanding how well their processes will transition into corporate
solutions.

e While there are service and operational agreements with various parts of the agency,
they are there to support point solutions and maintain assets and provide helpdesk
services. There is little evidence to indicate that the majority of ICT business units are
invited by business representatives to focus on improving business service delivery
outcomes.
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¢ In the majority of cases, ICT business units are not recognised as a business partner
to assist agencies in meeting their business needs, except in cases where the ICT
business unit is required to understand processes in order to implement, or support
an ICT solution.

6.5.5 Service delivery benchmarking
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Figure 12 - SLA incident response times by agency

With a heavy emphasis by ICT business units on incident management, it was necessary
to measure agency performance when responding to incidents. The response times
represented above were largely drawn from ICT service catalogues, but it is important to
note that service agreements with individual business units do exist for various solutions.
SLAs for specific ICT applications may be an exception to these incident times,
depending on the business impact and priority of incident resolution placed by the owners
of these ICT applications. This is more the exception than the rule.

Whilst most agencies had a priority numbering up to 4, the focus here is on priorities 1
and 2 because of more readily available information, and there is substantial variance in
data provided for priorities 3 and 4. DPC (through a managed contract with Ventyx) had
the lowest (quickest) agreed response time, followed by DCS, SSQ, DET and then
CITEC.

What needs to be noted here is that some agencies used automated emails as a
measurement of response time. This is not a true reflection of performance relating to
incident management.
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Incident Resolution Times (Hours) - by Agency
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Figure 13 - SLA incident resolution times by agency

Low incident resolution time is a good measure of how effective an ICT business unit is
performing. DPC has a contract with a service provider (Ventyx) that offered the lowest
lead time to resolution within Queensland Government. This arrangement also includes
compensable SLAs for poor incident resolution time. For an internal-to-government ICT
service provider, DCS has the lowest resolution time.
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Figure 14 - Queensland Government incident resolution times against industry

The median incident resolution times for Priority 1 and 2 were compared with several
other industry service providers. It showed that Queensland Government ICT agencies
were largely in line with the rest of industry in their response to Priority 1 and 2 incidents.
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6.5.6 Where agencies ranked

QH
DET
Qss
DoC

DEEDI & DERM
CITEC

QpPs

$sQ

TMR

DCS

DPW

DPC

DIAG

DLGP

Treasury

4 6 8 10

Capability © Sourcing  Agility = Enabling

12 14

Figure 15 - Overall agency scores for service delivery

QH, DET and QSS were the top three agencies in service delivery, with the majority of
agencies scoring low in capability within service delivery. This was the result of little
evidence in workforce planning, succession planning, knowledge transfer with contractors
and providers, and limited training and professional development opportunities.

For a detailed summary of these scores for each agency, see Annex - Strategy,
governance and service delivery - agency profiles.
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7 Shared service providers

Shared service providers have been under significant scrutiny since 2006 when the
Service Delivery and Performance Commission (SDPC) recommended their realignment,
including moving CITEC back to government facing services only. The Audit reviewed, in
detail, all functions of the service providers, because in all three cases (CITEC, SSQ,
QSS) ICT formed a very core part of their service delivery. What is evident, particularly
with CITEC and QSS, is that each had robust business frameworks, good understanding
of their costs, and scored above the government mean in the governance discipline.

Shared service agencies were also:

¢ significantly audited in the past 12 months and required to implement audit
recommendations

e directed to be self-sustainable and provide a financial return back to Treasury,
requiring these shared service providers to be financially diligent

e required to deliver on whole-of-government directives and outcomes.

As a result of this, the shared service providers had significant explicit documentation and
processes that reflected the best practices in their management of ICT. Negative media
publicity introduces further pressure for these entities to deliver effective service
outcomes for the government.

A number of issues unique to shared service providers are described below.

1. These agencies are constrained by a host agency’s business and ICT direction.

In a commercial enterprise, an organisation is able to direct its investments and
strategic targets based on market analysis, industry experience and customer
relationships. These shared service providers, as commercial business units
(CBU), are required to work under a host agency framework where the strategic
outcomes of the agency may be quite different to that of the shared service
provider. CBUs have had to use agency strategic frameworks and templates and
align to performance frameworks that are largely risk-based and focused on
political outcomes, not on business competitiveness (particularly in comparison
with industry service providers).

Additionally, they are burdened with additional whole-of-government initiatives that
present significant pressure for these providers to:
a. Reprioritise their program of work to deliver initiatives to meet the
priorities of government; which may not necessarily drive the best
commercial outcomes.
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b. Manage the repercussions of cost and debt, as part of the process of
operationalising these initiatives; often through reduced funding and
through debt servicing.

c. Direct and influence strategic outcomes of whole-of-government initiatives
within the confines and priorities of the host agencies they belong to.

2. Whole-of-Business Cases driven by mandates being realised, where no agency
was given incentive or funding to adopt mandates.

More challenging was the absence of an independent governance umpire whose
role was to realise the whole-of-government outcomes being sought. This
presented a number of challenges and also developed a corrosive relationship
between the provider and the rest of the agencies.

a. Agencies would bring their own requirements and, without an arbiter, the
proliferation of ‘unique’ requirements increased the complexity of
solutions being developed; which were subsequently incompatible with
other agencies who were supposed to share the same infrastructure.

b. Service providers, in trying to deal with complex requirements where
there were limited funds yet a requirement to provide the same level of
service, could not commit to more strenuous and compensable service
agreements.

c. Costs increased to deal with the more complex environment and ‘unique’
environments, which meant a duplication of technologies and lead to the
benefits identified in the initial business case not to be realised.

3. There is a circular loop of service providers, where each service provider
provided each other services (sometimes through third party departmental
service providers).

This added layers of complexity and significant cost to delivering services as
overheads are added through each service brokered e.g. In the Department of
Public Works (DPW), Queensland Shared Services (QSS) is an agency within
DPW. QSS is then required to use network services from the DPWs internal ICT
service provider ISD, who in turn purchase their services from CITEC. So when
QSS then has to cost these services and charge the rest of government for their
services, the overheads are significantly higher; as depicted in the Business as
Usual (BAU) Review. This complexity, as well as agencies like DPW still
servicing other agencies due to legacy agreements and unrealised machinery of
government (MoG) changes, creates a shared service cost multiplier. Also when
issues occur, the resolution process can be challenging due to number of
stakeholders involved.
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While not comprehensive in its coverage of issues, these observations were
substantiated by evidence and qualitative assessments conducted on how strategies
were implemented in the business, how costs were appropriated and funded, and how
outcomes (BAU and initiatives) were delivered under the auspice and political direction of
agencies.

What was clearly missing, given the lack of performance drivers and the need to deliver
whole-of-government initiatives were:

e a strategic partnership approach between the agency and its shared service
providers. This should not be a one sided partnership where the government directed
outcomes but where the service provider, as an equal partner ,could objectively and
independently provide cost effective strategic solutions with Government

e a performance framework that service providers were benchmarked against where
they held service providers accountable in delivering the service outcomes

e asingle source of ICT commaodity provisioning for service providers that allowed:

— the ability of shared service providers to directly procure from the source
provider

— the ability to source ICT infrastructure from competitive and market sources

— shared service providers to not be charged fixed corporate overheads so they
pay only for what they use and can scale and manage their budget more
effectively.

It needs to also be recognised that many internal ICT business units, as they transition to
more fee for service arrangements and outsource many of their functions, are
transitioning from a shared service provider (where they continue to host and own their
own ICT assets) to a shared service broker. Additionally, many of the ICT business units
service former business units, now in other departments. If Queensland Government
wants to cut cost and overheads of ICT service provisioning, it must seriously address the
cross servicing that is occurring and provide a simplified ICT broker and shared service
model.

Smart Service Queensland (SSQ) has different challenges. Their ICT business unit is
maturing, however unlike other service providers, they are often involved in WoG
strategic development. The major challenge for SSQ, as evidenced in their ICT business
performance assessment, is in relation to having a more holistic portfolio approach to
their ICT investments. Because ICT is embedded into all aspects of their service delivery,
it is difficult to identify their total ICT spend and holistic ICT investment prioritisation. As
such, ICT operations are seen largely as delivering operational ICT outcomes. The review
of their ICT operations showed that while initiatives were well funded and managed, the
recurrent impact on ICT once these initiatives were established was not as well
accommodated.
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The funding models that were reviewed indicated there is greater visibility for their service
channel costs, but less explicit visibility of specific ICT costs.

Special mention: CITEC Confirm

In 2006, when the SDPC recommended that CITEC withdraw from all commercial
operations it made an exception for one of its entities, CITEC Confirm.

CITEC Confirm operates as a retailer of government information and, more importantly,
as a simultaneous transaction engine to Governments across Australia. This includes
supporting magistrate courts in Victoria, titles and land searches across multiple
jurisdictions and at the moment finalising the federation of various license and license
types across Queensland to interface with the National Licensing system.

It is important to consider the following in relation to CITEC Confirm.

e CITEC Confirm is providing a return for Queensland Government and is one of the
largest information brokers in the southern hemisphere; providing Queensland with a
strategic asset that can support the government’s transition to the cloud.

e CITEC Confirm, while part of CITEC, has been able to largely remain independent
and remains a commercial success; participating and succeeding in a competitive
market place.

¢ Commercial business units can thrive within Queensland Government given the right
business, government and commercial drivers.
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8 Summary analysis

Agencies Stfateg.y & Governance FCHIIEES FLEGEE Service Delivery |Overall Average
Direction Management Management
DET 4.48 3.65 3.40 3.09 2.77 3.48
QH 4.04 3.68 1.86 3.70 2.92 3.24
QSS 4.39 2.65 2.06 3.32 2.57 3.00
CITEC 4.31 3.40 1.71 2.92 2.39 2.95
DoC 3.85 2.65 2.08 2.29 2.52 2.68
QPS 2.90 3.28 2.66 2.03 2.36 2.65
TMR 3.92 2.92 1.85 2.42 1.95 2.61
DCS 3.70 2.55 1.93 2.46 1.91 2.51
DEEDI & DERM 3.27 2.60 1.83 2.30 2.49 2.50
DPW 4.02 3.01 1.46 1.99 1.89 2.47
SSQ 3.25 2.49 1.28 3.22 2.09 2.47
DJAG 4.34 2.87 1.67 1.81 1.60 2.46
DPC 3.48 2.71 2.22 2.01 1.82 2.45
DLGP 3.73 2.43 1.60 2.30 1.31 2.28
Treasury 2.66 2.05 1.41 1.08 1.02 1.64
Government Mean 3.76 2.86 1.93 2.46 2.11 2.62

Figure 16 - ICT business performance summary by agency (scores out of 5)

For a detailed summary of these scores for each agency, see Annex - Strategy,
governance and service delivery - agency profiles.

Overall, DET scored consistently well across all five disciplines demonstrating:

e strong governance processes that drive improved business outcomes through

performance management in both BAU and change (initiatives) portfolios

a 360-degree performance management approach. Their ICT strategic plan is not a
stand-alone document used to retrospectively align their initiatives, but a mechanism
to drive business visibility and performance

reasonable oversight processes to align strategic, tactical and operational outcomes
the most comprehensive service performance dashboard in the sector

strong understanding of the cost of ICT services, with informative views of their costs
and expenses, coupled with processes to reconcile costs

compensable vendor service agreements and a strong working relationship with
vendors to manage vendor performance

a good range and quality of service contracts within Tertiary and Further Education
(TAFE) entities.

Special mention should be made of DLGP and DPC as this ICT business performance
framework did not favour their ICT business model. Both DLGP and DPC have largely
outsourced their services and so it was difficult to appropriately score around 25% of the
assessment attributes.
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Their scores should be considered within this context and taken in conjunction with
specific evaluations stated within Annex - strategy, governance and service delivery -
agency profiles.

Queensland Treasury was a consistent underperformer across all five disciplines. These
scores were the subject of significant scrutiny, however consultation with Treasury
indicated that they are not pursuing a portfolio approach to their management of ICT; and
are emphasising vendor relationship management at the expense of vendor performance
management (with the belief that vendor scrutiny creates unnecessary obstacles to
achieving ICT outcomes). Similarly each of Queensland Treasury’s federated business
units e.g. Office of State Revenue (OSR), have significant ICT investments that are not
managed as part of Queensland Treasury’s whole-of-agency portfolio. All current and
future investments are managed independently within these federated business units. For
example, since 2008, the Revenue Management System (RMS) within OSR has reported
expenditure of more than $150 million for its development, implementation and
operations. However, estimates of RMS expenditure from other sources (yet to be
validated by Queensland Treasury) indicate expenditure in excess of $200 million. These
discrepancies further indicate the lack of a portfolio-based approach to managing
investments within Queensland Treasury that results in reduced whole-of-government
visibility of ICT costs within that agency. This lack of insight into Queensland Treasury’s
ICT costs is of concern.

The newly formed Information and Technology Partners (ITP) was assessed based on
documentation provided by the former DEEDI and DERM. The approach for their
assessment was to consider the best practices from each agency on the assumption that
ITP would adopt the better of each agency’s frameworks and practices. It is necessary to
note that DERM had substantially better contract, vendor and financial management
practices than DEEDI.

There is an expectation that as each agency completes its MoG transition activities that
there will be improvements in each of the five disciplines assessed. Many agencies are
still finalising governance structures, approaches to managing finances and redefining
their services.

Performance management and service delivery received the least scores overall. These
disciplines assessed the ICT business unit’s ability to support the agency in delivering
business outcomes. Due to tighter fiscal constraints imposed upon agencies and their
ICT business units, and with some ICT business units facing up to a 50% reduction in
capability and capacity, there will only be a focus on maintaining lights on operations.
This limits the ability of ICT business units to be innovative with its service delivery and
proactive in delivering more effective ICT service solutions. The lack of workforce and
succession plans further indicate skill losses and knowledge gaps that may be difficult to
recover from.
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Disclaimer

The materials presented in this publication are distributed by the Queensland Government as an
information source only.

The State of Queensland, acting through the Department of Science, Information Technology,
Innovation and the Arts, makes no statement, representation or warranty about the accuracy,
completeness, or suitability for any purpose of this publication, and any use of this publication is at
the user’s own risk.

The State of Queensland disclaims all responsibility and all liability (including, without limitation,
liability in negligence) for all expenses, losses, damages and costs anyone may incur as a result of
reliance upon the information contained in this publication for any reason or as a result of the
information being inaccurate, incomplete or unsuitable for any purpose.

The public release version of this point in time document contains limited amendments which are
required to make corrections, clarify potential inaccuracies, and/or protect the confidentiality of
commercial arrangements.

Licence

© The State of Queensland (Department of Science, Information Technology, Innovation and the
Arts) (DSITIA) 2013.

The Queensland Government supports and encourages the dissemination and exchange of its
information. The copyright in this publication is licensed under a Creative Commons Attribution No
Derivatives (BY-ND) 3.0 Australia licence. To view this licence visit
http://creativecommons.org/licenses/by-nd/3.0/au/deed.en

Under this licence you are free, without having to seek permission from DSITIA, to use this
publication in accordance with the licence terms.

You must keep intact the copyright notice and attribute the State of Queensland, Department of
Science, Information Technology, Innovation and the Arts as the source of the publication.
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1 Agency business profile scope

This annex outlines the key areas that the Audit focused on to see how the business of ICT
was managed across Queensland Government. Five business disciplines were examined
as part of a scorecard approach. Each of these business disciplines were then assessed
against four aspects. Their scope and definition is provided below.

Strategy and Direction

Assesses how well an organisation understands where it is going, and provides focus and clarity
for initiatives and activities that need to be put in place to move the agency ahead. It is the first
step towards answering the questions ‘where are we going?’ and ‘what do | need?’

Key Principles

Ensuring the financial information of the organisation has integrity, is

Accuracy current and is timely for the purposes of allowing the organisation to set
vision, provide direction and undertake actions.
Visible Ensuring that relevant financial information is provided and available for

individuals and entities to make informed business decisions.

Accountable

Ensuring that those that make decisions that have a financial impact are
held against the financial outcome and positions that have resulted.

Prioritised

Ensuring that there are relevant instruments and controls to support
investment and expenditure activity and ensure these are aligned to the
vision, objectives and the outcomes being sought by the organisation.

Governance

How an organisation makes explicit the way it manages, directs, makes decisions and implement
actions to deliver and prioritise organisational activity. The aim of which is to meet the vision,
objectives and outcomes of the organisation.

Key Principles

Accountable

Ensuring there are explicit policy and rules so that decision makers are
held against the outcomes of decisions, actions and direction taken.

Representation

Ensuring that the right people from the right parts of the organisation are
participating in the right areas of Governance. This is to ensure informed
direction, decision and action are taken.

Ensuring that those who participate in setting direction, making decisions
and driving action have the necessary oversight across the organisation to

Coverage set the direction, make informed decisions and implement actions in a
holistic way.
Ensuring that those entrusted with governing the organisation are given the
Empowered ability and powers to make decisions, set direction and drive action in the

organisation.
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Performance Management

The explicit way in which an organisation makes visible and improves upon the way they
undertake business to ensure effective and efficient use of capability and resources to meet
organisational vision, objectives and outcomes.

Key Principles

Ensuring that key criteria is identified that allows an organisation to

Measured understand the risk and issues, health, performance and viability of the
activities they are undertaking in the organisation.
Ensuring that those determining the direction, decisions and actions in the
Governed organisation are informed and have visibility of the performance

challenges, issues and opportunities. This is to support informed decisions
and derive appropriate actions.

Accountable

Ensuring that relevant entities and individuals responsible for performance
outcomes are appropriately reviewed and actions taken to ensuring
improved outcomes and learning for the organisation.

Coverage

Ensuring that the scope of performance measures covers all aspects of the
business and its customers and stakeholders to ensure that ICT has an
informed and balanced view of the organisations' activities and how it is
delivering to the vision, objectives and outcomes of the organisation.

Financial

The explicit way an organisation undertakes and carries out its fiscal responsibilities to achieve
the vision, objectives and outcomes for the organisation.

Key Principles

Ensuring the financial information of the organisation has integrity, is

Accuracy current and is timely for the purposes of allowing the organisation and the
establishment to set vision, provide direction and undertake actions.
Visible Ensuring that relevant financial information is provided and available for

individuals and entities to make informed business decisions.

Accountable

Ensuring that those that make decisions that have a financial impact are
held against the financial outcome and positions that have resulted.

Prioritised

Ensuring that there are relevant instruments and controls to support
investment and expenditure activity and ensure these are aligned to the
vision, objectives and the outcomes being sought by the organisation.
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Service Delivery

The explicit way an organisations, manages and coordinates the end to end lifecycle in delivering
the outcomes, objectives and the value sought by its customers, clients and stakeholders.

Key Principles

Capability

Ensuring human and other capital resources are effectively managed,
prioritised and scaled to deliver the vision, objective and outcomes of the
organisation.

Sourcing

Ensuring that the organisation is able to acquire and direct resources to
deliver programs of work as well as hold entities and individuals to agreed
sourcing requirements to ensure the organisation delivers the outcomes,
direction and objectives sought.

Agility

Ensuring that the organisation has the flexibility and ability through explicit
relationships to understand its portfolio and redirect, deploy and prioritise its
resources and capability as efficiently and effectively as possible.

Enabling

Ensuring capability portfolios (in this case ICT services) are able to
participate in relevant dialogue that will allow them to understand the
business and its priorities so that they can effectively plan and support the
organisation in achieving its vision, objectives and outcomes.
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2 Diagram interpretation

The format of the business profile begins with a summary of the individual agency.
@ A tick indicates the Audit found evidence of good practice in the agency.

@ An orange question mark indicates areas that an agency should consider as part of
good practice to help improve overall maturity and business outcome.

A red question mark indicates that an issue is in the way of ensuring better value and
service outcomes and should be addressed in the near term

When summarising issues, consideration has been taken of the agency’s size, the services
they deliver and federated or central nature of their control.

Each agency is represented by a business profile that consists of one overview spider
diagram and five detailed spider diagrams for each business discipline assessed.

The shaded colour area indicates the score

Measured

5 footprint against each axis and the black
2 outline indicates the overall government
E average against each of the identified

Coverage

Governad At this point, agencies should view how they
are relative to the government mean, as
opposed to the overall score. This will
provide the best indication of performance
against other government agencies.

/2\ principles; out of a possible score of five.

Accountable

Prior to representations made in this report, the summaries were presented twice to
agencies to validate interpretations. Every effort has been made to interpret the information
provided in the right context. Requests were also made to agencies if documentation was
not found on specific areas, until the agency indicated there was no more explicit
information in this area.
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3 Agency business profiles

3.1 CITEC

3.1.1 Overall business profile

Strategy &
Dlrectlnn
Service
. Governance
Delivery
Financial Performance

@ Positive achievements

Operationally and tactically strong IT service management (ITSM) maturity in comparison to the rest of
government.

Strong operational performance reports provided to clients. (DTMR and DET examples were provided).
Strong business as usual (BAU) and project risk management.

Strategic plan framework good (using balanced scorecard to frame strategic architecture).

Good product cost information.

Good workforce capability plan.

Areas for improvement

Significant procurement plans vary in quality. Options analysis is not often done well. There are no
measures and a large variation on standard procurement documentation.

Performance indicators were largely operationally based and focused on capacity, incident and problem
management.

Customer Relationship Managers (CRM) are largely linking to operational staff in the business and
there is no strong client relationship with business areas in departments.

Unable to see other value added services in the pricebook including business analysts and project staff
that provide strong value to the business in delivering business outcomes.

Customer surveys are narrow and operationally focused through key agency contacts only. This
narrow sample size is not significant enough to get an understanding of CITEC’s performance.

Current governance documentation indicates that a Portfolio Governance (change) is managed largely
through existing functions through to the information steering committee (ISC). There is no overall
governance framework (provided) that explicitly ties BAU and portfolio operations together or deals with
risks and dependancies across the portfolio.

Potential areas of concern

The strategic plan show goals, objectives and measures, but there was no evidence to indicate how the
initiatives established realise the measures and overall targets in the strategic plan. Measures are also
mostly operational and are largely around establishing reviews and establishing more measures. There
was no evidence that showed how operational and initative measures tied back into the strategy and
strategy development (Except for initiatives that were stood up to improve operational performance).

10
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e No larger corporate board or oversight governance body to drive a strong strategic partnership between

CITEC operations and whole-of-government (WoG) outcomes.

e CITEC faces challenges in driving WoG outcomes without an appropriate funding model and the ability
to drive agency compliance to adopt these WoG outcomes. This makes it difficult to realise the

intended WoG benefits established in initiatl business cases.

3.1.2 Strategy and direction

Relevance
5

Accountable

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
CITEC 4.8 3.6 4.5 4.4
Government 4.7 2.9 4.0 3.0
3.1.3 Governance
Accountable
5
a
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
CITEC 3.8 3.2 2.2 4.4
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Some inconsistency in benefit (performance
measures) owners — sometimes roles, sometimes
person names.

Risks not explicitly articulated in CITEC’s overall
strategy, they are contained within business unit
strategies.

Evidence base for deriving strategies is unclear.
No consolidated staff (resourcing) information
included within the CITEC strategy.

Governance assessment

Overall assessment appears to show that all
governance decision making is undertaken by the
Executive Management Group (EMG), creating a
potential bottleneck for decision making.
Governance and performance management in
CITEC is focused on risk management, similar to the
rest of the government sector. This is of more
concern when applied by a service provider to drive
service outcomes.

Evidence that program boards exist, however all
decision making appears to be directed to the ISC.
Absence of portfolio vendor management that
looked and reviewed investments with varying ICT
suppliers, or undertook an active review of
consolidation or strategically managing service
outcomes through vendors.

Overall governance of procurement does not appear
to be strategically managed, as this is mostly
distributed across the organisation through product
lines.
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3.1.4 Performance management

Measured
5
3
2 \
Coverage B Governed
Accountable
Agency Measured Governed Accountable Coverage

CITEC 1.9 2.0 1.8 1.1
Government 2.1 2.2 1.8 1.7

Performance management assessment

Very strong incident management practices.

Vendor engagement at operational and tactical
levels is good, but no evidence of engagement with
CITEC clients at the strategic level.

Evidence points to a disconnect between operational
performance and portfolio performance. Operational
measures are focused heavily on incidents and
mitigating issues and problems.

The strategic plan contains very similar
goals/objectives as the previous version, indicating
that the strategy has not really changed and
operational performance has not influenced strategic
focus.

No evidence of existing performance indicators
being used for better customer or product outcomes
e.g. innovative solutions to meet new customer
requirements.

Configuration management data base (CMDB) is
advanced compared to the rest of the sector.
Utilisation of ‘Service Now’ to drive ITSM maturity is
good.

Some linkages between initiatives and strategic
planning however they appear to be retrospective
alignment.

Planning documentation in CITEC is good, but there
is no explicit evidence to indicate how some of these
plans are actually applied in the business.

Unable to determine if/how risk is being triaged
across various governance boards; however
decision making seems very centralised at the
executive level.

Risk registers across initiatives and products are
good.

Operational risk is not consolidated and used to
change strategic direction or address longer term
systemic issues.
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3.1.5 Financial Management

Accuracy
5
a
3
1
Prioritised & Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
CITEC 35 3.6 2.9 1.8
Government 2.7 2.3 2.5 2.4
3.1.6 Service delivery
Capability
5
3
2
Enabling /#\ Sourcing
Agility
Agency Capability Sourcing Agility Enabling
CITEC 2.3 33 2.5 1.6
Government 15 2.6 24 2.0

Financial management assessment

Good solid ability to identify cost objects and
calculate total costs.

Allocation of cost overheads were visible through the
cost model and the MARS financial system.

MARS showed good functionality and ability to
reconcile costs and expenditure. It should be noted
that a request to see a BDO Kendall report on cost
allocation could not be provided, as such, whilst
MARS indicates good functionality, the practices of
how cost processes were applied was not easily
visible.

There is evidence from agencies that there were
variations from pricebook prices for similar products.
Procurement processes with purchase plans are of
varying quality and appear to be no performance
measures assigned to the delivery of procurement.

Service delivery assessment

Good capability plans for staff.

Vendor arrangements and service agreements are
good.

Use of Signficant Procurement Plans good, however
inconsistent in quality particularly when looking at
market and options analysis.

Service agreements with departments lack any
compensable elements.

Agreements with agencies also lack strong
performance accountability except in relation to
problem and incident resolution, which satisfied most
agency requirements, or the levels they provided to
their customer. Only the Department of the Premier
and Cabinet (who outsources their ITSM processes)
and the Department of Community Safety had faster
resolution times.
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3.2 Smart Service Queensland (SSQ)

3.2.1 Overall business profile

Strategy &
Direction
5

4

Service 2

i Governance
Delivery

Financial Performance

Positive achievements

Good concentration on cost reduction as affirmed by review undertaken by PricewaterhouseCoopers.
Strong service culture and emphasis through governance and actions.

Strong channel (supply and distribution chain) centric culture in understanding service impact,
performance management, financial management and governance.

Strong focus on improving and supporting staff in specific channel areas.

Areas for improvement

Cost and performance structures are largely channel and cost centre based, and not against the ICT
service catalogue.

No real understanding of the total cost of ICT across the portfolio, as costs are rolled up and structured
by business area.

Resolution times of two days for priority two incidents are the longest resolution times in Queensland
Government.

Potential areas of concern

Cost models do not indicate a sustainable funding model for ICT.

Total cost of ICT is not visible across multiple business areas.

There is not a portfolio approach to vendor management and driving value for the business. Once the
vendor is chosen for a specific solution, the contract is only managed on an operational and incident
basis.

Inconsistent service level agreement (SLA) and performance setting. Performance was largely incident
and operationally based.

There does not appear to be an overall ICT Strategic plan linked to overall SSQ Strategic Plan

No overall portfolio performance management approach in both BAU and in ICT-enabled initiatives.
Portfolio SSQLT has strong oversight of initiative and change risk, however evidence indicates there is
no overall portfolio risk management approach to ICT. This includes initiative risk management and
business as usual.

Low maturity in all ITSM processes including operational change, problem, release and configuration
management.
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3.2.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
$sQ 4.0 25 4.0 2.5
Government 4.7 29 4.0 3.0
3.2.3 Governance
Accountable
5
a
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
ssQ 2.2 15 3.0 33
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Well articulated direction and focus areas.
Reasonable and measurable outcome-focused
performance measures as articulated within
documented strategies and plans.

Strategies can be more current — reported strategies
are for 2008-2013.

Evidence base for deriving strategy unclear .
Benefit (performance measures) ownership can be
made explicit.

Share-buy-build considerations, collaborations and
synergies within and across agencies can be made
more explicit.

Evidence on the use of a structured portfolio
prioritisation approach.

Resourcing (staff) considerations at the planning
stage can be made more explicit.

Governance assessment

Terms of Reference were available, but were
missing details on attendance requirements, review
of committees and communication activities.

ICT is reasonably represented within SSQ with the
Director, Technology and Infrastructure being on the
SSQ Leadership Team, and an observer at the ICT
Strategic Management Group. While there are plans
to implement a Change Advisory Board (CAB), there
is no evidence to indicate that a CAB or similar
governance oversight of operational change
management has been implemented.

SSQ ICT Strategic Management Group can
“Recommend and endorse the development of the
strategic and operational plans for ICT resources”, it
requires SSQLT to approve the plan.
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Measured
5

3

/
o

Coverage Governed
Accountable
Agency Measured Governed Accountable Coverage
ssQ 1.4 13 1.2 1.3
Government 21 2.2 1.8 1.7
3.2.5 Financial management
Accuracy
5
a
3
1
Prioritised 6 Visible

Accountable

Performance management assessment

A large proportion of the performance
documentation provided by SSQ consisted of
external customer service performance
measurement, and not ICT service delivery.
However, this can be attributed to the nature of
SSQ’s business. This makes an assessment of SSQ
difficult when using whole-of-government ICT
performance management criteria. SSQ was also
previously in the former DPW. As such they were
required to align to the DPW strategic plan which
was more internally focused.

Performance dashboards included statistics relating
to incidents logged, closed and still open, as well as
average resolution time performance. These
dashboards show an emphasis on mostly
operational performance.

There was a central BAU/operational risk register
provided, but no evidence of a consolidated initiative
risk register (or a combined view of the two to be
able to map and understand systemic issues).
There was evidence of risks and issues included
within one of SSQ’s strategies (SMS channel
strategy), although there were no risk mitigation
strategies documented within this strategy.

There was no evidence of a central measures or
performance dictionary or register so that strategic
performance could be tied to operational and
initiative measures and outcomes.

Financial management assessment

Budget variance of 15% on Opex and 19% on
Capex. Spend is below budget.

Overall cost structures are largely functional but
have reasonable control and governance over
financial information. This is indicated by their
overall performance in financial management.

16

Queensland Government ICT Audit 2012



ICT Audit annex: Strategy, governance and service delivery — Agency business profiles

Agency Accuracy Visible Accountable Prioritised
ssQ 3.6 3.6 2.9 2.9
Government 2.7 23 2.5 24
3.2.6 Service delivery
Capability
3
5 \
Enabling /;/ Sourcing
Agility
Agency Capability Sourcing Agility Enabling
SsQ 1.8 13 3.2 2.2
Government 1.5 2.6 2.4 2.0

Service delivery assessment
e Significant procurement plans varied in quality and
options and market analysis also varied.
e Whilst a strong focus in developing staff in channel
based operations, there were no available workforce
plans for ICT staff.
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3.3 Queensland Shared Services (QSS)

3.3.1 Overall business profile

Strategy &
Direction
5

4

Service 2

i Governance
Delivery

Financial Performance

@ Positive achievements

Customised Clearcost financial system provides good transparency on overhead allocation,
identification of cost objects and allows accurate derivation of total service cost.

Mature Change Advisory Board with good representation.

Good governance framework and good coverage of governance body.

Areas for improvement

The majority of performance indicators provided were largely transactional or incident based.

Risk managed well for line of business operations and change processes, however overall portfolio risk
(operations and change) was not obvious except through the Risk and Assurance Sub-Committee. No
clarity on how overall ICT Risk was triaged or managed and no overall strategic, tactical and
operational risk register submitted.

Configuration management details not available for assessment at the time.

SLA with vendors have largely incident based performance indicators.

Potential areas of concern

Business plan/strategy largely operationally focused with milestones for initiatives and performance
targets not taking a portfolio approach to business improvement.

Absence of a larger customer focused strategic plan.

Risk and activity/compliance completions is used as a de facto business performance framework.
Governance boards where performance measures outlined are focused on operational, transactional,
initiative outcome and risks.

Value realisation once an initiative transitions into the BAU space appears absent.

ICT Investment does not appear to be strategically led (granted that they are largely customer driven).
Larger portfolio vendor management to drive value and outcome is handled on an issue or per initiative
delivery basis.

Using ICT to drive innovation and strong business outcomes is a challenge that is linked to the wider
strategic management issue.
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3.3.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
Qss 5.0 4.2 4.0 4.4
Government 4.7 29 4.0 3.0
3.3.3 Governance
Accountable
5
a
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
Qss 2.2 2.9 2.4 3.1
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Well-articulated links to whole-of-government
drivers.

Strategy is written around activities and actions, not
future states.

Evidence base for deriving initiatives/actions is not
explicit.

No benefits section defined as QSS is using the
DPW template.

Initiative prioritisation mechanism not explicit.

Governance assessment

Governance framework reasonably comprehensive.
A lot of governance boards are largely oversight
boards and most of the empowerment in decision
making and accountability appears in only the peak
governance boards.

Oversight reasonable across business processes,
policy and tactical operations.

No measures identified in relation to governance
performance.

QSS has good representation with a strong Change
Advisory Board.

Absence of portfolio vendor management that
looked and reviewed investments with varying ICT
suppliers and lack of active review of consolidation
or strategically managing service outcomes through
vendors.
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Measured
5

w

Coverage 0 Governed
Accountable
Agency Measured Governed Accountable Coverage
Qss 2.5 2.4 1.7 1.7
Government 21 2.2 1.8 1.7
3.3.5 Financial management
Accuracy
5
a
3
1
Prioritised 6 Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
Qss 2.9 2.1 4.3 3.9
Government 2.7 23 2.5 24

Performance management assessment

It was difficult to distinguish between internal
operations/documentation, and external service
delivery when assessing QSS documentation.

This suggests that there is a potential lack of
distinction between internal ICT operations and
services provided from the rest of the business.

In particular, there was no visibility of internal service
delivery performance which was largely replaced by
a risk view of service outcomes.

Financial management assessment

Very strong cost models with good triaging of cost
elements against key services. Specific total ICT
costs are more difficult to reconcile but still possible
with effort using these cost models.

Overhead apportionment consistent.

Depreciation is captured .

Total cost against service lines were good.
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3.3.6 Service delivery

Capability
3
2 \
Enabling /{ Sourcing
Agility
Agency Capability Sourcing Agility Enabling
Qss 1.0 2.5 3.6 3.1
Government 1.5 2.6 2.4 2.0

Service delivery assessment

No workforce capability plans provided.

No succession plans provided.

No clarity as to training and skilling programs or
opportunities for staff.

Significant procurement plans vary in quality
specifically around options and market analysis.
Vendor service agreements vary in analysis.

The approach for servicing QSS internally has been
to treat QSS as a ‘client’ that uses the same
processes as external clients. There may be a more
simplified approach that tracks those costs but not
necessarily generate the administrative costs that
are incurred in managing themselves as a client.

21

Queensland Government ICT Audit 2012



ICT Audit annex: Strategy, governance and service delivery — Agency business profiles

3.4 Department of Communities (DoC)

3.4.1 Overall business profile

Strategy &
Direction
5

4

Service 2

i Governance
Delivery

Financial Performance

@ Positive achievements

Good SLAs with vendors.

Governance framework indicates there is holistic ICT portfolio management (BAU activities and change
initiatives) occuring with most governance bodies.

Governance and minutes indicate there is proper assignment of responsibility and time frames for
actions and decisions to be realised.

Most applications in the business have an SLA (though mostly at the lowest level; bronze).

ITIL/ITSM documentation is strong across the organisation.

Good workforce capability planning and follow through with good action plans.

@ Areas for improvement

The Audit was provided a risk management framework that indicated that risks were looked at
operationally, tactically, strategically. It also indicated that there was a consolidated risk register. No
consolidated register was provided and there was no outline in the risk management framework as to
the relevant governance bodies and roles that were responsible and accountable for risk.

The governance framework and strategic plan both include performance measures, however these are
largely operationally focused. The register indicates performance indicators (PI’s) are largely
operational and they do not seem to tie back to strategic targets.

Costing model provided showed costs against services. However, it was not clear how overheads were
apportioned.

Potential areas of concern

There is no evidence to suggest that the CIO participates in senior governance boards within the
business (and conversely, the business pariticpating in ICT governance bodies), except for the ISC.
Whilst there is evidence of strong change portfolio management, how these initatives transition into the
operational environment is not documented and how benefits transition to value and realised post
project implementation is not explicit. E.g once the initiative reaches maturity there is no clarity of how
the investment governance boards realise benefits after delivery. DoC indicated a benefits
management framework, however there was no indication the point above was addressed.

Whilst all applications look to have an SLA, the overwhelming majority are on the lowest agreement
(bronze). Some of these on bronze appear also in BCP/DR as critical. This indicates misalignment of
service levels to systems that are critical to the business.

CIO does not appear to be involved in DoC strategy development and not part of the business
executive.
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3.4.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
DoC 5.0 2.8 45 3.1
Government 4.7 29 4.0 3.0
3.4.3 Governance
Accountable
5
4
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DoC 3.5 1.8 15 3.9
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Clearly articulated, current and strategically aligned
ICT strategies.

Evidence-based process for deriving actions and
initiatives not explicit.

Some performance measures less specific and
measurable than others.

Benefit ownership can be improved — owners should
be roles, not business units.

Identification of initiative dependencies and share-
buy-build opportunities at the planning stage can be
improved.

No resource (staffing) plan included within ICT
strategy.

Governance assessment

DoC has a number of governance bodies with
reasonable coverage of key areas.

CIO does not appear to be in the business executive
and not involved in senior business governance
boards. This may have an impact on the ability of
ICT to proactively support business outcomes.
Minutes indicated strong examples of how action
items are assigned to a responsible officer and
allocated a timeframe to be completed.

Terms of reference for governance boards lack
specificity on the board’s ability to approve and what
decisions they have responsibility for.

There are no significant business representatives on
ICT committees.
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3.4.4 Performance management

Measured
5
a
3
Coverage i / Governed
Accountable
Agency Measured Governed Accountable Coverage
DoC 1.7 2.1 2.7 1.9
Government 21 2.2 1.8 1.7
3.4.5 Financial management
Accuracy
5
4
3
1
Prioritised 6 \ Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
DoC 2.4 1.8 2.5 2.5
Government 2.7 23 2.5 24

Performance management assessment

Performance of vendor is benchmarked to industry.
SLAs and vendor contracts contain Pls, focusing on
incident/problem resolution.

The majority of performance measures are around
incident and problem resolution and meeting
milestones. Whilst there is a data dictionary, there
does not appear to be any explicit documentation on
how this is tied back to strategic plan and business
outcomes.

Financial management assessment

The costing model provided has a good breakdown
of cost elements. Cost dashboards that contribute to
forecasts are very good.

Total service costs are calculated and where
possible ‘service drivers’ are identified as a measure
against cost. They are operational drivers but a
good approach to measure cost against a particular
outcome.

Other financial statements appear to be at a higher
level and cost centres aligned to fees and
commodity items.
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3.4.6 Service delivery

Capability

5

A

3
Y

Enabling Sourcing
Agility
Agency Capability Sourcing Agility Enabling
DoC 2.0 3.3 3.0 1.9
Government 1.5 2.6 2.4 2.0

Service delivery assessment

An independent report shows risk exposure for
network attacks is high. DoC have implemented
methods to track this and address it which should
see a significant improvement in the next external
audit in this area.

There is strong evidence they are implementing ITIL
in their daily practices.

DoC provided a comprehensive list of their business
applications including the service levels that apply to
each though the majority only have a bronze SLA
(Except BIS, ICMS, SCAN. JIS-EMMA, CRPS).
Capability plans scored high and were above
average in ensuring that there were strategies in
managing the workforce as well as relevant action
plans to realise the workforce strategy.
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3.5 Department of Community Safety (DCS)

3.5.1 Overall business profile

Strategy &
Direction
5
4
Service 2
i Governance
Delivery
1
Financial Performance

@ Positive achievements

There is evidence of risk being visible at the operational, tactical and strategic level with a consolidated
risk registry.

DCS appears to have the best internal response and resolution time for any insourced government
department.

DCS has demonstrated the use of enterprise architecture within the business.

One of the few agencies that measured incident response times in their SLAs.

Areas for improvement

Whilst there is a governance diagram, there is no overarching framework and explicit documentation on
decision dependencies between the various governance bodies.

No performance management in governance body minutes, with many actions not having a specific
and defined timeframe assigned (many action items appear assigned with timeframes of “ASAP”).
Could not demonstrate ability to provide a total cost for services.

Configuration and release management can be improved with no CMDB or registration of configuration
changes. Release schedules were also not provided.

CIO does not appear to be a member of more senior corporate governance boards.

CAB to mature further and also include more business members.

More central and holistic management of internal and external vendor performance .

Potential areas of concern

Losing portfolio and enterprise architecture maturity through a reduction of internal capability and a
requirement on focusing on lights on activity. DCS considering outsourcing certain functions of
Portfolio Management, though it is noted that DCS are keeping Portfolio and Program assurance
internally.

With outsourcing focus, maturity in developing strong strategic and performance based contracts would
be required. Current maturity in this space is low. Existing procurement process, contract management
and development of service agreements appear also low in maturity.

Understanding total cost of service will be required to effectively leverage and understand which areas
of outsourcing will bring value for money. Understanding cost objects and calculating total cost was not
apparent.
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e  No workforce capability planning or succession planning developed and with expected reductions, this
may present a challenge and operational risk.

3.5.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
DCS 4.8 4.2 4.0 1.9
Government 4.7 2.9 4.0 3.0
3.5.3 Governance
Accountable
5
a
3
2
1
Empowered S / Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DCS 3.1 1.6 2.2 33
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Benefits and benefit ownership at the strategy and
planning level can be improved.

Staffing (resource) component can be better
integrated into planning processes at the strategic
level.

Governance assessment

DCS has a good breadth of governance bodies
looking at different outcomes and aspects of the
business.

Governance record actions and responsibilities for
actions. However, there are no assigned timeframes.
Governance bodies undertake an assessment of their
performance annually.

CIO does not appear in senior business governance
boards, e.g DCS Finance Committee, which sit above
the Communication & Information Committee and
have stronger decision making and approval powers.
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Measured

N
%

Coverage Governed
Accountable
Agency Measured Governed Accountable Coverage
DCS 2.4 2.6 0.7 2.0
Government 21 2.2 1.8 1.7
3.5.5 Financial management
Accuracy
5
£l
3
1
Prioritised i} Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
DCS 1.3 2.1 2.9 3.6
Government 2.7 23 2.5 24

Performance management assessment

Fastest incident response time for an insourced
government agency.

DCS also has very low problem resolution times.
DCS was one of the only agencies which measured
incident response times against SLAs.

DCS uses a risk approach in judging outcomes,
therefore using risk as a de facto performance
framework.

There are shortfalls in maturity around release and
configuration management — including no evidence
of a CMDB.

ISC monthly performance reports are largely
operational with breaches recorded and risks
identified.

CIO highlight reports are all operational performance
as well as risk based.

Absence of performance management aligning to
strategic planning.

Financial management assessment

Financial information provided was limited so DCS’
financial ability was unable to be assessed
thoroughly to understand how cost centres were
structured, what level cost was captured and what
methods were used to calculate total service cost.
Oversight by a larger Finance Committee provided
evidence of strong financial governance. However,
budget versus actuals were also not supplied across
the portfolio.

Vendor and service provider costs were provided
including agreements and associated invoices
indicate good line of sight in relation to managing
outsourcing arrangements with respect to cost.
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3.5.6 Service delivery

Capability

N

Enabling Sourcing
Agility
Agency Capability Sourcing Agility Enabling
DCS 0.0 2.0 25 3.1
Government 1.5 2.6 2.4 2.0

Service delivery assessment

A service architecture and service catalogue was
developed. Service architecture shows promise and
application of this within the business is a positive
and proactive contribution to business service
delivery.

The ICS Service Management RACI (Responsible
Accountable, Consulted and Informed) provided a
good view of business processes against services
and assigning responsibility. However, the copy
provided had no RACI against services in the
catalogue.

Evidence of good oversight of storage, data
protection and capacity management.

ICT Baseline report is well documented as well as a
good understanding of the condition of assets.
Executive Manager - ICS Operations chairs the
CAB, whilst change manager coordinates the
meeting.

No capability or workforce plans supplied.
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3.6 Department of Employment, Economic Development (DEEDI)

& Department of Environment and Resource Management

(DERM)
3.6.1 Overall business profile
Strategy &
Direction
5
1
Service 2
i Governance
Delivery 1
Financial Performance

@ Positive achievements

Evidence of good risk management for BAU activities.

Evidence of good project risk management practices.

Previous DERM demonstrated strong governance maturity, however without stronger understanding of
the Terms of Reference (ToR) of new governance entities, there may be a variation in quality
depending on what practices have been adopted.

Maturing service catalogue.

Previous DERM contract management is strong.

Areas for improvement

Portfolio performance management is not really present. Subculture of initiative management and BAU
management apparent. Portfolio investment unit is focused on project board discussion and
management.

The proposed cost model appears to not be a full Activity Based Costing (ABC) model and significantly
eroded from original DERM model. ITP has indicated they they are taking steps to mature this.

Current budget details in the last period shows low visibility of costs and cost objects.

Strategic planning and aligning performance outcomes to strategic outcomes requires improvement.
Information and Technology Partners (ITP) has indicated they are starting that process, however at the
time of final consultation no evidence had been provided.

Potential areas of concern

Poorest overall incident resolution time for priority two incidents against Queensland Government
departments.

Loss of former DERM and DEEDI libraries potentially presents a loss of signficant explicit knowledge
and business intelligence and may have a high impact on future business delivery.

Former DERM had a very high (almost 50%) ratio of contractors tied to the development and support of
business solutions. With potential loss of these skills and no succession plans or tacit knowledge
transfer documented or planned, there are concerns key platforms will be difficult to migrate or
transform.
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e  Within the former DERM many of these contractors had been with the business for over a decade,
indicating a high long term reliance on specific capability but reluctance to transfer and build those skills
and capability internally. New establishment data and discussions with ITP indicate continued support

for this practice.

3.6.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Relevance Evidenced Measurable Accountable
DEEDI &
DERM 4.5 2.2 4.5 1.9
Government 4.7 2.9 4.0 3.0
3.6.3 Governance
Accountable
5
2
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DEEDI &
DERM 3.0 1.0 2.5 3.9
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

ICT strategies are current and business-aligned.
Performance measures and benefits in ICT strategy
can be more explicit.

Benefits articulation and ownership can be improved.

Governance assessment

DEEDI-DERM ICT provision is in a state of transition
with ITP being established to service the ICT needs
of six agencies. ITP also continue to act as a
service provider to other departments due to the
legacy of previous machinery of government (MoG)
changes.

The draft governance structure provided by ITP
showed a strong emphasis on initiative and change
based governance, with low transparency on
business operations. However, due to the changing
nature of this governance and absence of adequate
terms of reference, this interpretation cannot be
confirmed.

The final ITP Governance Framework, Program
Board ToR and the CAB ToR were not available for
assessment. The draft governance however
indicates that it will operate like a shared service
provider. It is unclear whether ITP will be a strategic
partner or just an operational based service provider
largely focused on ‘lights on’ activity.
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Measured

N
%

Coverage Governed
Accountahble
Agency Measured Governed Accountable Coverage
DEEDI &
DERM 1.9 1.8 1.8 1.8
Government 2.1 2.2 1.8 1.7
3.6.5 Financial management
Accuracy
5
a
3
1
Prioritised i} Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
DEEDI &
DERM 2.8 2.9 14 2.1
Government 2.7 23 2.5 24

Performance management assessment

The best components from both DEEDI and DERM
were used to assess the risk management
framework for ITP.

There is no overall performance framework currently
in place though ITP indicate this is in development.
There is a heavy focus on existing measures around
incident/problem based measures.

There is an intention to develop a more strategic
focused performance framework (to enable the
business to develop incident -> tactical -> strategic
performance measures), however no evidence of
this yet.

Quarterly performance reports provided to partners
are heavily incident and resolution based reports.

Financial management assessment

This assessment was made assuming the previous
DERM financial models were adopted as part of ITP
moving forward. The previous DERM model
reflected a good activity and service based
approach to costing. After subsequent meetings
with the DERM ICT executive and with a delegated
financial officer, ITP appear to have a copy of
master data from the previous DERM system and
using it to derive a cost model. The assessment
therefore provided an optimistic approach to scoring
based on that cost model being implemented in full
and transitioning to a standardised ICT cost model
for ITP.
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3.6.6 Service delivery

Capability
5
3
2
Enabling /\:/\ Sourcing
Agility
Agency Capability Sourcing Agility Enabling
DEEDI &
DERM 1.8 3.0 2.7 2.5
Government 15 2.6 24 2.0

Service delivery assessment

e Former DERM SLA templates and application of
SLA were good. Though PI's were largely
operational they were above sector maturity.

e There was no ICT workforce capability plans
provided by either DERM or DEEDI and it is unclear
as to whether these will be developed in ITP.

e The Significant Procurement Plans (SPP) varied in
quality and consistency with options analysis very
poor e.g ESRI SPP with no options.
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3.7 Department of Education and Training (DET)

3.7.1 Overall business profile

Strategy &
Direction
5
4
Service 2
i Governance
Delivery
1
Financial Performance

@ Positive achievements

The best overall ICT business performance in Queensland Government.

Strong portfolio approach to service delivery.

Strong business intelligence across portfolio.

Growing understanding of costs against services.

Evidence of compensable SLA (Melbourne IT).

TAFE has very strong vendor and contract management processes and documentation.
Strong business and appropriate representation in governance groups.

Areas for improvement

e Vendor management and performance on the education side of DET more variable.

e  Procurement processes on the traditional DET side indicate also low maturity with low ownership or
delivering business outcomes.

e Performance indicators within SLAs are largely incident based. If DET is seeking more strategic
partnerships, there can be more tactical and strategic PlIs so that vendors can be tied to in service
agreements.

e Financial costing models as well as total cost modelling indicates good and maturing financial
oversight. The concern is that while the primary SAP system provides good oversight of data,
allocation of costs and reasonable movement towards getting a total cost of service; there was less
visibility of the other five financial systems in DET and how that affects ICT, particularly around ICT
commodity items paid for and managed by the business.

@ Potential areas of concern

¢ None significant.

Queensland Government ICT Audit 2012
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3.7.2 Strategy and direction

Relevance
5

Accountable Evidenced

Strategy and direction assessment

Commendable business and ICT strategies.
Consistency and explicit nature of performance
indicators can be improved.

Benefits ownership can be improved.

Governance assessment

Governance within DET exceeds the WoG average
with evidence of good Terms of Reference
documents, minutes and agendas.

Governance bodies are empowered to make
decisions within the roles defined within their terms
of reference. The represented principle is high
because the program boards and change advisory
boards have appropriate representation from both
ICT and the business.

Governance bodies have oversight over key
business and ICT documents as well as a good
ability to endorse and approve them. Many
agencies, while having governance boards, did not
empower them to do anything more than provide
oversight and documentation. DET is one of the few
larger departments that federate governance
responsibilities.

Measurable
Agency Relevance Evidenced Measurable Accountable
DET 5.0 4.2 5.0 3.8
Government 4.7 29 4.0 3.0
3.7.3 Governance
Accountable
Empowered Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DET 3.2 4.1 4.0 33
Government 3.0 2.0 2.6 3.8
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Measured

N
N

Coverage Governed
Accountable
Agency Measured Governed Accountable Coverage
DET 3.0 3.4 3.5 3.7
Government 2.1 2.2 1.8 1.7

Performance management assessment

Strongest overall documentation, which suggests
highest level of maturity across government in
performance management.

Some of the highlights include a central vendor PI
registry, which also contains compensable Pls with
Melbourne IT.

Pls for the most part are still focused on incident and
problem based measures, however in the online
space there are more tactical measures that tie to
the business plan and strategy.

An opportunity for improvement for DET is to
undertake vendor benchmarking against the
industry. This was an area that was lacking across
government. However, given the stronger maturity of
DET across the board and higher strategic
relationships with vendors sought this activity would
increase the maturity level further.

One of the only departments to have strategic
performance and business target performance
measured.

DET is the only department to demonstrate evidence
of measuring procurement performance which,
combined with the compensable Pls and
performance clauses, provides oversight of
procurement outcomes. The actual procurement
process sits out of DET ICT and tacit and explicit
evidence indicates oversight and driving expedience
from internal processes are difficult.
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3.7.5 Financial management

Accuracy
5

f
3

Prioritised & Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
DET 3.1 3.6 29 2.9
Government 2.7 2.3 2.5 2.4
3.7.6 Service Delivery
Capability
5
/|
pl
Enabling A/\ Sourcing
Agility
Agency Capability Sourcing Agility Enabling
DET 1.8 33 3.0 3.1
Government 15 2.6 24 2.0

Financial management assessment

It is the understanding that the financial model
provided and cost items were derived from the
practices used on the primary DET SAP system.
This information, particularly the ability to reconcile
service expenditure and understand and apply the
concept of total cost, show focus and financial
management is headed in the right direction.

There are, however, ICT commodity items managed
in other financial systems in DET and it is not clear
whether these systems and the processes and cost
models in which they operate are consistent with
what the Audit was provided. If they differ in both
how cost is structured, modelled and managed,
these scores will significantly decrease.

Service delivery assessment

In the DET Applications Change Governance Board
the risk rating and cost ratings scale run counter to
each other - i.e. 4 is highest risk, but 1 is greatest
cost.

Business intelligence is a credit to DET, with a good
dashboard that covers a number of operational and
intiative based performanc indicators.

Workforce planning and considerations were
factored in.

There is evidence that indicates there is also good
application and focus on improving workforce
capability.

Significant procurement plans were well documented
with good options analysis. One of the few that
actually provided an option to “do nothing”.
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3.8 Department of the Premier and Cabinet (DPC)

3.8.1 Overall business profile

Strategy &
Direction

Service

i ¢ Governance
Delivery

Financial Performance

@ Positive achievements

Best incident resolution time in Queensland Government through outsourced provider, Ventyx.

One of only two Departments that had compensable Pls with vendors.

DPC ITIL/ITSM is managed by Ventyx and the maturity was assessed based on the service provider
contract and the Pls and performance reports provided. While documentation was light, there was
good evidence to suggest Ventyx covered and managed the ITSM processes well.

Areas for improvement

Performance indicators with Ventyx are focused on incident and problem management. They are also
largely around measuring expedience, rather than outcome or quality of outcome.

No evidence of customer surveys around ICT delivery (except for Ventyx).

Some duplication of services with Ministerial ICT services, however a review has already commenced
within DPC to understand whether this is appropriate.

There were operational risks for Ministerial Services and information services, but it is unclear how the
risks identified in the strategic plan was reviewed, escalated and reported regularly to the appropriate
governance group. DPC indicated that higher level risks were rolled up and tabled in the corproate risk
register however at the time of finalisation no explicit procedure or relevant ToR from governance group
was provided.

Potential areas of concern

Understanding that majority of services are outsourced, financial treatment and reporting of
depreciation, and high level costings showing total cost against services were difficult to reconcile.
There was no clear evidence how performance of ICT (outside of Ventyx) was managed. There was an
absence of a larger performance framework tied to the strategic plan that noted objectives in
governance, leadership, service delivery and capability/capacity management.

No clear governance framework was provided to understand decision making responsibilities,
ownership of outcomes or escalation paths of risks and issues. Terms of Reference for governance
bodies provided also show they are mostly oversight bodies that have no apparent decision making
power. The Audit was informed that the DPC Corporate Governance Group (CGG) Terms of
Reference will be revised to address these issues.
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3.8.2 Strategy and direction

Relevance
5

Accountable Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
DPC 4.5 1.7 4.0 3.8
Government 4.7 29 4.0 3.0
3.8.3 Governance
Accountable
5
a
1 \
Empowered 0 Represented
\
Coverage
Agency Accountable | Represented Coverage Empowered
DPC 1.6 2.2 2.8 4.2
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Explicit risks and mitigation strategies included within
the ICT strategy.

Good accountability for business processes that form
part of Information Services’ business plan.
Initiatives derivation process for ICT strategy not
explicit.

Variable maturity in performance measures and
benefits management.

Initiative dependency analysis and share-buy-build
practice at the strategy level can be improved.

Governance assessment

During the year, the duties of the Information and
Communication Committee, the Finance and Budget
Committee, and the Workforce Capability Committee
were incorporated into the responsibilities of the
Corporate Governance Group (CCG). From
clarification by the CIO, there is a rotation of this
chair where the governance group focuses on the
business area of the chair for each governance
meeting. However, the Terms of Reference (ToR)
provided does not have the CIO as a member nor
does the ToR mention any specific oversight or
approval responsibilities around ICT.

The ToRs indicate that all governance groups were
largely oversight, and at most recommending,
bodies without strong ability to approve/endorse or
make firm decisions. Emphasis on ‘information
sharing’. An update provided by DPC indicate that
the CCG terms of reference were being updated to
address these issues.
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Measured

5
A

Coverage \S / Governed
Accountable
Agency Measured Governed Accountable Coverage
DPC 2.2 2.8 2.2 1.7
Government 21 2.2 1.8 1.7
3.8.5 Financial management
Accuracy
5
a
3
1
Prioritised &) Vigible
Accountable
Agency Accuracy Visible Accountable Prioritised
DPC 3.1 2.1 14 14
Government 2.7 23 2.5 2.4

Performance management assessment

Due to a largely outsourced environment and small
business size, explicit documentation around
performance was largely based on vendor
performance.

There is still an operational focus for the department
as a whole, however the service catalogue indicates
vendor/contract management, customer
relationships and business analysis/project
management services are available and largely fee
for service.

BAU and initiative risk managed separately (no
portfolio view of risk) — due to the managed service
provider managing BAU risk (however, there should
be a consolidated view across the ICT business
unit).

Change Advisory Board that reviews risk,
configuration, release and change management is
undertaken by Ventyx.

Vendor SLA with Ventyx contains compensable
performance Pls.

No evidence of customer surveys to improve ICT
service delivery (beyond customer surveys
conducted after service desk requests) by Ventyx.

Financial management assessment

Financial cost structures and reporting are
corporately managed. Cost breakdowns were at a
higher level and broken down by business units,
rather than services delivered.

Cost centres cover devices, contractors and
contractual agreements.
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3.8.6 Service delivery

Capability
5
A
/\
Enabling i) Sourcing
Agility
Agency Capability Sourcing Agility Enabling

DPC 0.5 2.0 23 25
Government 1.5 2.6 2.4 2.0

Service delivery assessment

e  Workforce plans were not provided. DPC has
indicated that staff members had individual
performance plans and SES and SO levels were
assessed by the Lominger Capability framework. An
internal audit identified no issue with succession
planning. The Audit however did not receive any
explicit documentation on how capability was
managed to support business outcomes and that
capability was adjusted to support DPC and ICT
strategy.

e Significant Procurement Plans (SPP) provided
indicate that DPC submissions did not appear to
align to aspects of the Significant Procurement
Guideline (SPG).
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3.9 Department of Public Works (DPW)

3.9.1 Overall business profile

Strategy &
Direction
5
4
Service 2
i Governance
Delivery
1
Financial Performance

@ Positive achievements

Strong governance with clear terms of reference.

Director-General sits and chairs Information Steering Committee (ISC).
Good maturity in Change Advisory Board (CAB).

Good communication to internal staff on governance discussions.
Service catalogue is a good start.

Areas for improvement

Project Services ICT budget versus actual figures were exactly the same. This requires a more
thorough review as to how costs are reconciled.

Configuration and release management have lower maturity than other ITIL processes.

CAB does not appear to include business members.

Performance management is largely based on operational measures of incidents and problems.
Customer surveys appear to be narrowly focused and not covering the majority of services that ISD
provide.

Significant procurement plans were inconistent in quality and often lacking proper options analysis.
DPW has provided a draft risk management framework which indicates an intent to manage
operational, tactical and strategic risk. However existing governance structures and current
documentation indicates that this is yet to be applied.

Potential areas of concern

No evidence of an overall portfolio view/approach to service performance and vendor performance.
Challenges in understanding total cost of service to effectively leverage and understand what areas of
outsourcing will bring value for money.

Cost centres for ICT appear to be inconsistently applied across DPW, with examples provided from
QBuild, Project Services and Qfleet showing large variation in how costs are captured and reported. If
ICT costs continue to be federated, centralisation of governance of that budget and cost structure
needs to be consistent. Without this consistency, DPW will not be able to understand what its real ICT
spend across the department is, impacting on its ability to prioritise and rationalise. This issue is an
indication of a more systemic issue of diverse financial management systems within DPW.

No evidence to suggest that DPW can capture total cost of services, in particular costs as identified in
the service catalogue. Discussions with DPW, and proposed documentation, indicate that they are
transitioning to an ABC (Activity Base Costing) model.

42

Queensland Government ICT Audit 2012



ICT Audit annex: Strategy, governance and service delivery — Agency business profiles

3.9.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
DPW 5.0 2.2 4.5 4.4
Government 4.7 29 4.0 3.0
3.9.3 Governance
Accountable
5
a
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DPW 4.1 2.6 2.5 2.8
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Reasonable tactical performance indicators in the ICT

strategy.

Benefits/Value management can be improved.
Share-buy-build and early identification of possible
initiative dependencies can be improved.

Staffing (resource) considerations to be integrated into
strategic planning processes.

Governance assessment

DPW has supplied evidence of a strong governance
accountable framework with consistent Terms of
References for governance boards.

ICT is well represented within the agency with the
Information Steering Committee (ISC) being one of
the senior governance committees. The ISC is
chaired by the Director-General.

The ISC has approval authorisation for strategic ICT
plans including the ICT Strategic Plan, ICT
Resources Strategic Plan and ICT Roadmaps. This
indicates strong accountability.

The Director-General has the ultimate approval for
significant ICT initiatives priorities.

The overall governance framework has good
coverage and shows good intent to deliver and
monitor outcomes.
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Measured
5

a

N

Coverage V Governed
Accountable
Agency Measured Governed Accountable Coverage
DPW 1.8 1.7 1.0 1.4
Government 21 2.2 1.8 1.7
3.9.5 Financial management
Accuracy
5
3
3
1
Prioritised s Vigible
Accountable
Agency Accuracy Visible Accountable Prioritised
DPW 1.5 14 2.1 2.9
Government 2.7 23 2.5 2.4

Performance management assessment

Risk management is the de facto performance
management framework.

The previous Strategic plan lists mostly operational
outcomes and realisation of specific initiatives.
These measures are not aligned to the strategic
plan.

A draft 2012 to 2016 ICT strategic plan was provided
and it listed more strategic objectives, as well as
performance indicators. However, without a detailed
list of measures and how that is tied to operational
and initiative performance there was no indication
that these were part of a continuous performance
management process. DPW has however indicated
the strategic plan provided for the Audit is now out of
date.

Vendor SLAs have PIs, focused on incident/problem
response/resolution, and they are not compensable
for poor performance.

Performance of ICT service delivery is baselined,
with customer survey results and incident response
statistics provided as management dashboards.
Initiative and BAU risk is managed and stored
independently from one another (no combined
portfolio view of the two).

Financial management assessment

Budget for ICT in Project Services appeared to have
been adjusted to match actuals.

QFleet’s ICT budget vs actual had a large variation.
Breakdown of ICT costs for different business units
within DPW was varying, including different costs
centres, cost objects and how capital is captured.
DPW also has disparate and diverse financial
systems.

ISD budget and actuals were not provided in detail.
Discussion indicated that using these figures and
looking at business area ICT costs may lead to a
misinterpretation of the data. Indications are that
DPW are moving towards an ABC (Activity Based
Costing) model.
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3.9.6 Service delivery

5
1

N

Capability

Enabling 0 Sourcing
Agility
Agency Capability Sourcing Agility Enabling
DPW 1.5 2.8 2.0 13
Government 1.5 2.6 2.4 2.0

Service delivery assessment

e There was no workforce strategy provided, however
it was noted that there were plans to do so. There
was no capability or succession planning and there
was no evident training program.

e Significant procurement plans were on custom
templates and on most occasions did not have
proper options analysis.
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3.10 Department of Justice and Attorney-General (DJAG)

3.10.1 Overall business profile

Strategy &
Direction
5
4
Service 2
i Governance
Delivery
1
Financial Performance

@ Positive achievements

Governance Terms of Reference (ToR) well documented in all boards and provided reasonable
oversight.

Good BAU and project risk registers.

Good templates on training, staff management and capability.

Significant Procurement Plans are solid, in most instances, with good options analysis.

Areas for improvement

BAU performance management are largely focused on incident and problem management.

SLAs lack any strong performance management.

No evidence of customer surveys except for standard service desk.

IMC ToR has largely endorsing authorisation only and not approval authorisation (documents are sent
to Director-General who does not sit on the committee).

IMC is a catch all for portfolio and program board meetings. Minutes indicate largely tactical and
operational discussions and a review of the initiative progress.

Potential areas of concern

Business does not treat ICT as a partner and meetings with DJAG business units appear to be largely
operational dialogue.

Financial details and cost objects are not well identified. However, this may be indicative of the larger
DJAG financial management maturity.

Total service cost against service catalogue is not well identified.

No overall performance management (highly risk focused and is the de facto performance framework).
No end to end governance framework, just a description of the governance board and relative nature in
terms of heirachy provided.
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3.10.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
DJAG 43 3.6 45 5.0
Government 4.7 29 4.0 3.0
3.10.3 Governance
Accountable
5
a
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DJAG 3.1 15 2.5 4.4
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Comprehensive ICT strategy with clearly articulated
benefits and good emphasis on future states.
Evidence-base used for deriving strategies and
initiatives can be improved.

Varying specificity and measurability of performance
indicators.

Risks in ICT strategy can be made more explicit.
Resourcing (ICT capability planning) can be better
integrated into strategic planing processes.

Governance assessment

DJAG has supplied a good set of governance
documents with Terms of Reference (ToR) well
covered. However, a larger governance framework
is absent.

The CIO reports to the ADG Corportate Services
and the ISM committee chaired by the Deputy
Director-General Justice Services and there does
not appear an opportunity for the CIO to add value
on more business related governance boards.
While the governance bodies undertake an
assessment of their performance annually, there is
little evidence of publication of minutes and agendas
for staff.

Minutes lack detail with DJAG not allocating a
timeframe to realise actions.

IMC ToR does not approve plans - endorses them
and Director-General who does not sit on IMC does
the approval. This decreased the representation
score.
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3.10.4 Performance management

Measured
5
a
/ \
Coverage Sv Governed
Accountable
Agency Measured Governed Accountable Coverage
DJAG 1.9 2.0 1.7 1.2
Government 21 2.2 1.8 1.7
3.10.5 Financial management
Accuracy
5
3
3
/
Prioritised s Vigible
Accountable
Agency Accuracy Visible Accountable Prioritised
DJAG 1.5 0.7 2.9 2.1
Government 2.7 23 2.5 2.4

Performance management assessment

QAO audit report indicates performance measures
are currently being incorporated into SLAs, however
documentation provided does not indicate this at this
time.

Good risk registers for BAU and initiative risk,
however there is no combined ‘portfolio’ view of the
two.

Strategic performance is reported to their
governance boards.

Program/project performance is reported to a
portfolio/project board.

No evidence of customer surveys or service delivery
qualitative assessments undertaken.

Financial management assessment

Rolled up budget provided for different parts of
DJAG business.

Budget and actuals against business area provided.
Top level budget figures and actuals are equal.

Does not appear that costs are available against
services listed in the service plan or the court service
catalogue.

High dependency on corporate finance to provide
visibility on cost items.
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3.10.6 Service delivery

Capability
5
A
/
Enabling 4 \ Sourcing
Agility
Agency Capability Sourcing Agility Enabling

DJAG 2.5 3.0 0.9 0.0
Government 1.5 2.6 2.4 2.0

Service delivery assessment

Courts had a service catalogue and the Audit
interpreted that the ITS service plan was the
corporate ICT service catalogue.

SLAs only contain incident management and
resolution times. Incident and problem targets are
set relatively low in comparison to the rest of
government.

Templates for staff management/training/succession
planning but no completed templates found.

No indication that DJAG business areas engage ICT
business unit as a partnership and interaction
through governance with the rest of the DJAG
business indicates largely operational engagement.
Significant Procurement Plans are very good and in
the majority of cases include good options analysis,
including ‘do nothing’.
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3.11 Department of Local Government and Planning (DLGP)

3.11.1 Overall business profile

Strategy &
Direction

Service

i : Governance
Delivery

Financial Performance

@ Positive achievements

Strong governance scores where CIO has control.

However, poor representation in the business with the CIO only an invitee and observer to the
Information Steering Committee (ISC).

The KPMG report undertaken early 2012 identified a number of issues that were then included the ICT
risk register, showing focus to proactively deal with business gaps. The KPMG report is a good
appraisal and health check of the DLGP current environment.

Special acknowledgement that even though the scores are low, DLGP should be commended on its
operations given the number of staff and the diverse demands of its portfolio.

Areas for improvement

Consistent over estimation of costs for initiatives, locking down funds for the period of the initiative.
Strategic planning is limited and delivering long term strategic business outcomes is absent.

No real overall performance management framework (but this has to be weighed against size, maturity
and practicality).

ITSM managed by the vendor, however, the emphasis is on incident, problem and change
management. Light on release and configuration management.

Low maturity in classifying and identifying ICT services for clients. DLGP has indicated they intend to
improve this.

Potential areas of concern

Business appears not to engage the ICT Business Unit as strategic partner or when developing
organisation strategy.

With the majority of resources outsourced, there is still a very strong focus on operational management
even though there is capability to assist the business in delivering more valued added outcomes
through ICT.

Capability limited due to size. This includes limited succession and workforce planning.

Limited customer survey and reviews (DLGP only provided a trial service desk survey).
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3.11.2 Strategy and direction

Relevance
5

Accountable Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
DLGP 5.0 1.7 4.5 3.8
Government 4.7 29 4.0 3.0
3.11.3 Governance
Accountable
Empowered Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DLGP 3.4 0.9 1.6 3.9
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Benefits and benefit ownership in ICT strategy can be
improved.

Process of deriving initiatives not explicit.

Resource plan (high-level staff capability and capacity
planning) can be better integrated into ICT strategic
planning processes.

Governance assessment

DLGP supplied evidence of good governance
oversight with also consistent Terms of References
for the the ICT governance boards.

ICT is not well represented within the agency with
the Information Steering Committee reporting to the
Board of Management. The ISC is chaired by the
Deputy Director-General, State Development Group.
The CIO is not a member of the ISC, but has a role
of support/observer.

Examples of agendas and minutes for these
governance bodies were also supplied with some of
the minutes recording actions and responsibilities for
the actions. The minutes could be strengthened by
setting a timeframe for all the actions to be
completed.

There does not appear to be strong governance
engagement of the business with ICT above the
operational layer. With some strategic applications
are in place there was a higher expectation that ICT
would have a stronger tactical, if not strategic,
relationship with the business.
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3.11.4 Performance management

Measured

N
%

Coverage Governed
Accountahble
Agency Measured Governed Accountable Coverage
DLGP 1.6 2.3 1.0 1.5
Government 21 2.2 1.8 1.7
3.11.5 Financial management
Accuracy
5
a
3
1
Prioritised (6} Vigible
Accountable
Agency Accuracy Visible Accountable Prioritised
DLGP 2.8 14 2.1 2.9
Government 2.7 23 2.5 2.4

Performance management assessment

Largely outsourced ICT environment, with ICT
business knowledge/business unit relationships
maintained within the internal ICT business unit.
However, this has meant that internal ICT staff have
remained quite operationally focused.

The desire to be more strategic is hampered by the
business requiring focus on ‘lights on’ operational
activity.

SLAs with vendors have PI's, however these are not
compensable for poor performance.

BAU and initiative risk are managed in isolation.
New governance framework for the new department,
DSDIP, is aiming to resolve this issue; however at
the time of review there was no explicit evidence
provided.

Financial management assessment

Project budgeting forecasting is consistently and
significantly over estimated. This locks down both
expenditure and resources for the period. In the
case of the TRIM 7.1 upgrade the estimate was
$140,000, but the total cost was $56,725. There
were a number of other items. DLGP indicated after
the final draft of the Audit was issued that they
provided the Audit with dummy data. The Audit
maintains however there are other examples of this
in cost sheets provided.

Key costs were identified and provision for all ICT
cost centres indicate relatively good coverage.
Costs are at the commodity and initiative level.
However, given the size of the business unit, that
may be the right level of costing given the size and
maturity of the business.
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Capability

PN

Enabling Sourcing
Agility
Agency Capability Sourcing Agility Enabling
DLGP 0.0 2.0 1.4 1.9
Government 1.5 2.6 2.4 2.0

Service delivery assessment

This poor score is largely attributable to the
engagement with business and ability to enable
business outcomes.

There was no workforce capability or succession
planning provided. Considering the limited staff
there is a higher risk that staff loss would have a
significant impact on business outcomes.

DLGP has indicated no significant procurement has
been undertaken since 2008 and provided a
procurement template over $100K and a significant
procurement template.

A general service catalogue was not available
except for a quick guide that looked at potential
customer tasks and what actions were available for
them to get an outcome. There were links to the
corporate intranet for online forms and other
information. There were no details on response or
resolution times in the service guide and absence of
any contact details. The document does link to
online forms which may indicate these details are
online, however the Audit had no access to these
documents.
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3.12 Queensland Health (QH)

3.12.1 Overall business profile

Strategy &
Direction
5
4
Service 2
i : Governance
Delivery
1
Financial Performance

@ Positive achievements

Topped every area except performance.

Governance had strong decision making powers and good business representation. Governance also
had good Terms of Reference and the development of business plans that lined up with business
strategy.

CIO has direct reporting relationship to the Director-General.

Clearcost, and the cost model used by Queensland Health is good and well constructed.

Good ITSM maturity with a focus on continous improvement.

Customer survey conducted by an independent organisation (Gartner).

Very good Significant Procurement Plans. One of only a few departments attaching probity plans as
part of their procurement.

From strategy to workforce capability plans, there is a good, and evidence of an, applied approach to
supporting the ICT workforce in Queensland Health.

Areas for improvement

Governance environment is complex and the sheer number of governance bodies with a combination of
strong outcomes required indicates many high competing priorities battle for attention and executive
bandwidth. This on its own is not concerning, but with the emphasis on prioritising based on risk this
becomes a larger challenge for an organisation trying to deliver service outcomes.

Potential areas of concern

Risk and compliance is the de facto performance management framework for ICT operations
(Queensland Health operates in an area of high risk and this type of culture is also pervasive in ICT).
SLAs provided show no compensable components and performance indicators are largely focused on
operational, problem and incident resolution. If Queensland Health aim to have more strategic
partnerships with their vendors, there should be more tactical outcomes a service provider can align to.
Good strategic plans that indicate objectives, activities and outcomes, however many of the
performance outcomes were meeting initiatives and there was not a clear tie in between operational
measures and strategic outcomes.

There is also no apparent mechanism after an initiative is delivered to realise benefits once it is
operationalised.
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3.12.2 Strategy and direction

Relevance
5

Accountable Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
QH 5.0 4.2 4.5 2.5
Government 4.7 29 4.0 3.0

3.12.3 Governance

Accountable

5
4
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
QH 3.1 34 35 4.7
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Well articulated business and ICT direction.
Performance measures of varying quality. Not all
performance measures are specific and measurable.
Benefits and risks sections not explicit within the ICT
strategy.

Resource (staffing) planning can be better integrated
into strategic planning processes.

Governance assessment

QH demonstrates mature governance across all four
aspects, but particularly in empowerment where
governance bodies have significant decision making
capability.

All governance bodies had consistently good Terms
of References that lined up to business outcomes.
ICT is well represented within the agency with the
Information Steering Committee having members of
the business and a strong Terms of Reference. This
committee is chaired by the Director-General. The
CIO also reports directly to the Director-General and
is a member of the Executive Management Team.
The overall governance framework is
comprehensive and complete.

Strategic Plan had very good business outcome
focus as well as good tie in to workforce
improvement and support.
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3.12.4 Performance management

Measured

N
<

Coverage Governed
Accountahble
Agency Measured Governed Accountable Coverage
QH 2.1 2.3 1.8 1.2
Government 21 2.2 1.8 1.7
3.12.5 Financial management
Accuracy
5
a
3
1
Prioritised i} Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
QH 4.4 3.2 4.3 2.9

Performance management assessment

The QH ICT Strategic Directions were reviewed
against the QH ICT PI's. Whilst the activities and
outcomes did not reference each other
interchangeably (possibly because of the snapshot
provided), alignments could be seen. What is clear
is that many of the indicators were around the
realisation or delivery of initiatives. There was no
clear view of how operational outcomes and
performance tied to the successful delivery of
identified activities in the strategic plan.

Further investigation into the BAU and ICT
operations, including reviewing the ICT Executive
dashboard and ITSM dashboards, did not indicate
how these measures tied into any operational
excellence as part of the overall QH ICT strategy.
There was absence of a measures dictionary often
used to centralise and line up operational measures
to organisational tactical and strategic outcomes. As
part of the overall portfolio approach (change and
BAU) to performance management, while there is a
strong indication that aligning initiative based
outcomes to the strategic plan is strong, BAU
performance indicators as well as SLAs are focused
predominantly on incident, problem and general risk
resolution. These performance indicators also seem
narrow given that the service catalogue indicates
there are a diverse range of services that have no
tied measures.

Gartner independent customer survey was good and
results show low visibility by the business of the
existence of the service agreement. The survey also
seemed to focus on general incident and problem
management; there is opportunity to expand the
scope of the survey to incorporate wider services.

Financial management assessment

The use of a formal costing tool for their IT services,
Clearcost, is very good and clearly identifies all cost
elements, fairly apportions overheads and aligns
delivery activities to the services provided.

Service costs and expenses are lined up with
services identified in the service catalogue.
Stipulation of metrics used for charging for standard
and non standard services were easily identified and
total cost against services rendered would be
possible given the modelling provided.

Very good understanding of costs in what is a very
complex organisation.
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‘ Government ‘ 2.7 ‘ 23 ‘ 2.5 2.4
3.12.6 Service delivery
Capability
5
3
2
Enabling /;\ Sourcing
Agility
Agency Capability Sourcing Agility Enabling
QH 2.8 33 3.2 2.5
Government 1.5 2.6 24 2.0

Service delivery assessment

Good service catalogue that lines up well to financial
management aspects of the business.

Significant Procurement Plans (SPPs) were generally
of high consistent quality. The only department to
actually have a probity plan with measures. The risks
assessments undertaken were well thought out and
added depth to the procurement assessment.
Oversight and signoff required by the CIO for all
SPPs indicate good oversight.

Very good strategic plan that lines up with the
workforce capability plan. This indicates a good
emphasis on supporting employee growth and
workforce sustainability. Capability assessments also
indicate Queensland Health has clear leadership in
government in this area.

Evidence provided also indicates that Queensland
Health ICT has strong capability in supporting
business outcomes with business process reviews
including motion studies.
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3.13 Queensland Police Service (QPS)

3.13.1 Overall business profile

Strategy &
Direction

Service

i : Governance
Delivery

Financial Performance

@ Positive achievements

New and proposed governance framework has a BAU and initiative view of escalating risk.
Governance has members of the business participating.

There is a communication plan that supports overall governance process.

Security breaches reported through governance.

Good Strategic Plan with a balanced scorecard approach to linking outcomes to business performance.

Areas for improvement

Risk is the de facto performance framework for QPS, even though there was balanced scorecard
approach as part of its strategic planning.

General measures used were indicators for operational, incident and problem performance.

SLAs with vendors do not appear to have any compensable elements and performance requirements
are minimal at the moment; however that is because the Audit only received QPS SLAs with the
internal business and not with external service providers.

Customer surveys provided were largely for projects completed. No BAU surveys provided though they
were alluded to in other documentation.

Potential areas of concern

Currently no obvious service approach to costs or understanding of total services costs. Costs are
largely functional and cost centre driven.

There is not a strong portfolio approach to performance management even though the balanced
scorecard at the strategy level indicated good intention. With the diverse services provided by QPS,
the diversity of measures covered were limited and key governance reviews and decision making was
based on risk.

BAU performance is largely around incident based compliance and initiative performance is around
mitigating risk and meeting milestones.

Though benefits are identified and business cases stipulate returns, there is no obvious oversight on
return on investment once a project is completed and a business solution is in the BAU space, where
most of the benefits are to be eventually realised.
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3.13.2 Strategy and direction

Relevance

Accountable Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
QPs 3.5 3.6 2.0 2.5
Government 4.7 29 4.0 3.0

3.13.3 Governance

Accountable
5

a
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
QPs 3.1 2.4 35 4.2
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Strong links to business drivers.

Clear linkages of initiatives to business and ICT
drivers.

Currency of ICT strategy can be improved. Reported
strategy is from 2009-2013.

Evidence base for deriving direction and initiatives can
be improved.

Strategic performance indicators to be included.
Benefits and benefits ownership sparse.

Resource (staff) planning can be better integrated into
strategic planning processes.

Governance assessment

Overall governance exceeded the WoG average in
all quadrants.

Minutes of the Major Projects Committee and the
CAB were available but both sets of minutes did not
have actions clearly specified, assigned and a
resolution time.

Terms of Reference was strong, with clear
identification of responsibilities with ability for most
governance boards to be able to make decisions
and approve outcomes.
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3.13.4 Performance management

Measured

N
N\

Coverage Governed
Accountable
Agency Measured Governed Accountable Coverage
QPs 2.6 3.3 23 24
Government 21 2.2 1.8 1.7
3.13.5 Financial management
Accuracy
5
a
3
1
Prioritised i} Visible
Accountable
Agency Accuracy Visible Accountable Prioritised
QPs 3.5 2.1 1.8 0.7
Government 1.5 2.6 2.4 2.0

Performance management assessment

New governance framework aims to establish a
portfolio view of BAU and initiative risk (as projects
transition into BAU environment), however at the
time of review was in draft and only presented for
quick viewing.

No evidence of PI's within vendor SLAs.

Difficulty around contract/vendor management due
to a central QPS procurement arrangement that
makes it difficult for ICT staff to gain visibility and
procurement intelligence.

Risk management framework used as the primary
basis for performance management.

Operationally focused PI’s in the service delivery
management metrics schedule and ISB quarterly
performance reports. The balanced scorecard
provides good alignment of initiatives to strategic
position as well as providing good alignment of
operational activity to objectives in the scorecard.
The customer and delivery metrics were based
largely on service desk performance and satisfaction
on project delivery. This indicates a narrow focus on
BAU performance.

Customer surveys provided were only for projects
delivered. There is no clarity on scope of general
customer surveys.

Strong incident/problem response/resolution
maturity.

Financial management assessment

Good costing tool example provided.

Good operation and project cost calculations against
planned and actuals. However, it appears that cost
elements and centres align to functional business
areas. It does not appear that these costs can align
against the services as prescribed in the ISB service
catalogue. Total cost is only aligned to business unit
and project based cost centres.

Noted that in QPS total expenditure there was a non
ICT related item in computer expenses.
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Capability

N

Enabling Sourcing
Agility
Agency Capability Sourcing Agility Enabling
QPs 2.5 2.8 3.0 13
Government 1.5 2.6 2.4 2.0

Service delivery assessment

3 Workload plans and skill profiling tools were
provided. However, absent was a larger workforce
capability plan and no explicit documentation on
how succession planning and skills transfer occurs.

. Significant Procurement Plans were consistent with
a good communication strategy and there was very
detailed risk analysis.
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3.14 Department of Transport and Main Roads (DTMR)

3.14.1 Overall business profile

Strategy &
Direction

Service

i ¢ Governance
Delivery

Financial Performance

@ Positive achievements

e Holistic risk management approach.

e Strong governance scores, including good coverage and accountability as well as defining governance
responsibility.

e Good triaging of risk with relevant escalation plans.

e Incident and problem management maturity good.

e The one significant procurement plan provided indicates good understanding of procurement strategy,
market analysis and acknowledgement of probity requirements.

Areas for improvement

e Budget variation of about 8% to actuals.

e Financials were functional based and looked at cost items per business area. No indication of
understanding of total service cost.

e Performance indicators were largely incident or problem based, not a larger portfolio view of
performance and how they are aligned to strategic outcomes/intent.

e  Customer surveys were narrow and not covering wider ICT services. Primarily service desk.

e Vendor performance management is in contracts and not lifted out to understand and drive value at a
portfolio level.

* No evidence that the CIO sits on any executive governance boards outside of ICT in DTMR.

e The configuration management details provided indicate a currently federated CMDB environment
being consolidated to a single repository.

@ Potential areas of concern

e No evidence of release management.
e Not provided with any SLA or OLA’s with the business.
e Not provided with larger performance measures except for service centre call summary statistics.
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3.14.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
DTMR 5.0 4.2 4.0 2.5
Government 4.7 29 4.0 3.0
3.14.3 Governance
Accountable
5
a
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
DTMR 3.6 13 3.8 3.1
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Evidence-base for deriving strategies and initiatives
can be more explicit.

Initiative dependencies and share-buy-build within the
ICT strategy can be improved.

Benefits articulation and measures in ICT strategy can
be improved.

Staff resource planning (high-level capability and
capacity planning) can be better integrated into
strategic planning processes.

Governance assessment

DTMR has supplied evidence of a strong
governance accountability framework.

ICT is well represented within the agency with the
Information and Systems Committee one of the
senior governance committees within the agency.
This committee is chaired by the Deputy Director-
General (Corporate).

DTMR has strong coverage governance as the ISC
approves and oversees information management
(IM) and ICT strategies and resource plans, as well
as approves and oversees governance
arrangements for the IM and ICT investments. The
ISC also manages DTMR'’s ISC portfolio risks.
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3.14.4 Performance management

Measured

5

a

3

2
Coverage Gv Governed

Accountable
Agency Measured Governed Accountable Coverage
DTMR 2.2 2.1 1.7 1.4
Government 21 2.2 1.8 1.7
3.14.5 Financial management
Accuracy

5

£l

3

1

Prioritised (i) Visible
Accountable
Agency Accuracy Visible Accountable Prioritised

DTMR 1.8 14 2.9 3.6
Government 2.7 23 2.5 2.4

Performance management assessment

Good incident/problem management documentation.
Good incident, problem and change management,
however clear absence of release management and
lower maturity in configuration.

Vendor SLAs have PI’s, however these are
operational/incident focused and do not contain
compensable clauses for poor performance.
Performance of vendor has basic performance
measurement around incident/problem
response/resolution.

BAU and initiatives appear to be managed
separately, with no consolidated portfolio view of risk
available to peak governance board.

BAU and initiative risk across the relevant
governance boards/CAB are very good and DTMR is
one of the few departments that have shown triaging
of operational and change management risk.

Financial management assessment

DTMR use a similar cost tool to the Queensland
Police Service. Each of the business areas have
defined cost elements broken down into key
commodities and expenses. There were also project
base line items available, however no clarity in
documents provided on how costs are allocated to
initiatives.

The cost tool does not align to the services offered in
the catalogue and the ability to undertake a total cost
of service is not visible.
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3.14.6 Service delivery

Capability

N

Enabling Sourcing
Agility
Agency Capability Sourcing Agility Enabling
DTMR 2.3 2.5 1.8 13
Government 1.5 2.6 2.4 2.0

Service delivery assessment

Service catalogue was being matured and a refresh
currently occuring.

DTMR provided one significant procurement plan that
showed good coverage of market analysis, procurement
strategy and one of only two organisations that
provisioned for probity.

No evidence of release management, and work
currently in place to centralise the federated CMDB
respositories within DTMR.
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3.15 Queensland Treasury (QT)

3.15.1 Overall business profile

Strategy &
Direction
5
4
Service 2
i Governance
Delivery
1
Financial Performance

@ Positive achievements

Aim to minimise process overhead to the business.
The Resource Governance Committee had strong empowerment due to the committee’s ability to
approve a number of artefacts and provide direction.

Areas for improvement

No formal CIO role in Queensland Treasury.

Risk management is de facto performance management framework, however there does not appear to
be an overall portfolio risk framework for the whole of Queensland Treasury that encompasses both
initiative as well as business operational risks.

SLAs have limited Pls including no compensable elements.

ITIL maturity is largely in the incident space, with comments by the Executive Director, Corporate
Services indicating that further investment in this space will be limited.

Customer reviews are limited in sample size and scope (ten responses on incident resolution based
guestions).

Potential areas of concern

Queensland Treasury has no overall ICT portfolio management that combines BAU and initiatives e.g .
Office of State Revenue (OSR) figures and costs had to be provided separately. There was not one
area that had total oversight, visibility and ability to table all of Queensland Treasury’s ICT costs.
Portfolio performance management is limited to operation, incident and problem management.

Benefits and value being claimed in relation to OSR against revenue collected, not whether the solution
is actually delivering value against the investment made. There appears to be an absence of proper
value and benefits assessments across Queensland Treasury.
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3.15.2 Strategy and direction

Accountable

Relevance
5

Evidenced

Measurable
Agency Rel ce Evidenced Measurable | Accountable
Treasury 4.8 2.5 15 1.9
Government 4.7 29 4.0 3.0
3.15.3 Governance
Accountable
5
a
3
2
1
Empowered 0 Represented
Coverage
Agency Accountable | Represented Coverage Empowered
Treasury 2.1 0.6 1.6 3.9
Government 3.0 2.0 2.6 3.8

Strategy and direction assessment

Strong and explicit links to business drivers.

Evidence base for deriving strategies and initiatives
can be more explicit.

Performance measures and benefits articulation can
be improved.

Identification of initiative collaborations, share-buy-
build and initiative synergies can be improved.
Resource (staff) planning can be better integrated into
ICT strategic planning processes.

Governance assessment

Most Terms of References (ToR) were missing
details on attendance requirements, quorum
requirements, proxy requirements and
communication activities.

No program board ToR or Change Advisory Board
ToR were provided.

Roles and responsibilities for ToR sighted had
largely only oversight and provision of advice
responsibilities. The ISC was able to make
decisions on the key ICT and IM directions.

The Resource Governance Committee had
authorisation to review and approve, as quoted in
that committee’s ToR, compliance driven reports,
strategies, frameworks and plans relating to
corporate service functions required by WoG
mandate.
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3.15.4 Performance management

Measured

N
O

Coverage Governed
Accountable
Agency Measured Governed Accountable Coverage
Treasury 2.0 1.1 1.2 1.3
Government 21 2.2 1.8 1.7
3.15.5 Financial management
Accuracy
5
a
3
1
Prioritised &) Vigible
Accountable
Agency Accuracy Visible Accountable Prioritised
Treasury 1.8 1.8 0.7 0.0
Government 2.7 23 2.5 2.4

Performance management assessment

There is no overall performance management of ICT
across the ICT portfolio. Other agencies or offices
are providing ICT reports independently to
governance boards. Only highlights of initiatives
appear to be escalated to senior Queensland
Treasury governance boards, with review of benefits
and value for money undertaken.

Risk management is the de facto performance
management framework.

Operationally focused ICT business unit (no
evidence of strategic PI's linked to strategic plans).
Vendor SLAs have Pls, focused on incident/problem
response/resolution, but they are not compensable
for poor performance.

Initiative and BAU risk is managed and registers are
stored independently from one another (no
combined portfolio view of the two).

Financial management assessment

Only rolled up operational costs. Online annual
report reviewed, however the Audit was not able to
garner any more insights into cost structure or
modelling.

Requests to have oversight of other business areas
ICT spend, e.g. Office of State Revenue, were not
able to be met. This raises concern that each of
these business areas have significant ICT spend
that does not go through a proper portfolio review
process.
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Capability

5

4

3
NN

Enabling Sourcing
Agility
Agency Capability Sourcing Agility Enabling
Treasury 0.0 2.3 0.9 0.9
Government 1.5 2.6 2.4 2.0

Service delivery assessment

Service level agreements presented were really a
statement of understanding, with no real
performance criteria. There was only stipulation for
pricing and outline of services rendered.

There are no SLA metrics, measures, remedies,
escalations that is expected of SLAs. Attachments
which may address this gap are referenced but not
included. Clarification with the Executive Director,
Corporate Services indicates a further reduction in
criteria in contractual arrangements with vendors will
occur in the future to ensure that conditions in
agreements did not prevent a good vendor and
customer relationship.

ITSM maturity is minimal with documentation citing
some problem and incident management. The
Executive Director, Corporate Services indicated
there will be also less support for a service
methodology in the future.

Procurement plans have very few standard criteria
with no proper options analysis provided.

69

Queensland Government ICT Audit 2012



ICT Audit annex: Workforce capability

Contents

1 SUMIMIAIY ettt e e e et e e e e s e e e e e e e e nn s s s e e e e e e eennnr s naeeeeneennnes 5
2 7Y o] 0] o T-Tod o [P 6
3 Current staffing Profile ... 7
4 Impacts of the current staffing profile ..., 13
5 Innovation: culture and capability .......ccccoooeriiiiiiiii e 15
51 CRAIIENGES ...ttt ekt s 15
5.2 Looking forward — what is Needed ...........cevveiiiiiiiiiiiicc e 16
6 Design: capability and CapacCity .....cccooieeeiiiiiiiiie e 19
6.1 CRAIIENGES ...ttt s 19
6.2 Looking forward — what is NEEUEM ............uuuuruiuiiiiiiiiiiiiiiiiiiieieieiereieeereereerrrnn e 21
7 1= F V=T YRS 23
7.1 Portfolio, program and project methods and pPractiCes ...........cccovuveeeriiiieeeiiieeeeinieeeens 23
7.2 CRAIIBNQES ... ———— 25
7.3 Looking forward — what is NEEUEM .............uuuiuruiiiiiiiiiiiiiiiiiiieieierereiereereeeeeerernn e 27
8 Operations and ManageMENT .........cevviiiiiiiiiiiiiiiiiiee e 29
8.1 Management of the ICT OrganiSatioN...............uuuueruiiieieiiiiiiieiieier ... 29
8.2 CRAIIENGES ...ttt e bbb s 30
8.3 Looking forward — what is Needed ............coooiiiiiiiiiii e 30
8.4 Management of information and information SECUFtY ...............uuvuivieieieiiieiiiiiiieiinnn, 31
8.5 CRAIIENGES ...ttt ettt s 34
8.6 Looking forward — what is NEEAEM .............uuviuiuiiiiiiiiiiiiiiiiieieieieeere e 35
8.7 Management of business as usual and commodity based services...........cccccevviieenne 35
8.8 CRAIIENGES ...ttt ettt e b bbb as 38
8.9 Looking forward — what is NEEAEM .............uuuiuiiiiiiiiiiiiiiiiiiiiieiieeieie e 40
9 Reshaping the WOrKfOrCe. ..., 41
9.1 [ YRS Y (o) L= (O IV (0] o = 41
9.2 WOTKFOICE SIrat@UIES ...oovvviiieiiiiieeeee et 42
9.3 Role of WOrkforce planning..........ocueei i 43
RETEIENCES ... 45
3

Queensland Government ICT Audit 2012



